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Abstract

In this work, we study the fascinating notion of output-compressing randomized encodings for Turing
Machines, in a shared randommness model. In this model, the encoder and decoder have access to a shared
random string, and the efficiency requirement is, the size of the encoding must be independent of the
running time and output length of the Turing Machine on the given input, while the length of the shared
random string is allowed to grow with the length of the output. We show how to construct output-
compressing randomized encodings for Turing machines in the shared randomness model, assuming iO
for circuits and any assumption in the set {LWE, DDH, Nth Residuosity}.

We then show interesting implications of the above result to basic feasibility questions in the areas of
secure multiparty computation (MPC) and indistinguishability obfuscation (i0):

1. Compact MPC for Turing Machines in the Random Oracle Model. In the context of
MPC, we consider the following basic feasibility question: does there exist a malicious-secure MPC
protocol for Turing Machines whose communication complexity is independent of the running time
and output length of the Turing Machine when executed on the combined inputs of all parties?
We call such a protocol as a compact MPC protocol. Hubdcek and Wichs [HWIH] showed via
an incompressibility argument, that, even for the restricted setting of circuits, it is impossible
to construct a malicious secure two party computation protocol in the plain model where the
communication complexity is independent of the output length. In this work, we show how to evade
this impossibility by compiling any (non-compact) MPC protocol in the plain model to a compact
MPC protocol for Turing Machines in the Random Oracle Model, assuming output-compressing
randomized encodings in the shared randomness model.

2. Succinct iO for Turing Machines in the Shared Randomness Model. In all existing
constructions of iO for Turing Machines, the size of the obfuscated program grows with a bound
on the input length. In this work, we show how to construct an iO scheme for Turing Machines in
the shared randomness model where the size of the obfuscated program is independent of a bound
on the input length, assuming iO for circuits and any assumption in the set {LWE, DDH, Ntk
Residuosity}.
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1 Introduction

In this work, we study the fascinating notion of output-compressing randomized encodings for Turing ma-
chines. We explore the implication of such encodings to a natural and surprisingly unexplored form of
secure multiparty computation for Turing Machines, and also to indistinguishability obfuscation for Turing
Machines.

Output-compressing randomized encodings were introduced in the works of Ananth and Jain[AJTH] and
Lin, Pass, Seth and Telang [CPSTI6] as a generalization of randomized encodings [[KOO] and succinct
randomized encodings [KTWIH, BGLT15, CHIVTIH]. Recall that in an output-compressing randomized
encoding scheme for Turing machines, there exists an encode algorithm that takes as input a Turing machine
M and an input z. It outputs an encoding M such that the decode algorithm, given this encoding MT,
can compute the output M(z). The efficiency requirement is that for any machine M and input z, the size
of the encoding is poly(|M]|, |z|, \), for some fixed polynomial poly, where A is the security parameter. In
particular, the size of the encoding should be independent of the output length and the running time of the
machine M on input ." In those papers, they defined both indistinguishability based and simulation based
security notions. In this work, we will focus on the stronger notion of simulation based security which states
that an output-compressing randomized encoding scheme is secure if there exists a simulator Sim, that, for
any Turing machine M and input z, given just the output M (x), along with the size of the machine | M|

and the input length |z|, outputs a simulated encoding M, that is indistinguishable from a real encoding of
the machine M and input 2.2 As stated here, this goal is impossible due to an “incompressibility” argument
as shown by Lin et al.[CPSTT6H]. Such incompressibility arguments have been a source of impossibility
proofs in many areas of cryptography such as functional encryption, garbled circuits and secure multiparty
computation [BSWIT ATKWTII, CITF13, AGVWI3, HWISH] and this is perhaps the reason why simulation
secure output compressing randomized encodings have not been well studied so far.

Our starting observation is that the above impossibility fails to hold in a shared randomness model where
the size of the randomness can grow with the output length. More formally, both the encoder and decoder
share a random string (whose size can grow with the output length) and we require two properties: (1) For
any machine M and input z, the size of the encoding is poly(|M|, |z|, ), for some fixed polynomial poly. (2)
There exists a simulator Sim, that, for any Turing machine M and input z, given just the output M(x),
along with the length of the machine |M| and the input length |z|, outputs a pair of a simulated encoding
M; and a shared random string that is indistinguishable from the pair of a real encoding and a uniformly
random string.

In fact, our first main result is that we can indeed construct output-compressing randomized encodings for
Turing machines in the shared randomness model based on indistinguishability obfuscation (iO) for circuits
and any assumption in {Decisional Diffiec Hellman (DDH), Learning With Errors (LWE), N** Residuosity} where the size
of the shared randomness equals the output length. Recall that iO is necessary because output-compressing
randomized encodings for Turing machines implies iO for circuits as shown by Lin et al.[LPSTTEH] (it is easy
to see that this implication to iO remains true even in the shared randomness model). We describe the
techniques used in our construction in Section P We then use this new tool to tackle basic feasibility
questions in the context of two fundamental areas in Cryptography: secure multiparty computation (MPC)
and indistinguishability obfuscation (iO).

Compact MPC for Turing machines with unbounded output in the Random Oracle model. The
first basic feasibility question we address is the following: Consider a set of n mutually distrusting parties with
inputs x1, .. ., €, respectively that agree on a Turing machine M. Their goal is to securely compute the output
M(x1,...,x,) without leaking any information about their respective inputs, where we stress that the output
can be of any unbounded polynomial size. Crucially, we require that the communication complexity of the
protocol (the sum of the length of the messages exchanged by all the parties) is poly(|M]|, |z1|, ..., |zn|, A) for
some fixed polynomial poly where X is the security parameter. In particular, the communication complexity

Lthe size can depend logarithmically on the output length and running time.

2We actually consider a stronger notion where part of the input need not be hidden and we require that the size of the
encoding should not grow with this revealed part. This is a generalization of the notion of partial garbling schemes introduced
by Ishai and Wee [WT4].



should be independent of the output length and the running time of the machine M on input (x1,...,2,).
We call such an MPC protocol to be compact. Indeed, this communication efficiency requirement is the most
natural efficiency requirement in the context of MPC for Turing machines.

Remarkably, this extremely basic question, as stated above, has never been considered before to the best
of our knowledge (see related work below for comparison with previous work). At first glance, one may think
that Fully Homomorphic Encryption (FHE), one of the most powerful primitives in Cryptography, should
help solve this problem. The reason being that, at least in the two party setting, FHE allows one party to
encrypt its input and send it to the other party, who can then homomorphically evaluate the function to be
computed “under the hood” and compute an encryption of the final output. However, it is not clear how
this evaluator would learn the output since he does not have the decryption key. Sending the encryption
of the final output to the other party would also blow up the communication complexity. This is related
to the question posed by Hubdcek and Wichs [HWTH], where they consider a circuit based model, and in
fact, our notion generalizes their model. That is, they consider n parties who wish to securely evaluate
a circuit on their joint inputs such that the communication complexity of the protocol is independent of
the output length of the circuit. In that work, they showed how to achieve semi-honest secure two party
computation with this efficiency requirement assuming iO for circuits and somewhere statistically binding
(SSB) hash. Further, they showed that in the context of malicious adversaries,® in the standard model, it
is impossible to construct a secure computation protocol with such efficiency requirement even for just two
party computation.

However, in this work, we are not willing to give up on achieving malicious secure compact MPC. Instead,
we find a way to evade this impossibility result! We do so by considering the well studied programmable

look to the RO model in the hunt for efficiency improvements but here, we are seeking to establish basic
feasibility results using the RO model. Indeed, the RO model has enabled important feasibility results in the
past which were impossible in the plain model, for example unconditional non-interactive zero-knowledge
arguments for NP with sub-linear communication [IMST2] and Universal Samplers [HIKF16].

More specifically, we show how to construct a compact constant round MPC protocol for Turing machines

in the RO model secure against malicious adversaries assuming iO for circuits and any assumption in {DDH,
LWE, N** Residuosity}. Recall that by compact, we mean that the communication complexity of the protocol
is independent of the output length and running time of the Turing machine being evaluated on the joint
inputs of the parties. We obtain this result by using output-compressing randomized encodings in the shared
randomness model to compile any non-compact malicious secure constant round MPC protocol (even just
for circuits) in the plain model into a compact constant round MPC protocol for Turing machines in the RO
model while preserving the round complexity. We again stress that to the best of our knowledge, this is the
first MPC protocol for Turing machines where the communication complexity is bounded by a polynomial
in the description length of the machine and the input lengths of all the parties. We also observe that as a
corollary of our work, we obtain the first malicious secure compact MPC protocol in the circuit based model
Section 2.
Succinct iO for Turing machines for bounded inputs in the shared randomness model. The
problem of bootstrapping from iO for circuits to iO for Turing machines has been the subject of intense
study over the last few years. In 2015, in three concurrent works [KLWT5, BGLF15, CHIVIH)® showed how
to construct iO for Turing machines where the size of the obfuscation grows with a bound on the input
length to the Turing machine. In this work, we ask the following question: can we construct iO for Turing
machines in the shared randomness model where the obfuscator and evaluator have a shared random string
that grows with the input bound but the size of the obfuscation does not?

Lin et al. [LPSTTG] showed that output-compressing randomized encodings are closely related to iO for
Turing machines. That is, they showed that simulation secure output-compressing randomized encodings

3their impossibility in fact even ruled out the simpler setting of honest but deterministic adversaries - such an adversary
behaves honestly in the protocol execution but fixes its random tape to some deterministic value.

4Recently, concurrent to our work, [ATIR, ANIIR, (GSTX| also showed how to construct iO for Turing machines where, similar
to [KLWTH, RGLF15, CHIVIH], the size of the obfuscation grows with a bound on the input length to the Turing machine.



in the plain model implies iO for Turing machines with unbounded inputs.®? In particular, this implies iO
for Turing machines with bounded inputs where the size of the obfuscation does not grow with the input
bound. As we know, simulation secure output-compressing randomized encodings are impossible in the
plain model. However, it turns out that this implication does not carry over in the shared randomness
model. That is, if we start with output-compressing randomized encodings in the shared randomness model
and apply the transformation in [CPSTTH], in the resulting iO scheme, the size of the obfuscation does in fact
grow with the input bound. The key obstacle is that in the transformation, the obfuscation consists of an
output-compressing randomized encoding that is the root of a GGM-like tree ([GGMRE]). This encoding, on
evaluation, outputs another output-compressing randomized encoding corresponding to its child node and
the process is repeated. In order to evaluate the obfuscated program on an input of length n, the evaluator
has to traverse the obfuscated program up to a depth of length n. As a result, the machine being encoded in
the root needs the shared randomness for each layer, up to a depth of length n. Hence, the size of the machine
encoded in the root grows with the input bound and so does the size of the obfuscated program. Note that
this approach fails even if the size of the shared randomness for the encoding is just 1 bit (independent of
the length of the output).

Nevertheless, we show how to overcome this obstacle by taking a completely different approach. In
our solution, the obfuscated program consists of an output-compressing randomized encoding in which,
crucially, neither the machine being encoded nor the input to the machine, depends on the input bound
of the obfuscation scheme. Hence, the size of the encoding, and therefore, also the size of the obfuscation,
does not grow with the input bound. We elaborate more about the techniques used in our construction in
Section 3. Concretely, we obtain the following result: iO for Turing machines in the shared randomness
model assuming iO for circuits and any assumption in {DDH, LWE, N** Residuosity}, where the obfuscator
and evaluator have a shared random string of length poly(n, A) for some fixed polynomial poly, and the size
of the obfuscation is poly,(|]M|, \) for some fixed polynomial poly,;. Here, M denotes the Turing machine
being obfuscated and n denotes the input bound.

1.1 Our Results

In this paper, we achieve the following results.

1) Output-compressing randomized encodings.
We prove the following theorem:

Theorem 1.1 (Informal). There exists an output-compressing randomized encoding scheme for Turing
machines in the shared randomness model assuming the existence of:

e iO for circuits (AND)
e A € {DDH, LWE, N** Residuosity}.
Further, the length of the shared randomness is equal to the output length.

2) Compact MPC for Turing machines with unbounded output in the RO model.

We prove the following theorem:

Theorem 1.2 (Informal). For any n, ¢t > 0, there exists a constant round compact MPC protocol amongst
n parties for Turing machines in the Programmable Random Oracle model that is malicious secure against
up to t corruptions assuming the existence of:

e Output-compressing randomized encodings in the shared randomness model (AND)

5Lin et al. [CPSTTH] in fact showed that a weaker notion of distributional indistinguishability based secure output-compressing
randomized encodings suffices to imply iO for Turing machines with unbounded inputs. However, they also supplement this by
showing that it is impossible, in general, to construct such encodings.



e Constant round MPC protocol amongst n parties in the plain model that is malicious secure against
up to t corruptions.

Once again, recall that by compact, we mean that the communication complexity of the protocol is
independent of the output length and running time of the Turing machine being evaluated on the joint
inputs of the parties. Here, we note that the above compiler even works if the underlying MPC protocol is
for circuits. That is, we can convert any constant round protocol for circuits into a constant round protocol
for Turing machines (with an input bound) by first converting the Turing machine into a (potentially large)
circuit.

Also, we can instantiate the underlying MPC protocol in the following manner to get a round optimal
compact MPC: append a non-interactive zero knowledge argument based on DLIN in the common random

in the common random string model or the ones of [GSIR, BLIR] that are based on DDH/N*" residuosity
in the plain model, to get two round malicious secure MPC protocols in the common random string model.
We can then implement the common random string required for the underlying protocol via the RO. We
thus achieve the following corollary:

Corollary 1.1. Assuming the existence of:
e iO for circuits (AND)
e DDH, or LWE, or N** Residuosity (AND)
e DLIN,

there exists a compact, round optimal (two round) MPC protocol 7 for Turing machines in the Programmable
Random Oracle model that is malicious secure against a dishonest majority.

Our result also gives a malicious secure compact MPC protocol in the circuit-based setting of [HWTH] in
the RO model. We also achieve other interesting corollaries by instantiating the underlying MPC protocol
in the setting of super-polynomial simulation or in the setting of concurrent executions. We elaborate on
both the above points in Section B.

3) Succinct iO for Turing machines for bounded inputs in the shared randomness model.

We prove the following theorem:

Theorem 1.3 (Informal). There exists an 1O scheme for Turing machines in the shared randomness model
where the size of the obfuscated program is independent of the input bound assuming the existence of:

e i0O for circuits,

e DDH, or LWE, or N** Residuosity.

1.2 Related work

A series of works [0S97, GHLT14, GGMPT6, Mials, HYTH, [LOT7] consider MPC for RAM programs. How-
ever, in all of them, the communication complexity of the protocol grows with the running time of the RAM
program. As a result, the communication complexity of the protocol in the Turing machine model would
also grow with the output length. We stress that in our work, we require that the communication complexity
can grow with neither output length nor running time of the Turing machine.

Ananth et al.[AJST?] construct an iO scheme for Turing machines in which, for any machine M and
input bound L, the size of the obfuscation is |M| 4+ poly(L, \). However, in our setting, we require that the
size be independent of this bound L.



seem to imply i0O) is necessary to construct compact semi-honest secure MPC protocols in the plain model.
One interesting open problem is to study whether, in fact, iO is necessary. Further, another interesting open
problem is can we construct compact MPC protocols in the RO model based on weaker assumptions or in
fact, obfuscation is necessary? Our construction gives an initial feasibility result for this problem and we
believe it would be an interesting research direction to pursue further.

2 Technical Overview

2.1 Output Compressing Randomized Encodings

We will now discuss a high-level overview of our output-compressing randomized encoding (OcRE) scheme in
the shared randomness model. Let M be a family of Turing machines with output size bounded by o-len. An
OcRE scheme for M in the shared randomness model consists of a setup algorithm, an encoding algorithm
and a decoding algorithm. The setup algorithm takes as input security parameter A together with a string
rnd of length o-len, and outputs a succinct encoding key ek of size poly()\).® This encoding key is used by the
encoding algorithm, which takes as input a machine M € M, an input = € {0, 1}*, and outputs an encoding

M;. Finally, the decoding algorithm can use E and rnd to recover M (x). For efficiency, we require that
the encoding time depends only on |M]|, |z| and security parameter A. In particular, the size of the encoding
should not grow with the output length o-len or the running time of M on z. 2

The starting point of our construction is the succinct randomized encoding scheme of [KLWTH], which is
an encoding scheme for boolean Turing machines, and the size of the encoding depends only on | M|, |z| and
security parameter A. We want to use this tool as a building block to build an encoding scheme for general
Turing machines (i.e. with multi-bit output) where the size of the encoding still only depends on |M|, |z|
and A. As a first step, let us consider the following approach. The encoding algorithm outputs an obfuscated
program Prog[M, z], which has M and x hardwired, takes input j € [o-len], and outputs a KLW encoding
of M;,z (the randomness for computing the encoding is obtained by applying a PRF on j). Here, M, is a
boolean Turing machine which, on input z, outputs the 5 bit of M(x). The decoding algorithm runs Prog
for each j € [o-len], obtains o-len different encodings, and then decodes each of them to obtain the entire
output bit by bit. Clearly, this construction satisfies the efficiency requirement. This is because the size of
the program Prog depends only on |M]|, |z|, and hence the size of the encoding only depends on |M]|, |z|, A.
As far as security is concerned, it is easy to show that this scheme satisfies indistinguishability-based security;
that is, if (Mo, xo) and (M1, 1) are two pairs such that Mo(zo) = Mi(x1), |Mo| = | M|, |xo| = |x1|, then
the obfuscation of Prog[My,x¢| is computationally indistinguishable from the obfuscation of Prog[Mi, z1].
Unfortunately, recall that our goal is simulation security, and it is not possible to simulate an obfuscation
of Prog[M, x], given only M(z) as input. In particular, if y = M(x) is a long pseudorandom string (whose
length can be much longer than the size of Prog[M,]), then it should be hard to compress y to a short
encoding (as shown by Lin et al. [LPSTTH]).

As noted in the previous section, we will evade the “incompressibility” argument by allowing the shared
randomness to have size that grows with the output length. Our goal will be to allow the simulator to embed
the output of the machine M in this randomness. Our second attempt is as follows. The setup algorithm
computes a short commitment ek to the shared randomness (say with a Merkle tree), and outputs ek as
the encoding key. The encoding algorithm computes an obfuscation of Prog[M, x,ek], which has M, z, ek
hardwired, takes as input an index j, a bit b (which is supposed to be the j* bit of the shared randomness),
and an opening 7 that the bit b is indeed the j** bit of the shared random string. The program checks the
proof 7, and then computes a KLW encoding of (Mj, x).

While the bit b is essentially ignored in the real-world encoding, it is used by the simulator in the ideal
world. In the ideal world, the simulator, on receiving M (x), masks it with a pseudorandomly generated

6We will assume o-len is at most 2*.
7Strictly speaking, it is allowed to depend polylogarithmically on the running time of M on input x; for this overview, we
will ignore this polylogarithmic dependence on the running time.



one-time pad and outputs the resultant string as the shared randomness, and the short commitment ek
is computed as in real world. For the encoding, it outputs an obfuscation of Prog-sim[ek], which takes as
input (j,b,7), checks the proof 7, unmasks the bit b to obtain M (z),; and simulates the KLW randomized
encoding using M (x);. This program has behavior identical to Prog[M, x,ek] as long as the adversary only
gives openings to the original bits of the shared randomness.

There is a simple problem with this idea: obfuscation only guarantees indistinguishability of programs
that are functionally equivalent, and although the security of a Merkle tree would make it computationally
infeasible for an adversary to come up with an opening to a wrong value, these inputs do in fact exist. To fix
this problem, we use a special i0-compatible family of hash functions called ‘somewhere-statistically binding
(SSB) hash’, introduced by [HWIH]. Intuitively, this primitive is similar to a merkle tree except for two
additional features. First, it allows a given position to be statistically “bound”, where for that index it is
only possible to give an opening for the correct bit. So there are three algorithms, Setup, Open, and Verify,
as in the case of a Merkle tree, but Setup additionally takes as input a position to bind. If j is the bound
position for H then there is no opening 7 for a bit b # z; such that Verify(m,b, j, H(x)) accepts. Second,
this bound position is hidden, so we can change it without being detected. Using this new hash allows us
to make a series of hybrids where we change the shared randomness one bit at a time without giving up
indistinguishability.

2.2 Compact MPC for Turing Machines in the Random Oracle Model.

We now describe the techniques used in our round preserving compiler from any non-compact constant
round malicious secure MPC protocol in the plain model to a compact constant round malicious secure MPC
protocol in the RO model, using output-compressing randomized encodings in the shared randomness model.

To begin with, consider any constant round MPC protocol 7 in the plain model. For simplicity, lets
assume that every party broadcasts a message in each round. In order to make it compact, our main idea
is a very simple one: use output-compressing randomized encodings to shrink the messages sent by every
party in each round so that they are independent of the output length and running time of the machine.
That is, instead of sending the actual message of protocol 7, each party just sends an output-compressing
randomized encoding of a machine and its private input that generates the actual message!

More precisely, consider a party P with input « that intends to send a message msg; in the first round
as part of executing protocol w. Let’s denote M to be the Turing machine that all the parties wish to
evaluate. Let M; denote the algorithm used by the first party to generate this message msg; in the first
round. Now, instead of sending msg;, P sends an encoding of machine M; and input (z,r) where r is the
randomness used by party P in protocol w. The recipient first decodes this encoding to receive P’s first
round message of protocol 7 - msg,. Without loss of generality, let’s assume that the length of randomness
r is only proportional to the input length (else, internally, M; can apply a pseudorandom generator). In
terms of efficiency, the description of the machine M; only depends on M and so it is easy to see that the
size of the encoding does not depend on the non-compact message - msg;. A natural initial observation is
that in order to construct a simulator for the protocol, we need to generate simulated encodings. However,
as we know that simulation secure output-compressing randomized encodings are impossible, we will resort
to using our new encodings constructed in the shared randomness model.

Need for Random Oracle. Does this result in a compact protocol in the common random string (CRS)
model, with the CRS being the shared randomness and its size grows with the output length? At this
CRS model where the size of the CRS can grow with the output length.® As a result, it must be the case
that our protocol is not a compact and secure MPC protocol in the CRS model. We first explain why and

8They actually show that it is impossible in an offline/online setting where the initial offline phase takes place independent
of the parties’ inputs and can have arbitrarily long communication complexity. In particular, using the offline phase to perform
a coin-tossing protocol to generate the CRS implies the impossibility in the CRS model.



this also brings us to the use of the Programmable Random Oracle. To illustrate the issue, let’s continue the
protocol execution. Now, after receiving a message in the first round from every other party, P first decodes
all these messages to compute a transcript trans for protocol w. P then computes an encoding of machine
My and input (z,r,trans) where My is the machine used to generate the next message msg, and sends this
in round 2. Looking ahead to the security proof, the simulator will have to generate a simulated encoding
of this message and also simulate the shared randomness. To do that, the simulated shared randomness
will have to depend on Mas(x,r,trans). Notice that the simulator will have to decide the simulated shared
randomness (aka the CRS) apriori before beginning the protocol execution. However, in the setting of
malicious adversaries, this is not possible because the value trans depends on the adversary’s input and
randomness, both of which are not even picked before the adversary receives the CRS.

Therefore, we resort to the RO model. Now, in each round, along with its encoding, P also sends a short
index. The recipient first queries the RO on this index to compute the shared randomness that is then
used to decode. Looking ahead to the proof, the simulator can pick a random index that the RO has not
been queried on so far and “program” the RO’s output to be the simulated shared randomness. This can
be executed after receiving the transcript of the previous round and before sending the pair of index and
simulated encoding in any round.

Strong Output-compressing Randomized Encodings. Next, it turns out that, in fact, just standard
output-compressing randomized encodings do not suffice for the above transformation. To see why, consider
any round j. Let trans denote the transcript of the underlying protocol 7 at the end of round (5 — 1). Now,
in round j, party P sends an encoding of machine M; and input (z,r,trans), where M; is the machine used
to generate the j** round message. However, the size of trans could depend on the output length of the
protocol because trans denotes the transcript of the underlying non-compact protocol 7. A natural attempt
to solve would be to let trans be the transcript of the new compact protocol up to this point instead of the
underlying protocol, and to let M; decode the transcript when forming the next message. This also turns
out to be problematic, though, since we now need a randomized encoding of a machine M; which accesses
the RO. As a result, since the size of the encoding in each round grows with the input to the machine being
encoded, the size of the messages in each round also does depend on the output length and so, we are back
to square one with a non-compact protocol!

In order to solve this issue, we make the crucial observation that the part of the input to the machine
being encoded that actually grows with the output length of the protocol is actually public information.
That is, we do not care about any privacy for this part of the input and only require that the size of
the encoding does not grow with this public input. Corresponding to this, we define a new stronger
version of output-compressing randomized encodings in the shared randomness model, which we call strong
output-compressing randomized encodings. In more detail, the encoding algorithm takes as input a machine
M, a private input 7 and a public input x2 and outputs an encoding. Informally, the efficiency requirement
is that the size of the encoding is poly(|M|, |x1|) for a fixed polynomial poly and does not depend on zs, in
addition to being independent of the output length and running time. Further, security requires that, in
addition to the output M(z1,z2), the simulator is also given the public input xs and the tuple of honest
encoding and honest shared randomness should be indistinguishable from the tuple of simulated encoding
and simulated shared randomness. Thus, if we use strong output-compressing randomized encodings, we
overcome the issue. Our construction of strong output-compressing randomized encodings is very similar to
the construction in Section I except that we replace the succinct randomized encodings with a stronger
notion called succinct partial randomized encodings. More details can be found in Section B.

Another subtle detail is that, while proving security, in the sequence of hybrids, it is essential that we
first switch the encodings to be simulated before switching the messages of the protocol 7 from real to
simulated. This is because we can not afford to send honest encodings of simulated messages of protocol
7w as the description of the simulator’s machine to generate these messages could grow with the output



bound. One interesting consequence of the above point is that our transformation is oblivious to whether
the underlying simulator rewinds or runs in super-polynomial time. As a result, our construction naturally
extends even to the setting of concurrent security if the underlying protocol is concurrently secure.

Notice that our compiler to solve this very basic feasibility question is in fact, remarkably simple, which
further highlights the power of simulation secure output-compressing randomized encodings in the shared
randomness model. We refer the reader to Section B for more details about our compact MPC protocol and
proof.

2.2.1 Implication in the circuit model of [HWTH]

First, recall that in the setting of Hubédcek and Wichs [HWTH], the goal is to construct an MPC protocol
for circuits where the communication complexity is independent of the output length of the circuit. At first
glance, it might seem that our construction trivially implies a result in the circuit setting as well. However,
this is not quite directly true. Observe that in our protocol, the communication complexity grows with the
description of the Turing machine and so, when we convert the circuit to the Turing machine model, the
communication complexity grows with the size of the circuit. In the case of a circuit, the output length
can in fact be proportional to the size of the circuit. To circumvent this, we will consider a Turing machine
representation of a Universal circuit, that takes as input a circuit C' and an input = and evaluates C(z). Now,
notice that the size of this universal circuit, and by extension, the size of the Turing machine evaluated, is
independent of the circuit being evaluated. Further, we will set the circuit being computed - C', to be part of
the “public” input to each strong output-compressing randomized encoding that is computed in each round
of the protocol. Since all parties have knowledge of C', we don’t need to hide this input. As a result, neither
the machine being encoded nor the private input depend on the circuit being evaluated and this solves the
problem. That is, the communication complexity of the resulting compiled protocol is independent of the
output length of the circuit.

2.3 Succinct iO for Turing Machines in the Shared Randomness Model

We now describe the techniques used in our construction of iO for Turing machines in the shared randomness
model where the size of the obfuscated program does not grow with a bound on the input length. We
will denote such obfuscation schemes as succinct 1O schemes in this section. First, we recall from the
introduction that the transformation of Lin et al. [LPSTTH] to go from output-compressing randomized
encodings to succinct iO does not work in the shared randomness model. Briefly, the reason was that
if we want to support Turing machines with input length n, then there must be n chunks of the shared
randomness, and the ‘top-level’ encoding in the LPST scheme must contain a commitment to each of the n
chunks, and as a result, the size grows with n.

Therefore, our obfuscation scheme will have a completely different structure. Recall that [KLWTSH] showed
an obfuscation scheme where the size of obfuscation of M with input bound n grows with the security
parameter, input bound and machine size (but does not depend on the running time of M on any input).
We will use such weakly-succinct obfuscation scheme to obtain succinct 0.

Consider a program P that takes as input a Turing machine M, input bound n, and outputs a weakly-
succinet obfuscation of M with input bound n (the randomness for obfuscation can be generated using a
pseudorandom generator). The size of the output grows with n, size of M and security parameter A. But
the important thing to note here is that the size of program P does not grow with input bound n. Therefore,
we can use output-compressing randomized encodings to construct succinct iO. The obfuscation algorithm
simply outputs an encoding of program P with inputs (M,n). Clearly, the size of this encoding does not
grow with n (using the efficiency property of OcRE). The proof of security follows from the security of the
obfuscation scheme and the output-compressing randomized encoding scheme.

Finally, an informed reader might recall that the LPST construction required the security parameter to
grow at each level, while in our case, we can work with a single security parameter. The reason for this is
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because their security reduction loses a factor of 2 for each level, and therefore the security parameter must
grow at each level. In our case, we have a different proof structure, and the switch from encoding of P, M
to P, M; in the security proof is a single-step jump.

Organization. We first describe some preliminaries in Section B. In section Section B, we describe the
definition of strong output-compressing randomized encodings for Turing machines in the shared randomness
model and this is followed by the construction in Section B. Then, in Section B, we construct compact MPC
protocols in the random oracle model. Our construction of succinct iO for Turing machines is described in
Section @. Finally, we describe the construction of succinct partial randomized encodings in Section B and
we defer its proof of security to the supplementary material attached along with the submission.

3 Preliminaries

We will use A to denote the security parameter throughout the rest of the paper. For any string s of length
n, let s[i] denote the i*" bit of s. Without loss of generality, we assume all Turing machines are oblivious.

We describe the definition of secure multiparty computation in the random oracle model in Appendix Al.
Some additional preliminaries can be found in Appendix B.

4 Randomized Encodings: Definitions

4.1 Succinct Partial Randomized Encodings

In this section, we introduce the notion of succinct partial randomized encodings (spRE). This is similar
to the notion of succinct randomized encodings (defined in BAE), except that the adversary is allowed to
learn part of the input. For efficiency, we require that if the machine has size m, and ¢ bits of input are
hidden, then the size of randomized encoding should be polynomial in the security parameter X\, £ and m.
In particular, the size of the encoding does not depend on the entire input’s length (this is possible only
because we want to hide ¢ bits of the input; the adversary can learn the remaining bits of the input). This
notion is the Turing Machine analogue of partial garbling of arithmetic branching programs, studied by Ishai
and Wee [IWT4].

A succinct partial randomized encoding scheme SPRE for a class of boolean Turing machines M consists
of a preprocessing algorithm Preprocess, encoding algorithm Encode, and a decoding algorithm Decode with
the following syntax.

Preprocess(1*, 25 € {0,1}*): The preprocessing algorithm takes as input security parameter A (in unary),
string y € {0,1}* and outputs a string hk.

Encode(M € M,T € N,z; € {0,1}*, hk € {0,1}?V)): The encoding algorithm takes as input a Turing
machine M € M, time bound T € N, partial input z; € {0, 1}*, string hk € {0,1}* and outputs an
encoding M.

Decode(ﬁ7 x9, hk): The decoding algorithm takes as input an encoding ]\7, a string x5 € {0,1}*, string hk
and outputs y € {0,1, L}.

Definition 4.1. Let M be a family of Turing machines. A randomized encoding scheme SPRE = (Preprocess,
Encode, Decode) is said to be a succinct partial randomized encoding scheme if it satisfies the following
correctness, efficiency and security properties.

e Correctness: For every machine M € M, string z = (x1,x2) € {0, 1}*, security parameter A and T' € N,
if hk < Preprocess(1*, x5), then Decode(Encode(M, T, 1, hk), z5) = TM(M, z, T).
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o Efficiency: There exist polynomials pprep, Penc and pqec such that for every machine M € M, =z =
(z1,72) € {0,1}*, T € N and XA € N, if hk < Preprocess(1*,z3), then |hk| = pprep(A), the time to
encode M « Encode(M, T, x1, hk) is bounded by penc(|M], |1],10g T, A), and the time to decode M is
bounded by min(Time(M, z,T) - pgec(A, logT).

e Security: For every PPT adversary A = (A;,.As), there exists a PPT simulator S such that
for all PPT distinguishers D, there exists a negligible function negl(-) such that for all A € N,
Pr[l1 < D(Expt-SPRE-Realspre, 4(\))] — Pr[l < D(Expt-SPRE-ldealsgre, 4,5(A))] < negl(A), where
Expt-SPRE-Real and Expt-SPRE-Ideal are defined in Figure . Moreover, the running time of S is
bounded by some polynomial ps(|M]|, |z1],log T, \).

Experiments Expt-SPRE-Realspre, 4()\) and Expt-SPRE-Idealspre, 4,5 (A\)

EXpt—SPRE—Rea|5pRE,A ()\) EXpt—SPRE—|dea|spRE’A75 ()\)

- (M, z = (z1,22), T, 0) + A1 (1%). - (M, x = (z1,22), T, 0) + A1 (1Y),
t* = min (T, Time (M, z)), out = TM (M, z,T).

- hk < Preprocess(1*, z).

SM«S (1|M‘, 1121 hk, 1A,0ut,t*>.

- hk < Preprocess(zz2,1).

- M < Encode(M, T, 1, hk).

Experiment outputs Az (M, o).

- Experiment outputs AQ(M, o).

Figure 1: Simulation Security Experiments for partial randomized encodings

Our construction of succinct partial randomized encodings is closely related to the succinct randomized
encodings scheme by [KLWTH] and we defer the details to Appendix B.

4.2 Strong output-compressing Randomized Encodings in the shared ran-
domess model

The notion of succinct randomized encodings (defined in Appendix B) was originally defined for boolean
Turing machines. We can also consider randomized encodings for Turing machines with long outputs. Using
(standard) succinct randomized encodings, one can construct randomized encodings for Turing machines
with multi-bit outputs, where the size of encodings grows linearly with the output size. In a recent work,
Lin et al. [CPSTTH] introduced a stronger notion called output-compressing randomized encodings, where the
size of the encoding only depends sublinearly on the output length. Lin et al. also showed that simulation
based security notions of output-compressing randomized encodings are impossible to achieve. In this work,
we consider a stronger notion of output-compressing randomized encodings in the shared randomness model
where the encoder and decoder have access to a shared random string (denoted by crs). Here, the machine
also takes another public input x5 along with a private input x; with the requirement that the size of the
encoding should only grow polynomially in the size of the machine and the private input z;. In particular, it
does not grow with x5 or the running time of the machine or its output length. We define it formally below.

A strong output-compressing randomized encoding scheme S.OcRE = (Setup, Encode, Decode) in the
shared randomness model consists of three algorithms with the following syntax.

Setup(1*, 19" crs € {0,1}°"*"): The setup algorithm takes as input security parameter ), output-bound
o-len and a shared random string crs of length o-len. It outputs an encoding key ek.

Encode((M,tmf(-)),x = (x1,xz2),T,ek): The encoding algorithm takes as input an oblivious Turing Machine
M with tape movement function tmf(), input x consisting of a private part z; and a public part zs,
time bound 7' < 2* (in binary) and an encoding key ek, and outputs an encoding M,

Decode(@, Z9,crs): The decoding algorithm takes as input an encoding F/[;, a public input x5, the shared
random string crs and outputs y € {0,1}* U{L}.
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Definition 4.2. A strong output-compressing randomized encoding scheme S.OcRE = (Setup, Encode, Decode)
in the shared randomness model is said to be secure if it satisfies the following correctness, efficiency and
security requirements.

e Correctness: For all security parameters A € N, output-length bound o-len € N, crs € {0,1}°e
machine M with tape movement function tmf(-), input = = (21, x2), time bound 7" such that | M (z)| <

o-len, if ek + Setup(1* 1% crs), M, <« Encode((M,tmf(-)),z,Tek), then Decode(M,,xs,crs) =
TM(M, z,T).

e Efficiency: There exist polynomials p1, ps, p3 such that for all A € N, o-len € N, crs € {0, 1}°'en:

1. If ek < Setup(1*,1°,crs), |ek| < p1(A, logo).
2. For every Turing machine M, time bound 7, input = = (x1,22) € {0,1}*, if
M, + Encode(M, x,T,ek), then |M,| < pa(|M],|z1],log |22|,log T, log o, A).

3. The running time of Decode(f]@;7 xa,crs) is at most min (T, Time(M, x)) - p3(\, log T).

e Security: For every PPT adversary A = (A1, .As), there exists a simulator S such that for all PPT
distinguishers D, there exists a negligible function negl(-) such that for all A € N,

Pr[l — D(EXpt—S.OCRE—Rea|5.ocRE’A()\))]
— Pr[l « D(Expt-S.OcRE-Ideals ocre, 4,5 ()] < negl(A),

where Expt-S.OcRE-Real and Expt-S.OcRE-Ideal are defined in Figure D.

Experiments EXpt—S.OCRE—Rea|s,ocRE,A()\) and EXpt—S.OCRE—|dea|s‘ocRE,Ays()\)

Expt—S.OcRE—Reals,ocRE,A()\): EXpt—S.OCRE—|dea|5‘OCRE,A(}\):
- (%" (M tmf(4), @ = (z1,x2), T, 0) + A1 (1), - (% (M, tmf(2), & = (z1, z2), T, 0) + A1 (11).
- crs + {0,1}°"n, - Let t* = min(T, Time(M, z)) and b* = TM(M, z,T).

ek + Setup(1>‘, 1°'Ie",crs). L s S(1|M\7 1|Il|7tmf(-), Zg, %, 0%, 1)\).

- M « Encode((M, tmf()), z, T, ek). - Let s = (crs M)

- Experiment outputs Az (crs, ek, M, o). - ek + Setup(1*, 1% crs).

- Experiment outputs A (crs, ek, MA, o).

Figure 2: Simulation Security Experiments for strong output-compressing randomized encodings in the
shared randomness model

Remark: In particular, note that strong output-compressing randomized encodings (S.OcRE) implies output-
compressing randomized encodings (OcRE) by setting the public input zs to be L.

5 Strong Output-compressing Randomized Encodings in the CRS
Model

In this section, we show a construction of strong output-compressing randomized encodings in the common
random string (CRS) model. Formally, we show the following theorem:

Theorem 5.1. Assuming the existence of:
e iO for circuits (AND)

e Somewhere statistically binding (SSB) hash (AND)
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e Puncturable PRFs (AND)
e Succinct partial randomized encodings for single-bit output Turing machines,

There exists a strong output-compressing randomized encoding scheme for Turing machines in the shared
randomness model.

Instantiating the SSB hash and the succinct partial randomized encodings, we get the following corollary:
Corollary 5.1. Assuming the existence of:

e iO for circuits (AND)

e A ¢ {DDH, LWE, N** Residuosity},

There exists a strong output-compressing randomized encoding scheme for Turing machines in the shared
randomness model.

Notation and Primitives used: We will be using the following cryptographic primitives for our con-
struction:

o Indistinguishability obfuscation for circuits (Ckt.Obf, Ckt.Eval).

e Succinct partial randomized encodings for single-bit output Turing machines (SPRE.Preprocess,
SPRE.Encode, SPRE.Decode). Without loss of generality, we assume that the algorithm SPRE.Encode
uses A bits of randomness - it can internally apply a PRG on this randomness if a larger amount is
required.

Somewhere statistically binding hash(SSB.Gen, SSB.Open, SSB.Verify).

A Puncturable PRF (F7, PPRF.Puncture;) that takes inputs of size A and outputs 1 bit.

A Puncturable PRF (F», PPRF.Punctures) that takes inputs of size A and outputs A bits.

5.1 Construction
S.OcRE.Setup(1*,12,crs € {0,1}°): The setup algorithm does the following:
1. Choose hash function H + SSB.Gen(1*,0,0).%
2. Compute h = H(crs) and set ek = (h, H).
S.OcRE.Encode(M, z = (x1,x2),T,ek = (h, H)): The encoding algorithm does the following:
1. Compute hk = SPRE.Preprocess(1*, z).
2. Choose a key Kspre for the puncturable PRF F5.

3. Let M; denote the turing machine that, on input z, runs the machine M on input x and outputs
the i*" bit of M (z). Let ¢t denote |SPRE.Encode(M;, T, 1, hk; )| using any random string .

4. Compute Fjr\o/g < Ckt.Obf(Prog, 1*) where the program Prog is defined in Figure B. Note that the
size of the program Prog is padded appropriately so that it is equal to the size of the program
Prog-sim defined later in Figure Q.

5. Output M, = (Isfgg,t,H).

9We modify the syntax of the SSB hash system slightly to allow the binding index to range from 0, ..., 0 and without loss of
generality, just set SSB.Gen(1*,0,0) = SSB.Gen(1*,0,1). That is, when the binding index is set as 0, we actually don’t care at
what index the hash system is bound at and will not actually use the statistically binding property. This is just to be consistent
with the definition of the SSB hash system.
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Prog

Inputs : Index i € [0], bit str € {0, 1}, proof =, index j € [t].
Hardwired : Hash value h € {0, 1}A, machine M, input 1, PRF key Kspre, bound T, preprocessed value
hk.

1. Verify proof 7 : Check if SSB.Verify(H, h,4,str,7) = 1. If not, output L.

2. Recall that M; denotes the turing machine that, on input x, runs the machine M on input x and
outputs the i*" bit of M(x). Compute out = SPRE.Encode(M;, T, x1, hk; F»(Kspre, 1)) and output the
4" bit of out.

Figure 3: Circuit Prog

S.OcRE.Decode(M: = (F;o/g,t,H),xQ,crs): For each ¢ € [0], the decoding algorithm computes bit out, as

follows:
1. Parse crs = (crs[1],crs[2],. .., crs[o]), where each crs[j] is a bit.
2. Compute SSB proof for each crs[j]; that is, compute 7[j] = SSB.Open(H, crs, j).
3. For j =1tot, do:
(a) Compute M;[j] = th.EvaI(F;r;g, (i, crs[i], w[i], 7))
4. Let M; = (M;[1] M;[2] ... M;[t]). Compute out; = SPRE.Decode(M;, 2).
Finally, it outputs (out; outs ... out,).

Correctness and Succinctness Correctness follows from the correctness of (SPRE.Encode,SPRE.Decode)
and (Ckt.Obf, Ckt.Eval).
Below we show the three efficiency properties required by the definition.

1. If ek < Setup(1*,1°,crs), |ek| = lhash(N) + £ (N), where £y, and £y, are from SSB.

2. For every Turing machine M, time bound T, input & = (z1, z2) € {0,1}*, if M, « Encode(M, z, T, ek),
then | M| = (|[prog|+]|t|) < |Prog|+poly()). Prog is padded to be the same length as the programs used
in the hybrids and Prog-sim, so |Prog| is the maximum of the length of these programs. By inspecting
the values hardwired in each of these programs we get |Prog| < p(|h|,| M|, |z1], |hk]|, k,1log o, t), where
k is the maximum size of the keys of F} and F. By the efficiency of SPRE, the definition of SSB
hashes and the definition of puncturable PRFs we get that |Prog| < pa(\,|M|, |x1],logo) and thus

\M| < p2(A, |M|, |z1],log |z2|, log 0) for some fixed polynomial ps.

3. The running time of Decode(Mw, X9, crs) is at most O(o X t; +0 Xt X t3) where ¢; is the running time of
SPRE. Decode(Ml7 x2) and t2 is the running time of Ckt. EvaI(Prog, (i, crs[i], 7[i], 7). By the efficiency of
the SPRE scheme and the iO scheme we have Decode(Mx, Za,crs) < min (T, Time(M, x)) - p3(\,log T).

5.2 Proof of Security
5.2.1 Description of Simulator

The simulator S.OcRE.Sim gets as input the value M (z) (which is the output of the machine M on input x)

and the public part of the input x5, and it must simulate the shared random string crs and an encoding M,
of the machine M and z. We now describe the simulator.

S.OcRE.Sim (1Ml 1] x5 1} M(x), T):
The simulator does the following:

1. Compute hk = SPRE.Preprocess(1*, z3).
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Choose a key Ks for the puncturable PRF F; and a key Ky, for the puncturable PRF F5.

. Then, for each i, compute crs[i] = M (z); ® w* where w’ = F(Ks,4) and M(x); denotes the i*" bit of

M (x). The shared random string is set to be (crs[1] crs[2] ... crs[o]).

. Choose a hash function H «+ SSB.Gen(1*,0,0) and compute h = H(crs).

Compute ng\rs/im < Ckt.Obf(Prog-sim, 1*), where Prog-sim is defined in Figure .

Let M; denote the turing machine that, on input z, runs the machine M on input = and outputs the
ith bit of M(x). Let t denote |SPRE.Encode(M;, T), z, hk; 7)|) using any random string r and any input
z such that |z| = |z1].

—_~—

Set M, = (Prog-sim, t).

Inputs : Index ¢ € [0], bit str € {0, 1}, proof =, index j € [¢]
Hardwired : Hash h € {0, 1}A7 machine M, PRF keys Kqim, Kcs, preprocessed value hk.

Prog-sim

1. Verify proof 7 : Check if SSB.Verify(H, h,1,str,7) = 1. If not, output L.

2. Do the following:
(a) Let w = F1(Keus, i) and y = w @ str.
(b) Compute out = SPRE.Sim(11*:l 11#1l 'hk 1% y T;r) where r = Fo(Kqim, i).
(c) Output j** bit of out.

Figure 4: Simulated Program Prog-sim

5.2.2 Hybrids

We will show that the real and ideal worlds are indistinguishable via a sequence of (0o+2) hybrid experiments
Hyb, to Hyb,,; where Hyb, corresponds to the real world and Hyb,,; corresponds to the ideal world. For
each i € [0], in hybrid Hyb,., the first ¢* bits of the CRS are computed as encryptions of output bits (with
the w’s as one time pads). The encoding of M, x does not compute the SRE for 4 < ¢*. More formally:

Hybrid Hyb,.:
The challenger does the following;:

1.
2.

Compute hk = SPRE.Preprocess(1*, x).
Choose a key K for the puncturable PRF F; and two keys Kgm, Kspre for the puncturable PRF Fs.

Then, for each i < i*, compute crs[i] = M(x); ® w® where w' = F}(Kcs,i) and M(x); denotes the i
bit of M (z).

For each ¢ > i*, pick crs[¢] uniformly at random.
The shared random string is set to be (crs[1] crs[2] ... crs[o]).

Choose a hash function H < SSB.Gen(1%,0,i*) and compute h = H(crs). Set ek = h.

Compute P/r;)\g—/i* < Ckt.Obf(Prog-i*, 1), where Prog-i* is defined in Figure B.

Let M; denote the turing machine that, on input z, runs the machine M on input x and outputs the
ith bit of M(x). Let ¢ denote [SPRE.Encode(M;, T, x1, hk;7)| using any random string r.
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Prog-i*

Inputs : Index i € [0], bit str € {0,1}, proof 7, index j € [¢]
Hardwired : Index i*, Hash h € {0, 1}A7 machine M, input z1, PRF keys Kcs, Ksim, Kspre, bound T,
preprocessed value hk.

1. Verify proof m : Check if SSB.Verify(H, h, i,str,7) = 1. If not, output L.

2. If 4 <4, do the following:
(a) Let w = F1(Kes, i) and y = w & str.
(b) Compute out = SPRE.Sim(l‘Mil, 1=l hk, 17y, T r) where r = F5(Ksim, 1).
(c) Output j** bit of out.

3. Else, if i« > i*: Recall that M; denotes the turing machine that, on input z, runs the machine M
on input z and outputs the i** bit of M (z). Compute out = SPRE.Encode(M;, T, 1, hk; Fa(Kspre, 1))
and output the j*" bit of out.

Figure 5: Hybrid Program Prog-i*

—~—

9. Set M, = (Prog-i*, ).
Hybrid Hyb, :
Identical to Hyb, except that the value x; is not hardwired into Prog-¢*.
5.2.3 Indistinguishability of Hybrids

We will now show that every pair of consecutive hybrids is computationally indistinguishable and this
completes the proof. Formally, we will prove the following theorem. Note that Hyb,, ; is indistinguishable
from Hyb, by the security of the iO scheme.

Theorem 5.2. For any index i* € [0], the hybrids Hyb,. and Hyb,.,, are computationally indistinguishable.

Proof. We will prove this theorem via a sequence of sub-hybrids Hy to Hg where Hy corresponds to Hyb,.
and Hy corresponds to Hyb,, ;. Note that we will drop the term ¢ from the description of the encoding in
the rest of the proof since it is the same value throughout.

Hybrid Hy This sub-hybrid corresponds to Hyb,., where the adversary receives an obfuscation of Prog-i*
and a hybrid shared random string. The first i* components of crs consists of encryptions of the first ¢* bits
of M(x);~ using the respective w’s as one time pads. The remaining components are chosen uniformly at
random.

1. The adversary sends M,z = (x1,x2),1°,T to the challenger.
2. The challenger computes hk = SPRE.Preprocess(1*, z).

3. Then, the challenger chooses a key K for the puncturable PRF F} and keys K, Kspre for the
puncturable PRF F5.

4. Next, the challenger computes the crs bits using K for each ¢ < ¢*. That is, it sets crs[i] = M (x); ®
F1(Kes, 1) for each ¢ € [i*]. For all ¢ > i*, the challenger chooses crs[i] < {0,1}.

5. The challenger then chooses hash function H < SSB.Gen(1*,0,i*). It computes h = H(crs).

6. Finally, the challenger computes an obfuscation of Prog-i*. It computes J\A4; < Ckt.Obf(Prog-i*, 1)
and sends (crs, M) to the adversary.

7. The adversary sends its guess b.
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Hybrid H; In this hybrid, the challenger uses SSB.Gen to be binding at position i* 41 to the bit crs[i* +1].

. The adversary sends M,z = (z1,x2),1°,T to the challenger.

Then, the challenger computes hk = SPRE.Preprocess(1*, z5).

The challenger chooses a key K for the puncturable PRF F} and keys Ky, Kspre for the puncturable
PRF Fs.

Next, the challenger computes the crs bits using K for each ¢ < ¢*. That is, it sets crs[i] = M (x); ®
F1(Kqs,1) for each i € [i*]. For all ¢ > *, the challenger chooses crs[i] < {0,1}.

The challenger then chooses hash function H < SSB.Gen(1*,0,7* + 1). It computes h = H(crs).

Finally, the challenger computes an obfuscation of Prog-i*. It computes ]\A4; < Ckt.Obf(Prog-i*,1%)
and sends (crs, M) to the adversary.

The adversary sends its guess b.

Hybrid Hs In this hybrid, the adversay receives an obfuscation of Prog-(i*,1) (defined in Figure B). This
program is similar to Prog-i*, except that the keys K, and Kspre are punctured at (¢* +1). The challenger
hardwires the output for index (i* + 1).

1.
2.

7.

The adversary sends M,z = (z1,z2) to the challenger.
The challenger computes hk = SPRE.Preprocess(1*, ).

Then, the challenger chooses a key K for the puncturable PRF F} and keys K, Kspre for the
puncturable PRF Fj.

. Next, the challenger computes the crs blocks using K, for each ¢ < ¢*. It sets crs[i]| = M (z); ®F1 (Kqs, 1)

for each i € [i*]. For all ¢ > i*, the challenger chooses crs[i] < {0,1}.
The challenger then chooses hash function H < SSB.Gen(1%,0,i* + 1). It computes h = H(crs).

Finally, the challenger computes an obfuscation of Prog-(i*,1) defined in Figure B. It performs the
following steps.

(a) It first computes punctured keys K{pge = Kspre{t* + 1} < PPRF.Puncturey(Kspre,i* + 1),
K/ = Kun{i* + 1} + PPRF.Punctures(Kum, i* + 1).

S1m

(b) Next, it computes an encoding y; of M;« 1,z with randomness Fo(Kspre,i* + 1). That is, y; =
SPRE.Encode(M;« 1, T, x1, hk; Fo(Kspre,i* + 1)).

(c) Tt computes M, « Ckt.Obf (Prog-(i*, 1)[i*, h, M, x1, Kcs, K.,

sim?

Képge, crsli* + 1],y1, hk], 1*) and
sends (crs, M, ) to the adversary.

The adversary sends its guess b.
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Inputs : Index ¢ € [0], bit str € {0, 1}, proof =, index j € [¢]
Hardwired : Index ¢*, Hash h € {0,1}*, machine M, input z1, Kes, punctured PRF keys Klro, Klim, Kipre,
bit crs[i* + 1], output y1, preprocessed value hk, bound 7'

Prog-(i*,1)

1. Verify proof 7 : Check if SSB.Verify(H, h,i,str,7) = 1. If not, output L.

2. If ¢ <4*, do the following:
(a) Let w = F1(Kus,i) and y be the first bit of w @ str.
(b) Compute out = SPRE.Sim(l‘M"'7 1171l hk, 12y, T;7) where 1 = Fo(Klim, ).
(c) Output j*" bit of out.

3. If i =4* + 1 and str = crs[i* + 1] then output 5" bit of y;.

4. Else, if ¢ > ¢": Recall that M; denotes the turing machine that, on input z, runs the machine M
on input z and outputs the i*" bit of M (z). Compute out = SPRE.Encode(M;, T, 1, hk; Fa(Kspre, 1))
and output the j*" bit of out.

Figure 6: Program Prog-(i*,1) used in sub-hybrid Hs

Hybrid H; This sub-hybrid is similar to the previous one, except that the hardwired randomized encoding
is generated using true randomness.

1.
2.

7.

The adversary sends M,z = (x1,z2),1°,T to the challenger.
The challenger computes hk = SPRE.Preprocess(1*, ).

Then, the challenger chooses a key K for the puncturable PRF F} and keys K, Kspre for the
puncturable PRF Fj.

Next, the challenger computes the crs bits using K for each i < i*. It sets crs[i] = M (z); ® F1 (Ks, @)
for each i € [i*]. For all ¢ > 4*, the challenger chooses crs[i] < {0, 1}.

The challenger then chooses hash function H < SSB.Gen(1%,0,i* + 1). It computes h = H(crs).
Finally, the challenger computes an obfuscation of Prog-(i*,1). It performs the following steps.

(a) It first computes punctured keys K¢ppe = Kspre{i* + 1} < PPRF.Punctures(Kspre,i* + 1),
Lm = Ksim{#* + 1} + PPRF.Punctures(Kgim, 1" + 1).
(b) Next, it computes an encoding y; of (M;«,1,x with randomness r; < {0,1}¢serand That is,
y1 = SPRE.Encode(M;+ 11, T, z1, hk; ).
(¢) It compute/sv/]\Zf; < Ckt.Obf(Prog-(i*, 1)[i*, h, M, 21, Kers, KLy Képre, crsi* + 1], y1, hk], 1) and
sends (crs, M) to the adversary.

The adversary sends its guess b.

Hybrid H; In this hybrid, the challenger replaces the hardwired randomized encoding with a simulated

one.

1.
2.

The adversary sends M,z = (x1,z2),1°,T to the challenger.
The challenger computes hk = SPRE.Preprocess(1*, ).

Then, the challenger chooses a key K for the puncturable PRF F} and keys Ky, Kspre for the
puncturable PRF F5.

19



4. Next, the challenger computes the crs bits using K for each i < i*. It sets crs[i| = M (z); D F1 (Kers, 9)
for each i € [i*]. For all 4 > ¢*, the challenger chooses crs[i] < {0,1}.

5. The challenger then chooses hash function H < SSB.Gen(1*,0,i* + 1). It computes h = H(crs).
6. Finally, the challenger computes an obfuscation of Prog-(i*,1). It performs the following steps.

(a) It first computes punctured keys K{pge = Kspre{t* + 1} < PPRF.Puncturey(Kspre,i* + 1),
Kl = Keim{i* + 1} < PPRF.Punctures(Kgim, i* + 1).

(b) Next, it computes a simulated encoding y; of M(z);+41 with randomness
ri {0, 1}fsimrand, That is, let M(x)~y; denote the (i* + 1) bit of M(x).
y1 = SPRE.Sim(11M:l 1=l hik 12, M (2) 4441, T 7).

(c) It computes M, + Ckt.Obf(Prog-(i*,1)[i*, h, M, x1, Kers, K

sim»

Kpre, crs[i* + 1],y1,hk], 1*) and
sends (crs, M) to the adversary.

7. The adversary sends its guess b.

Hybrid Hs In this sub-hybrid, the challenger punctures the PRF key K s on index ¢* 4+ 1. It outputs an
obfuscation of Prog-(i*,2).

1. The adversary sends M,z = (x1,x2),1°,T to the challenger.
2. The challenger computes hk = SPRE.Preprocess(1*, z).

3. Then, the challenger chooses a key K for the puncturable PRF F} and keys Kgm, Kspre for the
puncturable PRF F5.

4. Next, the challenger computes the crs bits using K for each i < i*. It sets crs[i] = M (x); D F1 (Kqs, 7)
for each i € [i*]. For all i > i*, the challenger chooses crs[i] + {0, 1}*.

5. The challenger then chooses hash function H < SSB.Gen(1*,0,i* + 1). It computes h = H (crs).

6. Finally, the challenger computes an obfuscation of Prog-(i*,2) defined in Figure @. It performs the
following steps.

(a) It first computes punctured keys Kgpge = Kspre{i” + 1} < PPRF.Punctures(Kspre,i* + 1),
K!,, = Kqm{i* + 1} + PPRF.Puncturey(Km,i* + 1).

(b) Next, it computes a punctured PRF key K/ = Ks{i* + 1} + PPRF.Puncture; (Ks,7* + 1).

(¢c) Next, it computes a simulated encoding y; of M(z);+41 with randomness r; <+
{0, 1} fsim-rand, That is, let M(z);-y1 denote the (i* + 1) bit of M(x). Yy =
SPRE.Sim(11M:1 1l#1l "hk, 1%, M (2) 11, T;71).

(d) Tt computes M, + Ckt.Obf(Prog-(i*,2)[¢*, h, M, x1, K/,., K

sim?

KéPRE? crs[i* + 1]7/1* hk]* 1>\) and

sends (crs, M) to the adversary.

7. The adversary sends its guess b.
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Prog-(i*, 2)

Inputs : Index ¢ € [0], bit str € {0, 1}, proof =, index j € [¢]
Hardwired : Index i*, Hash h € {0,1}*, machine M, input z;, punctured PRF keys K., K.im, Kipre, bit
crs[¢* + 1], output y1, preprocessed value hk, bound T'.

1. Verify proof m : Check if SSB.Verify(H, h, i,str,7) = 1. If not, output L.

2. If 4 <4, do the following:
(a) Let w = F1(Kls,4) and y be the first bit of w @ str.
(b) Compute out = SPRE.Sim(l‘Mil, 1171l hk, 12y, T r) where r = Fo(K.iy,1)-
(c) Output j** bit of out.

3. If i = i* + 1 and str = crs[i* + 1] then output 5" bit of y;.

4. Else, if ¢ > 4*: Recall that M, denotes the turing machine that, on input x, runs the machine M
on input = and outputs the i** bit of M (z). Compute out = SPRE.Encode(M;, T, z1, hk; Fa(Képre, 1))
and output the j*" bit of out.

Figure 7: Program Prog-(i*,2) used in sub-hybrid Hs
Hybrid Hg In this sub-hybrid, the challenger replaces crs[i* + 1] with M (2);+11 & Fy (Kos, * + 1).
1. The adversary sends M,z = (x1,x2),1°,T to the challenger.

2. The challenger computes hk = SPRE.Preprocess(1*, ).

3. Then, the challenger chooses a key K for the puncturable PRF F} and keys Kgin, Kspre for the
puncturable PRF Fj.

4. Next, the challenger computes the crs bits using K for each i < i*. It sets crs[i] = M (z); ® F1 (Kcs, 1)
for each i € [i*]. For all ¢ > i* + 1, the challenger chooses crs[i] < {0, 1}.
It sets crs[i* + 1] = (M ()41 ® Fi (Kgs, t* + 1).

5. The challenger then chooses hash function H < SSB.Gen(1*,0,i* + 1). It computes h = H (crs).
6. Finally, the challenger computes an obfuscation of Prog-(i*,2). It performs the following steps.

(a) It first computes punctured keys Ké¢ppg = Kspre{i* + 1} < PPRF.Punctures(Kspre,i* + 1),

K = Kqm{* + 1} - PPRF.Punctures(Kgim,i* + 1).

(b) Next, it computes a punctured PRF key K/ = K¢s{i* + 1} < PPRF.Puncture; (Ks,7* + 1).

¢ ext, 1t computes a simulated encoding y; o x);+y1  with randomness 71 <«
N i imulated di f M n ith d
{0, 1}fsimrana . That is, let M(z);-y1 denote the (i* + 1) bit of M(x). y1 =
SPRE.Sim(11M:1 1l#1l "hk, 1%, M (2) 11, T;71).

(d) Tt computes M: < Ckt.Obf(Prog-(i*,2)[i*, h, M, x1, K., K.

crsy “rsim?

Képres crsli® + 1],y1, hk], 1*) and
sends (crs, M) to the adversary.

7. The adversary sends its guess b.

Hybrid H; In this sub-hybrid, the challenger computes the simulated encoding using randomness gener-
ated pseudorandomly with PRF key K.

1. The adversary sends M,z = (21, x2),1°,T to the challenger.

2. The challenger computes hk = SPRE.Preprocess(1*, z).
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3. Then, the challenger chooses a key K s for the puncturable PRF F; and keys Kgm, Kspre for the
puncturable PRF F5.

4. Next, the challenger computes the crs bits using K for each ¢ < (¢* + 1). It sets crs[i] = M(z); ®
Fy (K, i) for each ¢ € [¢* + 1]. For all ¢ > ¢* 4+ 1, the challenger chooses crs[i] < {0, 1}.

5. The challenger then chooses hash function H < SSB.Gen(1*,0,i* + 1). It computes h = H (crs).
6. Finally, the challenger computes an obfuscation of Prog-(i*,2). It performs the following steps.

(a) It first computes punctured keys Kgpge = Kspre{i” + 1} < PPRF.Punctures(Kspre,i* + 1),
K. = Kgun{i* + 1} < PPRF.Puncturey(Kgim, i* + 1).

(b) Next, it computes a punctured PRF key K/, = Kqs{i* + 1} + PPRF.Puncture; (Kcs,i* + 1).

(c) It computes a simulated encoding y; of M (x);+41 with randomness 1 = F5(Kgim, 7+ 1). That is,
let M ()11 denote the (i*41)*" bit of M (x). y; = SPRE.Sim(1M:l 11#1] hk 1A M (2) 1, T;71).

(d) Tt computes E < Ckt.Obf(Prog-(i*,2)[i*, h, M, x1, Kl,s, K., Képre, crsi* + 1], y1, hk], 1) and

— crs) “tsim»
sends (crs, M) to the adversary.

7. The adversary sends its guess b.
Hybrid Hg In this sub-hybrid, the challenger replaces all the punctured PRF keys K/, K., and K{pge
with unpunctured PRF keys.

1. The adversary sends M,z = (x1,x2),1°,T to the challenger.

2. The challenger computes hk = SPRE.Preprocess(1*, ).

3. Then, the challenger chooses a key K for the puncturable PRF F} and keys K, Kspre for the
puncturable PRF F5.

4. Next, the challenger computes the crs bits using K for each i < (i* + 1). It sets crs[i] = M(z); ®
Fy(Kqs, i) for each i € [i* 4+ 1]. For all ¢ > ¢* + 1, the challenger chooses crs[i] < {0, 1}.

5. The challenger then chooses hash function H « SSB.Gen(1*,0,i* 4+ 1). It computes h = H(crs).

6. Finally, the challenger computes an obfuscation of Prog-(i*,3) defined in Figure B. It performs the
following steps.

(a) Next, it computes a simulated encoding y; of M(x);+41 with randomness
r1 = Fy(Kgm,i* + 1). That is, let M(x);y; denote the (i* + 1) bit of M(x).
y1 = SPRE.Sim(11M:il 1121l ‘hk 12, M (2)4+ 41, T;71).

(b) Tt computes /]\4\; < Ckt.Obf(Prog-(i*,3)[i*, h, M, 29, Ks, Keim, Kspre, crs[i* + 1], y1, hk], 1*) and
sends (crs, M) to the adversary.

7. The adversary sends its guess b.

Hybrid Hy In this sub-hybrid, the challenger changes the program being obfuscated to Prog-(¢* +1). This
corresponds to Hyb,. ;.

1. The adversary sends M,z = (z1,22),1°,T to the challenger.
2. The challenger computes hk = SPRE.Preprocess(1*, z).

3. Then, the challenger chooses a key K for the puncturable PRF F} and keys K, Kspre for the
puncturable PRF F5.
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Prog-(i*, 3)

Inputs : Index ¢ € [0], bit str € {0, 1}, proof =, index j € [¢]
Hardwired : Index ¢*, Hash h € {0,1}*, machine M, input 1, PRF keys Kc«, Kuim, Kspre, bit crs[i* + 1],
output i, preprocessed value hk, bound 7.

1. Verify proof m : Check if SSB.Verify(H, h, i,str,7) = 1. If not, output L.
2. If 4 <4, do the following:

(a) Let w = F1(Kus,) and y be the first bit of w & str.
(b) Compute out = SPRE.Sim(l‘Mil, 1171l hk, 12y, T r) where r = F5(Ksim, 1).
(c) Output j** bit of out.

3. If i = i* + 1 and str = crs[i* + 1] then output 5" bit of y;.

4. Else, if ¢ > i*: Recall that M; denotes the turing machine that, on input (z, ), runs the machine M
on input = and outputs the i** bit of M (z). Compute out = SPRE.Encode(M;, T, z1, hk; Fa(Kspre, 1))
and output the j*" bit of out.

Figure 8: Program Prog-(i*,3) used in sub-hybrid Hr

4. Next, the challenger computes the crs bits using K for each ¢ < (i* + 1). It sets crs[i] = M(z); ©
Fy (K, @) for each ¢ € [¢* + 1]. For all ¢ > i* 4+ 1, the challenger chooses crs[i] < {0,1}.

5. The challenger then chooses hash function H + SSB.Gen(1*,0,i* + 1). It computes h = H(crs).

6. Finally, the challenger computes M, < Ckt.Obf(Prog-(i* + 1),1*) where Prog-(i* + 1) is defined in
Figure B. The challenger sends (crs, M) to the adversary.

7. The adversary sends its guess b.

Prog-(i* +1)

Inputs : Index ¢ € [0], bit str € {0, 1}, proof =, index j € [¢]
Hardwired : Index (i* + 1), Hash h € {0,1}*, machine M, input z1, PRF keys Kys, Keim, Kspre, prepro-
cessed value hk, bound T'.

1. Verify proof 7 : Check if SSB.Verify(H, h,i,str,7) = 1. If not, output L.

2. If i < (4" 4+ 1), do the following:
(a) Let w = F1(Kus,i) and y be the first bit of w @ str.
(b) Compute out = SPRE.Sim(1*%! 11®1l hk 1* y, T;r) where r = Fo(Ksim, 1).
(c) Output j** bit of out.

3. Else, ifi > (i"+1): Recall that M; denotes the turing machine that, on input (z, %), runs the machine M
on input = and outputs the i*" bit of M (z). Compute out = SPRE.Encode(M;, T, z1, hk; Fa(Kspre, 1))
and output the j*" bit of out.

Figure 9: Hybrid Program Prog-(i* 4+ 1)

Indistinguishability of Sub-Hybrids:
We will now show that every pair of consecutive sub-hybrids is computationally indistinguishable and this
completes the proof of Theorem B2

Lemma 5.1. Assuming the index hiding property of the SSB hash system, hybrid Hy is computationally
indistinguishable from hybrid H;.
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Proof. Suppose there exists an adversary A that can distinguish between the two hybrids with non-negligible
probability. We will use A to construct an adversary Assg that breaks the index hiding property of the SSB
hash scheme which is a contradiction.

The adversary Assg sends the tuple (o,7*,7* 4+ 1) to the challenger Cssg of the SSB hash scheme. Cssg
responds back with a hash key H that is binding either at index ¢* or at index (i* 4+ 1)- that is, responds
either with H <+ SSB.Gen(1%,0,i*) or H + SSB.Gen(1*,0,i* + 1).

Then, Assg interacts with the adversary A and performs the experiment exactly as in Hybrid Hy except
that it sets the hash key H as the value received from Cssg. Notice that when the challenger Cssg sends a
hash key that is binding at index *, the experiment between Assg and A corresponds exactly to Hybrid Hy
and when the challenger Cssg sends a hash key that is binding at index (i* + 1), the experiment between
Assg and A corresponds exactly to Hybrid H;. Thus, if A can distinguish between the two hybrids with
non-negligible probability, Assg can use the same guess to break the index hiding property of the SSB hash
scheme with non-negligible probability which is a contradiction. [ ]

Lemma 5.2. Assuming the functionality preserved under puncturing property of the puncturable PRF F3,
the somewhere statistically binding property of the SSB hash system and the security of iO for circuits,
hybrid H; is computationally indistinguishable from hybrid Hs.

Proof. Suppose there exists an adversary A that can distinguish between the two hybrids with non-negligible
probability. We will use A to construct an adversary A;» that breaks the security of the indistinguishability
obfuscator which is a contradiction.

The adversary A;o interacts with A exactly as in hybrid H; and receives the pair (M, z,1°,T) from A
in step 1. Then, A;» sends the pair of programs (Prog-i*, Prog-(i*,1)) defined in Figure B and Figure B
respectively to the challenger C;» of the indistinguishability obfuscation scheme. C;» picks one of the two
programs randomly and responds back with an obfuscation of that program. Then, A;o sets this received
value as M, and performs the rest of the experiment with A exactly as in Hybrid H;. Observe that when
C;o picks program Prog-i*, the experiment between A;» and A corresponds exactly to Hybrid H; and
when C;o picks program Prog-(i*,1), the experiment between A4;» and A corresponds exactly to Hybrid
H,. From the security of the indistinguishability obfuscator, we know that if two programs are functionally
equivalent, then their obfuscations are computationally indistinguishable. Thus, suppose the two programs
(Prog-i*, Prog-(i*,1)) were functionally equivalent, then, if A can distinguish between the two hybrids with
non-negligible probability, 4;» can use the same guess to break the security of the indistinguishability
obfuscator with non-negligible probability which would be a contradiction.

We will now show that the two programs (Prog-i*, Prog-(i*, 1)) are functionally equivalent and this completes
the proof. We will consider 3 cases that partition the set of inputs to the two programs.

Case 1: Input index i < ¢*

Now, by the functionality preserved under puncturing property of the puncturable PRF F5, observe that
Fy(Kgim, ) = Fa(KL,,,%) where K/,  is a key punctured at index (¢* +1). Thus, both programs Prog-i* and
Prog-(i*,1) are functionally equivalent in this case.

Case 2: Input index i > (i* + 1)

Once again, by the functionality preserved under puncturing property of the puncturable PRF F5, observe
that Fo(Kgim, 1) = Fa(Kf,,, 7). Thus, both programs Prog-i* and Prog-(i*,1) are functionally equivalent in
this case too.

Case 3: Input index i = (i* + 1)

Suppose the next part of the input - str equals crs[¢* 4+ 1]. Then, observe that both programs output exactly
the same value.

The only difference between the two programs’ behavior is when the input is of the form (i* + 1, str, 7, j)
such that the proof 7 verifies and str # crs[i* + 1]. For such inputs, Prog-i* runs step 3 - that is, computes
out = SPRE.Sim (1Ml 1121l 'hk 1%, 5y, T'; Fy(Ksim, 1)) and outputs the j** bit whereas Prog-(i*, 1) outputs L
since it can’t evaluate Fy(Képge,t* + 1) in step 4. However, we will now show that for all inputs of the
form (i* + 1,str,m,j) where str # crs[i* + 1], there doesn’t exist any value of 7 such that proof in step 1
verifies (i.e SSB.Verify(H, h,i* + 1,str, ) = 1) and hence both programs output the same value - L on such
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inputs and this completes the proof. Observe that this is exactly the property guaranteed by the somewhere
statistically binding property of the SSB hash system! Recall that, the somewhere statistically binding
property states that, for h «— SSB.Gen(1*,0,* 4 1), there doesn’t exist str, str’ such that str # str’, 7, 7’ such
that SSB.Verify(H, h,i* + 1,str,7) = SSB.Verify(H, h,i* + 1,str’, ') = 1. We know that since h = H (crs),
for str = crs[i* + 1], there does exist 7 such that SSB.Verify(H, h,i* 4+ 1,str,7) = 1. Thus, for all inputs of
the form (¢* + 1,str, m, j) where str # crs[i* 4 1], there doesn’t exist any value of 7 such that proof in step 1
verifies and this completes the proof. [ |

Lemma 5.3. Assuming the pseudorandom at punctured points property of the puncturable PRF Fy, hybrid
H, is computationally indistinguishable from hybrid Hs.

Proof. Suppose there exists an adversary A that can distinguish between the two hybrids with non-negligible
probability. We will use A to construct an adversary Apgrp that breaks the pseudorandom at punctured
points property of the puncturable PRF scheme which is a contradiction.

Aprr interacts with a challenger Cprp for the PRF scheme and sends a query with the point (i* 4 1).
Cprr picks a key Kspre for the puncturable PRF F; and responds back with a punctured key K{pge that
is computed as K{pge < PPRF.Punctures(Kspre,i* + 1). Then, Cprr also sends a value r* which is picked
either uniformly at random or is computed as r* = F5(Kspre, 1" + 1). Apgr interacts with the adversary A
exactly as in hybrid Hy except that the randomness used to compute the encoding 1, is set to be the value 7*.
Notice that when the challenger Cprr computes r* by evaluating the PRF, the experiment between Aprp
and A corresponds exactly to Hybrid H, and when the challenger Cpryr sends a uniformly random string,
the experiment between Aprr and A corresponds exactly to Hybrid Hz. Thus, if A can distinguish between
the two hybrids with non-negligible probability, Apgrp can use the same guess to break the pseudorandom at
punctured points property of the puncturable PRF F; with non-negligible probability which is a contradiction.

Lemma 5.4. Assuming the security of the succinct randomized encoding scheme SPRE, hybrid Hj is com-
putationally indistinguishable from hybrid Hy.

Proof. Suppose there exists an adversary A that can distinguish between the two hybrids with non-negligible
probability. We will use A to construct an adversary Aspre that breaks the security of the succinct random-
ized encoding scheme SPRE which is a contradiction.

The adversary Aspre interacts with A exactly as in hybrid Hs and receives the tuple
(M,z = (z1,22),1°,T) from A in step 1. Then, Aspre sends the tuple (M;«i1,(z1,22),T,1°) to
the challenger Cspre of the succinct randomized encoding scheme. Cspre responds back with either
an honestly generated encoding of (M;-;1,2) or a simulated one - that is, responds either with
SPRE.Encode(M;- 1, T, x1, hk; ) or SPRE.Sim(11Mi=+1l 1121l hk 12 M (2)4- 41, T;7) where M (z);+ 41 denotes
the (i* + 1)** bit of M(x), r is picked randomly and hk = SPRE.Preprocess(1*,z5). Then, Aspre sets this
received value as y; and performs the rest of the experiment with A exactly as in Hybrid Hjz. Notice that
when the challenger Cspre sends an honest randomized encoding, the experiment between Aspre and A
corresponds exactly to Hybrid Hs and when the challenger Cspre sends a simulated randomized encoding,
the experiment between Aspre and A corresponds exactly to Hybrid Hy. Thus, if A can distinguish
between the two hybrids with non-negligible probability, Aspre can use the same guess to break the security
of the succinct randomized encoding scheme SPRE with non-negligible probability which is a contradiction.

Lemma 5.5. Assuming the functionality preserved under puncturing property of the puncturable PRF F}
and the security of 1O for circuits, hybrid Hy is computationally indistinguishable from hybrid Hs.

Proof. This proof is similar to the proof of Lemma B32. [ |
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Lemma 5.6. Assuming the pseudorandom at punctured points property of the puncturable PRF F}, hybrid
Hj is computationally indistinguishable from hybrid Hg.

Proof. This proof is similar to the proof of Lemma B=33. [ |

Lemma 5.7. Assuming the pseudorandom at punctured points property of the puncturable PRF Fy, hybrid
Hg is computationally indistinguishable from hybrid H-.

Proof. This proof is similar to the proof of Lemma B33. [ |

Lemma 5.8. Assuming the functionality preserved under puncturing property of the puncturable PRFs Fy
and Fy and the security of iO for circuits, hybrid H7 is computationally indistinguishable from hybrid Hg.

Proof. This proof is similar to the proof of Lemma B™2. [ |

Lemma 5.9. Assuming the somewhere statistically binding property of the SSB hash system and the security
of iO for circuits, hybrid Hg is computationally indistinguishable from hybrid Hy.

Proof. Suppose there exists an adversary A that can distinguish between the two hybrids with non-negligible
probability. We will use A to construct an adversary A;» that breaks the security of the indistinguishability
obfuscator which is a contradiction.

The adversary A;o interacts with A exactly as in hybrid Hs and receives the pair (M, z,1°,T) from A
in step 1. Then, A;o sends the pair of programs (Prog-(i*, 3), Prog-(¢* + 1)) defined in Figure B and Figure @
respectively to the challenger C;» of the indistinguishability obfuscation scheme. C;» picks one of the two
programs randomly and responds back with an obfuscation of that program. Then, A;o sets this received
value as M, and performs the rest of the experiment with A exactly as in Hybrid Hg. Observe that when
C;o picks program Prog-(i*, 3), the experiment between A;» and A corresponds exactly to Hybrid Hg and
when C;o picks program Prog-(i* + 1), the experiment between A;» and A corresponds exactly to Hybrid
Hy. From the security of the indistinguishability obfuscator, we know that if two programs are functionally
equivalent, then their obfuscations are computationally indistinguishable. Thus, suppose the two programs
(Prog-(i*,3), Prog-(i* + 1)) were functionally equivalent, then, if A can distinguish between the two hybrids
with non-negligible probability, A;» can use the same guess to break the security of the indistinguishability
obfuscator with non-negligible probability which would be a contradiction.

We will now show that the two programs (Prog-(i*,3), Prog-(i* 4+ 1)) are functionally equivalent and this
completes the proof. We will consider 2 cases that partition the set of inputs to the two programs.

Case 1: Input index i # (i* + 1)

It is easy to see that both programs Prog-i* and Prog-(i*,1) are functionally equivalent in this case.

Case 2: Input index i = (i* + 1)

Suppose the next part of the input - str equals crs[¢* 4+ 1]. Then, observe that both programs output exactly
the same value.

The only difference between the two programs’ behavior is when the input is of the form (i* + 1, str, 7, j)
such that the proof w verifies and str # crs[i* + 1]. For such inputs, Prog-(i* + 1) runs step 2 - that is,
computes out = SPRE.Sim (1Ml 111l 'hk 1%, 4, T'; Fy(Kgim, 1)) and outputs the j* bit whereas Prog-(i*, 3)
runs step 4. However, we will now show that for all inputs of the form (i* + 1, str, 7, j) where str # crs[i* + 1],
there doesn’t exist any value of 7 such that proof in step 1 verifies (i.e SSB.Verify(H, h,i* 4+ 1,str,7) =
1) and hence both programs in fact output the same value - L on such inputs and this completes the
proof. Observe that this is exactly the property guaranteed by the somewhere statistically binding property
of the SSB hash system! Recall that, the somewhere statistically binding property states that, for h <
SSB.Gen(1*,0,i* + 1), there doesn’t exist str,str’ such that str # str’, 7,7’ such that SSB.Verify(H, h,i* +
1,str,m) = SSB.Verify(H, h,i* + 1,str’, ') = 1. We know that since h = H/(crs), for str = crs[i* + 1], there
does exist 7 such that SSB.Verify(H, h,i* 4+ 1,str,7) = 1. Thus, for all inputs of the form (¢* 4+ 1,str,m, j)
where str # crs[i* + 1], there doesn’t exist any value of 7 such that proof in step 1 verifies and this completes
the proof. [ |
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6 Compact MPC

We consider the problem of constructing a malicious secure compact MPC protocol for Turing machines.
Consider a set of n mutually distrusting parties with inputs z1, ..., z, respectively that agree on a turing
machine M. Their goal is to securely compute the output M(x1,...,x,) without leaking any information
about their respective inputs where the output can be of any unbounded polynomial size. We first define
the notion of a compact MPC protocol. Let A denote the security parameter and let Comm.Compl(7) denote
the communication complexity (sum of the lengths of all messages exchanged by all parties) of any protocol
7. Let Time(M,x) denote the running time of turing machine M on input x.

Definition 6.1. An MPC protocol 7 is said to be compact if there exists a fixed polynomial poly such that
for all machines M and inputs (z1,...,z,), Comm.Compl(m) = poly(|M|, |z1], ..., |2a|, A, log(Time(M,x))).
In particular, the communication complexity is independent of the output length and the running time of
the machine on the inputs of all the parties.

In this section, we give a round preserving compiler from any constant round (non-compact) malicious
secure MPC protocol in the plain model to a malicious secure compact MPC protocol for Turing machines
in the random oracle (RO) model.

Formally, we prove the following theorem:
Theorem 6.1. For all n,t > 0, assuming the existence of:

e A (constant) k round ™ MPC protocol amongst n parties in the plain model that is malicious secure
against up to ¢ corruptions (AND)

e Strong output compressing randomized encodings in the shared randomness model,

there exists a k round compact MPC protocol 7 amongst n parties for Turing machines in the Programmable
Random Oracle model that is malicious secure against up to t corruptions.

Here, we note that the above compiler even works if the underlying MPC protocol is for circuits. That is,
we can convert any constant round protocol for circuits into a constant round protocol for Turing machines
(with an input bound) by first converting the Turing machine into a (potentially large) circuit.

Corollaries:

We can instantiate the strong output compressing randomized encodings from our construction in Section B.
We now discuss several corollaries on instantiating the underlying MPC protocol with various protocols in
literature based on different models.

1. Instantiating the MPC protocol with the round optimal™ plain model construction of [BGIF174)] that
is secure against a dishonest majority based on DDH/N*"* Residuosity, we get a four round compact
MPC protocol 7 for Turing machines in the Programmable Random Oracle model that is malicious
secure against a dishonest majority assuming iO for circuits and either DDH/N*"* Residuosity.

2. We can also instantiate the underlying MPC protocol with protocols that are secure in the Common
Random String model by using the RO’s output on some fixed string to implement the common random
string. In particular, combining the two round semi-malicious MPC protocol of [MWI6] that is based
on LWE in the common random string model or the ones of [GSTR, BLIE] that are based on DDH/N'"

100bserve that our round preserving compiler in fact works for any MPC protocol where the number of rounds is independent
of the machine being evaluated.
11 Recall that in the plain model, the optimal round complexity is 4.
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residuosity in the plain model, with a non-interactive zero knowledge argument based on DLIN in
the common random string model [GOSUG], we get two round malicious secure MPC protocols in the
common random string model. As a result, we have the following corollary:

Corollary 6.1. Assuming the existence of:

e i0O for circuits (AND)
e A where A € {LWE,DDH, N*" Residuosity} (AND)
e DLIN

there exists a round optimal (two round) compact MPC protocol 7 for Turing machines in the Pro-
grammable Random Oracle model that is malicious secure against a dishonest majority.

3. We note that our transformation works even on instantiating the underlying constant round MPC
protocol with ones that are secure in the setting of super-polynomial simulation[Pas03, BGIFT17] or in
the concurrent (self-composable) setting [GGISTZ, BGIF17H] to yield compact versions of the same in
the RO model.

Implication to [HWT5] Model. Finally, we observe that our transformation also has an implication
to the circuit-based model of Hubacek and Wichs [HWTH] as elaborated in Section Z72. Thus, we get the
following corollary:

Theorem 6.2. For all n,t > 0, assuming the existence of:

e A constant round MPC protocol amongst n parties in the plain model that is malicious secure against
up to t corruptions (AND)

e Strong output compressing randomized encodings in the shared randomness model,

there exists a constant round MPC protocol m amongst n parties for all polynomial sized circuits in
the Programmable Random Oracle model that is malicious secure against up to ¢ corruptions where the
communication complexity of the protocol is independent of the output length of the circuit. That is,
there exists a fixed polynomial poly such that, for all circuits C and all inputs (z1,...,2,) € Domain(C),
Comm.Compl(m) = poly(|z1], ..., |znl, ).

6.1 Construction
Notation and Primitives Used:

e Let )\ denote the security parameter and RO be a random oracle that takes as input a tuple (r, 1'")
where |r| = A\ and outputs a string of length len.

e Consider n parties Py,...,P, with inputs xq,...,x, respectively (with |x;| = A for each i € [n]) who
wish to evaluate any turing machine M on their joint inputs.

e Let S.OcRE = (S.OcRE.Setup, S.OcRE.Encode, S.OcRE.Decode) be a strong output compressing ran-
domized encodings scheme in the shared randomness model.

e Let P2 be a ¢t round MPC protocol for turing machines in the plain model that is malicious secure
against a dishonest majority. For simplicity, we assume that the protocol works using a broadcast
channel - that is, in each round, every party broadcasts a message to all other parties.

o Let NextMsg, () denote the algorithm used by any party to compute the k" round of protocol 7P=n
and let Out(-) denote the algorithm used by any party to compute the final output. Also, without loss
of generality, assume that in protocol 7P2" each party uses randomness rand; of length A. ™

2Internally, we can apply a PRG to expand this to any length of randomness we require. Here, we are implicitly assuming
that the protocol requires each party to use uniformly random strings. This is true of almost every constant round MPC
protocol.

28



Remark: To ease the exposition, we assume that the Random Oracle can output arbitrarily long strings
by also taking the desired output length as input to the oracle. In reality, let’s say it outputs strings of
length p(A\) where p is a polynomial. Then, in the protocol below, each party can output a starting query
index r; ; and an offset 0;; to indicate that the shared random string is actually the concatenation of
RO(TZ'J'), ey RO(Ti’j + 0i,j)~ Note that |0i,j| S A

Protocol: The protocol is described below.

1. Round 1:
Each party P; does the following:
e Pick a random string r; 1 € {0,1}*. Let len; ; = |[NextMsg; (x;;rand;)|.
e Compute crs; 1 = RO(r; 1, 1'eM1).
e Compute ek; ; = S.OcRE.Setup(1*, 1"t crs; ;).
e Compute msg; ; = S.OcRE.Encode(NextMsg,, ((x;, rand;), 1), 2%, ek; 1).

Output (msg; 1,741, len;1).

2. Round 2 ... t:
For each subsequent round k, each party P; does the following;:
e Let 7,_o denote the transcript of the underlying protocol 7P after round (k — 2). 7o = L.
[ ] Set Tk—1 — Tk—2.

e For each party P, (j # i) do the following:

Parse its previous round message as (msgj’kfl, Tik—1,lenjp_1).
— Compute crsj;_1 = RO(rj j_1, 1'®"%-1),

Compute msg‘;'ziil = S.OcRE.Decode(msg; ;. 1, Tk—2,Crs;j x—1)-

— Append msg?fakiil to Tp_1.

e Pick a random string r; , € {0,1}*. Let len; x = |[NextMsg, (x;; rand;, 7,_1)|.
e Compute crs; = RO(r; 1, 1lenik),
e Compute ek; x = S.OcRE.Setup(1*, 1'®Mi:x crs; ).
e Compute msg; , = S.OcRE.Encode(NextMsgy,, ((x;, rand;), 7 1), 27 ek k).
o Output™ (msg; 1, ik, len; ).
3. Output Computation:
Each party P; does the following:
e Let 7,1 denote the transcript of the underlying protocol P2 after round (¢ — 1).
e Set v =T_1.
e For each party P, (j # i) do the following:
— Parse its previous round message as (msg; ;,7;¢,len; ).
— Compute crs;j; = RO(r; 4, 1'ent).

— Compute msg'ﬂ’."?i” = S.OcRE.Decode(msg, ;, Tt—1,Crs; ¢).
plain
Jst

e Output Out(z;,rand;, 7).

— Append msg to 7.

13Note that to send len; 1, the length of the message is loglen; ; and so at most .
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Efficiency of the Protocol:

The size of the messages sent in round k by each party P; is 3 - max{|(msg; 1, 7ix,len; x)|}i s By the defi-
nition of strong output-compressing randomized encodings, [msg; | < p2(|NextMsg|,|(x;,rand;)|,logT', \)
where ps is a polynomial. |rand;| = A, |[NextMsg,.| = p3(|M]|) where M is the original functionality and ps is
a polynomial. Also, we know T is at most 2*. So |msg; | < p3(|M|, |z;],\) for some polynomial ps. We
know that |r; x| = A and |len; x| < A. Therefore, the size of the messages sent in round k by each party P; is
at most ps(| M/, |z;], A).

Since 7P is a constant-round protocol, the total communication complexity of our protocol 7 is at most
p(n, |M|,|z1], ..., |zn], A) for a fixed polynomial p.

6.2 Security Proof

In this section, we formally prove Theorem B=2. _
Consider an adversary A who corrupts ¢ parties where ¢ < n. Let’s say the simulator SimP™" for protocol

7PN consists of 4 algorithms (Sim‘l)lai", Simglai"7 Simglai"7 Simpolﬁit") where: Sim?lain(j, -) outputs the adversary’s

view for the j of the first ¢; rounds, SimB®" queries the ideal functionality to receive the output,

Simb"(4,-) outputs the adversary’s view for the j** round of the last (¢ — ¢;) rounds and SimPar(i,-)

computes the output of honest party P;. @ Also, let’s denote the size of SimP#"(-) by s(\).

6.2.1 Description of Simulator

The strategy of the simulator Sim for our protocol 7 against a malicious adversary A is described below.

1. Round 1 ...ty
For each round k and each honest party P;, Sim does the following:

e Let 74_ denote the transcript of the underlying protocol 7P after round (k —2). 70 = L.

e Set Tp_1 = Th_o.

For each party P;, (j # 1), if £ > 1, do the following:
— Parse its previous round message as (msg; . _1,7jk—1,len;x—1).
— Compute crs; ;1 = RO(rj k_1, 1lenik-1),
— Compute msggfziil = S.0OcRE.Decode(msg;; 1 1, Tk—2,CrSj k1)
— Append msg?)lziil t0 TE_1.

Compute msgzlzi" = SimP" (k, 71,_1, st) where st denotes the state of SimP=",

Pick a random string r; , € {0,1}*.
Compute (msg; 1, crs; ) + S.OcRE.Sim(11#( 1(A+meal) 12, msgszi", 7).
Set RO(r; g, 11e%:x) = crs; ..

Output™ (msg; ., 7k, |crs; k).

2. Query to Ideal Functionality:
Sim queries SimB®" (7., st) and receives an output y in return.

3. Round (t; +1) ... t:
For each round k and each honest party P;, Sim does the following:

14$imF1’Iain also outputs some state that is fed as input to the subsequent algorithms and similarly for Simglai", Simglain.

15 As before, note that to send the message |crs; k|, the length of the string is log |crs; .
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e Let 7,_o denote the transcript of the underlying protocol 7P" after round (k —2). 7o = L.
e Set Tp_1 = Tp_o.
e For each party P;, (j # 1), if k > 1, do the following:

— Parse its previous round message as (msgj’kfl, Tik—1,lenjp_1).

— Compute crsj ;1 = RO(rj j_1, 1'®":x-1),

— Compute msg?'?il = S.OcRE.Decode(msg; .1, Tk—2,Crsj x—1)-

— Append msg?lzifl to T 1.

e Compute msg?@™ = SimB®" (k. y, 73,1, st) where st denotes the state of SimP=".

e Pick a random string r; 5 € {0,1}*.
e Compute (msg, 1, crs; k) < S.OcRE.Sim (115 1(ZAFIme—1D) 12, msg?jzi", ).
e Set RO(r; 1, 11kl = crs; ..
e Output (msg; ., 7ik, |crsik|).
4. Output Computation:
Sim does the following;:

e For each honest party P;, do:

— Let 7;_1 denote the transcript of the underlying protocol 7P2" after round (¢ — 1).
— Set 74 = 1_1.
— For each party P;, (j # ¢) do the following:

* Parse its previous round message as (msg; ,_1,7jk—1,len; x—1).

* Compute crs; ;—1 = RO(rj x—1, 1lens k-1,

+ Compute msg?jii" = S.0cRE.Decode(msg;; ;, 7¢—1,Crs;¢).

* Append msg?jii" to 7.

If Simgiit"(i, y,Tt,st) = L, send L to the ideal functionality and stop.

e Instruct the ideal functionality to deliver output to the honest parties.

Remarks: Note that if SimP®" is a rewinding simulator, our simulator Sim will also be a rewinding simulator.

6.2.2 Hybrids

We now show that the above simulation strategy is successful against all malicious PPT adversaries. That is,
the view of the adversary along with the output of the honest parties is computationally indistinguishable in
the real and ideal worlds. We will show this via a series of computationally indistinguishable hybrids where
the first hybrid Hyb, corresponds to the real world and the last hybrid Hyb, corresponds to the ideal world.

1. Hyb, - Real World: In this hybrid, consider a simulator Sim.Hyb that plays the role of the honest
parties.

2. Hyb; - Simulate Encodings: In this hybrid, in every round, Sim.Hyb computes the messages and
the shared random string by running the simulator S.OcRE.Sim of the strong output compressing
randomized encodings scheme. That is, for each round k£ and each honest party P;, after decoding the
transcript 7,1 at the end of the previous round, Sim.Hyb does the following;:

e Compute msg?ylzin = NextMsg,, ((x;, rand;), Tx_1).

e Pick a random string r; 5 € {0,1}*.
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o Compute (msg, ;,crs; ) < S.OcRE.Sim(1INetMsgil 1(2A+17e1) 12 msgPlain 12,

e Set RO(r; i, 11esikl) = crs; 1.
e Output (msgiyk,riyk, lers; k)-

plain

3. Hyb, - Simulate MPC: In this hybrid, in every round, Sim.Hyb computes the messages msg’

of the underlying protocol 7P#" by running the simulator SimP?" of the strong output compressing
randomized encodings scheme. The output computation phase is also performed exactly as done by
Sim in the ideal world. This hybrid corresponds to the ideal world.

We will now show that every pair of successive hybrids is computationally indistinguishable.

Lemma 6.1. Assuming the security of the strong output compressing randomized encoding scheme S.OcRE,
Hyb, is computationally indistinguishable from Hyb;.

Proof. Suppose there exists an adversary A that can distinguish between the two hybrids with non-negligible
probability. We will use A to construct an adversary As.ocre that breaks the security of the scheme S.OcRE
which is a contradiction.

As ocre begins an execution of protocol 7 interacting with the adversary A. Now, for each round k& and
every honest party P;, let 7,_1 denote the transcript of the underlying protocol 7P?". As ocre computes
Tr—1 exactly as in Hyb,. Then, As ocre sends the tuple (NextMsg,,, ((z;,rand;), 7x—1), A, T') to the challenger
Cocre- Then, Cs.ocre sends back a pair of encoding and crs which is either honestly generated or simulated.
Aocre sets the received encoding as the value msg, ;, and the received crs as the value crs; ;. Then, AocRE
picks a random value r; ;, of length A. Since the adversary would have made only a polynomial number of
queries so far to the random oracle out of a possible 2* choices for r; 1., the probability that T3,k Was queried
to the random oracle before this is negligible. Then, Aocre sets RO(myk,l‘“sﬁk') = crs; ;. As.ocre sends
(Msg; xs ik crsik]) to A.

Notice that when the challenger Cs ocre sends an honestly generated encoding and crs, the experiment
between As ocre and A corresponds exactly to Hyb, and when the challenger Cs ocre sends a simulated
encoding and crs, the experiment corresponds exactly to Hyb;. Thus, if A can distinguish between the two
hybrids with non-negligible probability, As ocre can use the same guess to break the security of the scheme
S.OcRE with non-negligible probability which is a contradiction. [ |

Lemma 6.2. Assuming the security of the MPC protocol plain, Hyb, is computationally indistinguishable
from Hyb,.

Proof. Suppose there exists an adversary A that can distinguish between the two hybrids with non-negligible
probability. We will use A to construct an adversary AP?" that breaks the security of the scheme 7P which
is a contradiction.

APin hegins an execution of protocol 7 for evaluating machine M interacting with the adversary A and
an execution of protocol 7P" for evaluating machine M interacting with a challenger CP?". Now, suppose
A corrupts a set of parties P, Apiain corrupts the same set of parties in the protocol 7PN For each round
k and on behalf of every honest party P;, Appnin receives a message msg from the challenger Cppain. Aplain
sets msg to be the message msg, ; in its interaction with A and then computes its messages to be sent to A
exactly as in Hyb;. Then, AP?" decodes the messages sent by A in each round k and forwards them to Cplain
as its messages for protocol 7P" in round k. Finally, on behalf of the honest parties, Apjain Teceives a set of
outputs which is forwarded as the outputs of the honest parties in the protocol 7 to the adversary A.

Notice that when the challenger CP2" sends honestly generates messages, the experiment between APin
and A corresponds exactly to Hyb, and when the challenger CP" sends simulated messages, the experiment
corresponds exactly to Hyb,. Thus, if A can distinguish between the two hybrids with non-negligible proba-
bility, APRI" can use the same guess to break the security of the scheme 7°™" with non-negligible probability
which is a contradiction. [ |
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7 Constructing iO from Output-Compressing Randomized Encod-
ings

In this section, we will show a construction of succinct iO for bounded-input turing machines from output-

compressing randomized encodings (in the shared randomness model). Recall that we can construct output-

compressing randomized encodings from strong output-compressing randomized encodings by just setting

the public input x5 to be L. ™ Also, recall from Section BZ3 that in a succinct obfuscation scheme, the

efficiency goal is to ensure that the size of the obfuscated turing machine is independent of the input bound.
Formally, we show the following theorem:

Theorem 7.1. Assuming the existence of:
e Output-compressing randomized encodings in the shared randomness model,
e weakly succinct iO for bounded-input Turing machines,
There exists a succinct iO scheme for bounded-input Turing machines in the shared randomness model.

Instantiating the output-compressing randomized encodings from our construction in Section B and instan-
tiating the weakly succinct obfuscation scheme with the scheme of [KLWTH], we get the following corollary:

Corollary 7.1. Assuming the existence of:
e iO for circuits,
e A € {DDH, LWE, N** Residuosity}.

There exists a succinct i0 scheme for bounded-input Turing machines in the shared randomness model.

Notation and Primitives used:

e Let OcRE = (OcRE.Setup, OcRE.Encode, OcRE.Decode) be an output-compressing randomized encoding
scheme (from Section B.

e Let (TM-bd.Obf, TM-bd.Eval) be a weakly succinct obfuscation scheme for bounded-input Turing ma-
chines (where the size of obfuscation is allowed to depend on input bound). Such obfuscation schemes
have been previously constructed in literature [KCWTH]. Let the algorithm TM-bd.Obf be represented
by a Turing machine TMtpm_pd.0bf that takes as input a Turing machine description M, a time bound 7T,
an input bound n (in unary), security parameter A (in unary) and randomness r of length £,q (| M|, A, n)
(which is used to compute the obfuscated program).

e Let Sizetm.bd.obf(|M], A,n) denote the size of the obfuscation of a machine M using the scheme
(TM-bd.Obf, TM-bd.Eval) with security parameter A and input bound n (since TM-bd.Obf is an ef-
ficient algorithm, it follows that Sizetm.bd.obf is a polynomial in (A, n, |M|, log(T)).

o Let TMTypq.0bf prRg Pe the Turing machine is described in Figure [ and let Stm-bd.obf,prRG denote the
size of the description of TMTy_pg obr prG- (nOte that Stm.pd.obr,PrRG is some constant that depends on
the obfuscation scheme and the PRG scheme). Additionally,

16 A similar transformation would also work in the standard model.
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*
TMTM—bd‘Obf,PRG

Inputs : Machine M, time bound T, input bound 1", random string ¢.
1. Compute 7 = PRG(1*,1).
2. Output TMrmba.obf (M, 17, 17, 1)
Figure 10: Turing Machine TM-’FM_bd_ObﬁPRG

7.1 Construction

We will now describe a succinct 10 scheme O = (TM.Setup, TM.Obf, TM.Eval) for bounded-input Turing
machines in the shared randomness model, where the size of the obfuscation does not grow with the input
bound.

TM.Setup(1*,17, 1™, crs € {0, 1}31zemmba.oni(Anm)): The setup algorithm does the following:

1. Set 0 = Sizetm.bd.obf(A,m,m) and compute ek < OcRE.Setup(1*,1° crs). Here m is used to
denote the length of the largest turing machine in the class of turing machines we are interested
to obfuscate.

2. Output ok = (ek,n, A) as the obfuscation key (both n and X are represented in binary).
TM.Obf (M, T, ok): The obfuscation algorithm does the following:

1. Parse ok = (ek,n,\). Choose a uniformly random string ¢ + {0, 1}*.

2. Set program P= TM-T—M-bd‘Obf,PRG'
3. Output M « OcRE.Encode(P, M,n, A\, t, T, ek).
TM.EvaI(M ,x,crs): The evaluation algorithm does the following:

1. Compute M’ < OcRE.Decode(M, crs).
2. Output TM-bd.Eval(M’, z).

Correctness: The correctness of the scheme follows easily by relying on the correctness of the underlying
primitives used.

Efficiency:

e First, let us analyze the size of the obfuscation key. |ok| = |ek| + log(A\) + log(n). Recall from the
definition of OcRE that ek = p;(A,log(o)) where p; is a polynomial and o = Poly(A,n,m). Thus,
lok| = p(A, log(n), log(m)) for some polynomial p.

e Next, let us analyze the size of the obfuscated program. The size of program P is STm-bd.Obf,PRG
(which is a constant depending on the obfuscation and PRG scheme). The size of the input to P is
(|M|+ log(T) + log(n) + log(M\) + A). Hence, the size of the encoding M (which is the final obfuscation
of the turing machine M) is p(|M|,log(T), A, log(n), log(m)) for some polynomial p.

e Finally, let’s analyze the running time of TM.EvaI(]Tj ,x,crs). We do this as follows.
Time(TM.Eval(M,x,cr ) = Time(OcRE.Decode(M,crs)) + Time(TM-bd.Eval(M’, z)). The running

time of OcRE.Decode(]Tf7 crs) is at most min (7', Time(P, (M, n, A\, t,T)))-p3(A\, logT = X) < p(|M],n, \).
The running time of TM-bd.Eval(M’,z) is at most min (7, Time(M,z)) - p(A\,n). So the running
time Time(TM.Eval(}M, z,crs)) < p1(|M],n, A) + min (T, Time(M, x)) - p2(A\, n) < min(T, Time(M, x)) -
p3(A,n,|M|,logT).
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7.2 Security

The proof follows via a sequence of hybrid arguments as described below.
e Hyb,: This is same as the original game. The challenger does the following:

1. Receive a pair of functionally equivalent machines (M, M;) and a time bound T from the adver-
sary.

. Pick a bit b and a A bit string ¢ uniformly at random.
. Pick crs uniformly at random and compute ok = TM.Setup(1*,1", 1™ crs).

2
3
4. Set program P = TM-T—M_bdAObf)PRG.
5. Output M + OcRE.Encode(P, M, n, A, t, T, ek) along with crs.
e Hyb,: This is same as the original game. The challenger does the following:

1. Receive a pair of functionally equivalent machines (M, M) and a time bound 7" from the adver-
sary.

2. Pick a bit b and a A bit string ¢ uniformly at random.

3. Compute (crs, ff) < OcRE.Sim/(1/TM-bd.Obf| 1My, TN PRG)] A TM-bd.Obf(M,, T, 1*,1™; PRG(t)), 2*)
and ok < TM.Setup(1*,17,1™ crs).

4. Output (crs,ek,M).
e Hyb,: This is same as the original game. The challenger does the following:

1. Receive a pair of functionally equivalent machines (M, M;) and a time bound T from the adver-
sary.

2. Pick a bit b uniformly at random.

3. Compute (crs, M) + OcRE.Sim(1/TM-bd-0bf| 11(Mp, 7131 r1)| 1A TM-bd.Obf(M,, T, 1}, 17;7), 2*)
where 7, is picked uniformly at random and compute ok = TM.Setup(1*, 1™, 1™, crs).

4. Output (crs, ek, M)

We will now argue that every pair of consecutive hybrids is computationally indistinguishable and finally,
show that any PPT adversary has negligible advantage in Hyb,.

Lemma 7.1. Assuming the security of the output compressing randomized encoding scheme OcRE, Hyb,, is
computationally indistinguishable from Hyb,.

Proof. Suppose there exists an adversary A that can distinguish between the two hybrids with non-negligible
probability. We will use A to construct an adversary Aocre that breaks the security of the scheme OcRE
which is a contradiction.

First, Aocre receives a pair of functionally equivalent machines (My, M;) and a time bound T from
A. Then, Aocre picks a bit b uniformly at random, a A bit string ¢ uniformly at random, sets P =
TMIM.bd.obf,prG Sends the tuple (P, My, n, A, t,T) to the challenger Cocre. Then, Cocre sends back a pair of
encoding and crs (shared randomness) which is either honestly generated or simulated. Then, Aocre sends
these values to A as its crs and the obfuscated output.

Notice that when the challenger Cocre sends an honestly generated encoding and crs, the experiment
between Aocre and A corresponds exactly to Hyb, and when the challenger Cocre sends a simulated encoding
and crs, the experiment corresponds exactly to Hyb;. Thus, if A can distinguish between the two hybrids
with non-negligible probability, Aocre can use the same guess to break the security of the scheme OcRE with
non-negligible probability which is a contradiction. [ ]
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Lemma 7.2. Assuming the security of the pseudorandom generator PRG, Hyb; is computationally indis-
tinguishable from Hyb,.

Proof. Suppose there exists an adversary A that can distinguish between the two hybrids with non-negligible
probability. We will use A to construct an adversary Apgrg that breaks the security of the pseudorandom
generator PRG which is a contradiction.

The adversary Apgrg interacts with a challenger Cprg and receives a string which is either an output of the
PRG or a uniformly random string. Then, Apgrg interacts with the adversary A and performs the experiment
exactly as in Hyb; except that it sets the randomness r as the value received from Cprg. Notice that when
the challenger Cprg sends a PRG output, the experiment between Aprg and A corresponds exactly to Hyb,
and when the challenger Cssg sends a uniformly random string, the experiment corresponds exactly to Hyb,.
Thus, if A can distinguish between the two hybrids with non-negligible probability, Aprg can use the same
guess to break the security of the PRG with non-negligible probability which is a contradiction. [ |

Lemma 7.3. Assuming the security of the indistinguishability obfuscation scheme (TM-bd.Obf, TM-bd.Eval),
the adversary’s advantage in Hyb, is negligible.

Proof. Suppose there exists an adversary A that has a non-negligible advantage in distinguishing between
b=0and b =1 in Hyb,. We will use A to construct an adversary A;O that breaks the security of the
indistinguishability obfuscation scheme (TM-bd.Obf, TM-bd.Eval) which is a contradiction.

A;O receives a pair of functionally equivalent machines (My, M7) and a time bound 7" from the adversary.
Then, A;O sends the tuple (Mg, My, T, 1*,1") to the challenger C of the obfuscation scheme and receives back
an obfuscation y of one of the two machines My or M; using the algorithm TM-bd.Obf. A uses this value to
compute a simulated crs <~ OcRE.Sim(y;7), ok = TM.Setup(1*,1",1™, crs) and M, < OcRE.Sim(y;r) using
a random string 7. Aocre sends (crs, M:) to the adversary A as its output.

Notice that when the challenger C;O sends an obfuscation of My, the experiment between A;O and A
corresponds exactly to Hyb, using & = 0 and when the challenger C;O sends an obfuscation of M;, the
experiment between A;O and A corresponds exactly to Hyb, using b = 1. Thus, if A has a non-negligible
advantage in distinguishing between b = 0 and b = 1 in Hyb,, A;O can use the same distinguishing guess
A to break the security of the indistinguishability obfuscation scheme (TM-bd.Obf, TM-bd.Eval) which is a
contradiction. [ |

7.3 Succinct Partial Randomized Encodings

In this section, we introduce the notion of succinct partial randomized encodings (spRE). This is similar
to the notion of succinct randomized encodings (defined in BA), except that the adversary is allowed to
learn part of the input. For efficiency, we require that if the machine has size m, and ¢ bits of input are
hidden, then the size of randomized encoding should be polynomial in the security parameter X\, £ and m.
In particular, the size of the encoding does not depend on the entire input’s length (this is possible only
because we want to hide ¢ bits of the input; the adversary can learn the remaining bits of the input). This
notion is the Turing Machine analogue of partial garbling of arithmetic branching programs, studied by Ishai
and Wee W14

A succinct partial randomized encoding scheme SPRE for a class of boolean Turing machines M consists
of a preprocessing algorithm Preprocess, encoding algorithm Encode, and a decoding algorithm Decode with
the following syntax.

Preprocess(l)‘,xg € {0,1}*): The preprocessing algorithm takes as input security parameter A (in unary),
string y € {0,1}* and outputs a string hk.

Encode(M € M,T € N,z; € {0,1}*, hk € {0,1}?™)): The encoding algorithm takes as input a Turing
machine M € M, time bound T € N, partial input z; € {0, 1}*, string hk € {0,1}*®) and outputs an
encoding M.
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Decode(M7 x9, hk): The decoding algorithm takes as input an encoding M, a string x5 € {0, 1}*, string hk
and outputs y € {0,1, L}.

Definition 7.1. Let M be a family of Turing machines. A randomized encoding scheme SPRE = (Preprocess,
Encode, Decode) is said to be a succinct partial randomized encoding scheme if it satisfies the following
correctness, efficiency and security properties.

e Correctness: For every machine M € M, string = (x1,z2) € {0, 1}*, security parameter A and T' € N,
if hk <— Preprocess(1*, ), then Decode(Encode(M, T, z1, hk), z2) = TM(M, 2, T).

e Efficiency: There exist polynomials pprep, Penc and pgec such that for every machine M € M, x =
(z1,22) € {0,1}*, T € N and A € N, if hk < Preprocess(1*,z2), then |hk| = pprep(A), the time to
encode M < Encode(M, T, z1, hk) is bounded by penc(|M|, |21],log T, \), and the time to decode M is
bounded by min(Time(M,x,T) - pdec(A, logT).

e Security: For every PPT adversary A = (A1, As), there exists a PPT simulator S such that
for all PPT distinguishers D, there exists a negligible function negl(-) such that for all A € N,
Pr[l1 < D(Expt-SPRE-Realspre, 4(A))] — Pr[l < D(Expt-SPRE-ldealsre, 4,5(A))] < negl(A), where
Expt-SPRE-Real and Expt-SPRE-Ideal are defined in Figure . Moreover, the running time of S is
bounded by some polynomial ps(|M]|, |z1],log T, \).

Experiments Expt-SPRE-Realspre, 4(A) and Expt-SPRE-Idealspre, 4,5 ()

EXpt—SPRE—Rea|spRE,A ()\) Expt—SPRE—IdeaIspRE,A75 ()\)

- M,z = (z1,22),T,0) +— A (1). - M,z = (z1,22), T, 0) — A (1),
t* = min (T, Time (M, z)), out = TM (M, z,T).

- hk « Preprocess(1*, x2).

- M+« S (1“‘/”, o1l h, 1A,out,t*).

- hk « Preprocess(zz,1%).
- M + Encode(M, T, x1, hk).
- Experiment outputs As (]\7, o).

- Experiment outputs AQ(M, o).

Figure 11: Simulation Security Experiments for partial randomized encodings

8 Construction of Succinct Partial Randomized Encodings

We will now present a succinct partial RE scheme. This construction is similar to the succinct RE (machine
hiding) scheme by [KLCWTH)].

Overview of construction Our construction is closely related to the SRE scheme by [KIWTH] (referred
to as ‘KLW scheme’ for the remaining section). Let us first recall the KLW scheme (at a high level). The
KLW construction assumes the Turing machine is oblivious, has a single work tape, which initially has
the input and the next-step function, at any step, reads a state and symbol, and outputs the new state,
and the new symbol written at that position. In this scheme, the encoding of machine M and input z
consists of a obfuscated circuit Prog (which corresponds to the encoding of M), an encryption of the input
x, encryption of initial TM state, a hash of the initial work tape (which has encryption of the input), and a
signature on this hash, inital state’s encryption (together with some additional components). The circuit
Prog takes as input a time step, an encrypted state, an encrypted symbol, a proof and a signature. It
first verifies the proof and signature. Then it decrypts the state and symbol, computes the new state and
symbol (using the next-step circuit of M), encrypts the new state and symbol, updates the hash, computes
a new signature on the hash, encrypted state (and additional components) and outputs the new encrypted
state, encrypted symbol, hash and signature. The decoder runs this program iteratively. Let us assume the
machine reads position p at time step ¢. Also, at time step 4, let ctyym, be the encryption of symbol, cty the
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ciphertext at position p on worktape, h the hash of encrypted tape and o the signature. The decoder, at
step 4, first computes a proof m that ct is the correct ciphertext at position p. It then runs Prog on input
i, h, Ctsym, Ctst, 7, 0, and receives new ciphertexts ct(y,,, cti;, new hash h’ and signature o’. It replaces ctsym
with ctgym on worktape at position p, and this concludes the i*" iteration. This procedude is repeated till
the program outputs 0/1.

Our construction: We will assume that the Turing machine M has a separate ‘auxiliary-input tape’ and
work tape, the Turing machine is oblivious. The input to the Turing machine is split into actual input and
auxiliary input. The auxiliary input is written on the aux-tape, the work tape initially contains the remaining
input. The next-step function takes as input the current worktape symbol, current aux-tape symbol, current
state and outputs new worktape symbol and new state.

In the preprocessing stage, we choose hash function H,.y, and computes hayx = Haux(22). The prepro-
cessing stage outputs H,ux together with hauy.

The encoding algorithm, on input M, x1, Haux, haux, first chooses another hash function Hyy which will
be used to compute a hash of the encrypted worktape. It outputs an obfuscation of circuit Prog, encryption
ct of z; (which is the initial worktape), hash h = Hyx(ct), encryption cty of initial state and signatue on
Rprep, B, ctg. The circuit Prog is similar to the KLW circuit. It takes as input a time step, an encrypted
worktape symbol, an encrypted state, aux-input symbol, hash of input and work tape, two corresponding
proofs and a signature. It first verifies the signature and the two proofs. Next, it decrypts and obtains the
worktape symbol, the state and uses these two, together with the current aux-input symbol to compute the
new worktape symbol and state. It then encrypts the worktape symbol and state, updates the worktape
hash, and outputs a new signature. Decoding is identical to the KLW decoding.

Our Construction Our construction requires the following primitives:

- A secret key encryption scheme SKE = (SKE.Setup, SKE.Enc,SKE.Dec). We will assume SKE.Setup
uses {1 = ¢1(\) bits of randomness, and SKE.Enc uses ¢o = ¢5(\) bits of randomness, where ¢; and ¢
are polynomials and let ¢.,q = ¢1 + 2¢5. We will let /3 denote the bit length of ciphertexts produced
by SKE.Enc.

- A secure indistinguishability obfuscator scheme (Ckt.Obf, Ckt.Eval) for circuit family {Cy}ren, where
each circuit in Cy has size s (A), depth depyy(A), takes inpg.(A) bits as input, and outputs outekt(A)
bits, for some polynomials Sck, depgys, iNPekes OUtekt-

- A positional accumulator scheme Acc =(Acc.Setup, Acc.Setup-Enforce-Read, Acc.Setup-Enforce-Write,
Acc.Prep-Read, Acc.Prep-Write, Acc.Verify-Read, Acc.Write-Store, Update) with message space
{0,1}%+18T and producing accumulator values of bit length facc.

- An iterator Itr = (Itr.Setup, Itr.Setup-Enforce, Itr.Iterate) for message space {0, 1} +a<t18T with iter-
ated value of size ¢, bits

- A splittable signature scheme S = (Spl.Setup, Spl.Sign, Spl.Verify, Spl.Split, Spl.Sign-abo) with message
space {0,1}fwttsthactleT  For simplicity of notation, we will assume Spl.Setup uses £;,q()\) bits of
randomness.

- A puncturable PRF PPRF = (F, F.Setup, F.Puncture) with key space K, punctured key space K,
domain [T7], range {0, 1}fma(V),

- A somewhere statistically binding scheme SSB = (SSB.Gen, SSB.Open, SSB.Verify).

We will now define the preprocessing, encoding and decoding algorithms.

Preprocess(1*, z3) : The preprocessing algorithm does the following:

1. Choose H,,y < SSB.Gen(1*, 11721 1).
2. Compute haux = Hau(z2) and output (Haux, Paux, 17).

Encode(M = (Q, Xtape; 6, 90, Gace, Grej, tMFwic, tMfaie), Ty 21, (Haux, Raus, 1")) : The encoding algorithm does
the following:
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1. Choose puncturable PRF keys Kgr « F.Setup(1?), K4 < F.Setup(1*). Kz will be used for
computing an encryption of the symbol and state, and K 4 to compute the secret key/verification
key for signature scheme.

2. Let (7“0’177’07277'()’3) = F(KE,O), sk = SKE.Setup(l’\;ro,l).

3. Let lin, = |21|. Encrypt each bit of z1 separately; that is, compute ct; = SKE.Enc(sk,z1 ;) for
1 <@ < finp. These ciphertexts are ‘accumulated’ using the accumulator.

4. Compute (PACC,{EO,S?SEEO) < Acc.Setup(1*,T). Then, for 1 < j < f,,, compute mj =
Acc.Write-Store(Pacc, ST/G_lﬁEj,l,j —1,(ct,0)), acc-aux; = Acc.Prep-Write(Pacc, S?G_ﬁ:j,l,j —1),
wj = Update(Pacc, Wj—1,inp;,j — 1,acc-aux;).

5. Set wy = wy. . and sg = STOREy

inp inp *

6. Compute (P, vp) < Itr.Setup(1*, 7).

7. Then, compute an obfuscation P < Ckt.Obf(1*,Prog{M, T, Pacc, Pitr, K5, KA, Haux, haux})
where Prog is defined in Figure 2.

8. Compute cty < SKE.Enc(sk, qp).
9. Let r4 = F(K4,0), (SKo, VKo, VKo rj) = Spl.Setup(1*;74) and oy = Spl.Sign(SK 4, (v, Ctst, wo, 0)).
10. Output Enc = (P, wo, vo, 00, So)-

Decode(Enc, x2, (Haux, aux)) : The decoding algorithm receives as input Enc = ((P, ctst o, wo, Vg, 09, STORE)).
It first sets pos, = 0 and pos,,, o = 0. Then, for i =1 to T', it does the following:

Let ((cteym,e-w,¢-w), m) = Acc.Prep-Read(Pacc, STORE; 1, pos;_;).

Let acc-aux = Acc.Prep-Write(Pacc, STORE; 1, pos;_1 ).

Let sym,,, = T2 tmf,..(i—1)> Taux = SSB.Open(Hauy, T2, tmfau (i — 1)).

Compute (posi, (Ctsym,i7 E—W), Clst 5, W4, vy, O'i) e P(t, (Ctsym,E-w, é—W)7 Ctet,i—1,Wi—1,Vi—1, Oi—1,
acc-aux, m , Maux, SYM,,,)- 1f P has output 0, 1, or L, then output the same.

5. Otherwise, compute STORE; = Acc.Write-Store(Pacc, STORE;_1, pos;, (Ctsym,i,?))-

=W N

8.1 Correctness and Efficiency
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Program Prog

Constants: Turing machine M = (Q, Ztape, 0, G0, Gace; Grej, tMfwk, tmfaux), time bound 7', Public parameters
for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, K4 € K, SSB Hash
function H,ux and hash value Aaux.

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym,,,
encrypted state cte,in, accumulator value win € {0, 1}1“]’*“7 Iterator value win, signature oin, accumulator proof
7, SSB proof ma.u, auxiliary value sym,,,.

1. Let pos;, = tmfyi(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfywi(t).
2. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, 7) = 0 or f-w > ¢, output L.
(b) If SSB.Verify(Haux, Raux, POS,y; SYM,uy, Taux) = 0, output L.

(c) Let F(Ka,t—1)=rg 4. Compute (SKa, VK4, VK rj) = Spl.Setup(lA;rs,A).
(d) Let min = (Vin, Ctst,in, Win, POS;, ). If Spl.Verify(VK 4, min, oin) = 0 output L.

3. Computing next state and symbol (encrypted)

(a) Let (rewi,Tewsz, Tews) = F(Kg,f-w), skew =  SKE.Setup(1*;7¢w1), sym =
SKE.Dec(sk¢-w, Ctsym,in)-
) Let (7‘171,177}71,2, Tt71,3) = F(KE,t— 1)7 sket = SKE.Setup(lA, thl,l), st = SKE.DEC(SkSt7 Ctst,in)-
(c) Let (st',sym’,3) = (st,sym,sym,,.).
(d) If stout = grej output 0. Else if stout = Gacc output 1.

) Compute (7¢,1,7¢,2,7,3) = F(Kp,t), sk = SKE.Setup(1*;7 1), Ctsym,out = SKE.Enc(sk’,sym’; 7t 2)
and ctst,out = SKE.Enc(sk’,st’; 7 3).

4. Update accumulator, iterator and compute new signature
(a) Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS
(b) Compute vour = Itr.Iterate(Pier, vin, (Ctst,in, Win, POS;y,))-

(c) Let F(Ka,t) =7 4. Compute (SK/y, VK/y, VK4 ) < Spl.Setup(1*; 7% 4).
(d) Let mout = (Vout, Ctstouts Wout, POSey;) and dous = Spl.Sign(SK'y, mout ).

acc-aux). If wout = Reject, output L.

in»

5. OutPUt pos;y,, Ctsym,out; Ctst,out, Wout, Vout, Oout -

Figure 12: Program Prog
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8.2

Proof of Security

Our security proof is similar to the KLW security proof. The main differences are as follows:

KLW has an indistinguishability-based security definition, while we require simulation security. How-
ever, it is easy to note that the KLW construction also satisfies simulation security.

We have an additional auxiliary input, and we need to make sure this does not leak additional informa-
tion about the machine or hidden input. To ensure this, we will keep the overall KLW proof structure,
and make local modifications to the KLW proof. In particular, the only parts that change are the steps
where KLW use the accumulator enforcing property. Together with the accumulator enforcement, we
also need to make the SSB hash binding at appropriate position. If, at time ¢, positions p and p,ux are
read, then we need to make the accumulator enforcing at position p, and the SSB hash binding at p,ux.

Simulator S: We will now describe the simulator S. The simulator takes as input 1M tmf, tmf,y,
1ol (Hyux, hawx), 17, t*, res, where t* = min (T, Time (M, (z,y))) and res = TM (M, (x,y),T) and does the
following.

It first chooses puncturable PRF keys Kp < F.Setup(1*), K4 « F.Setup(1*). Let (ro1,70,2,70,3) =
F(Kg,0), sk = SKE.Setup(1*;7¢.1).

It computes (PACC,LEO,S?G_R/EO) < Acc.Setup(1*,T). Let €inp, = ||, and let erase be a symbol not in
Stape- It encrypts erase‘™; that is, it computes ct; = SKE.Enc(sk,erase) for 1 < i < fp. It also
computes cty < SKE.Enc(sk, erase’st) (where £y is the number of bits required to represent each state
of Turing machine).

Next, it computes acc-aux; = Acc.Prep-Write(Pacc, S/T_(SEEj_l, j—1), S?BEEJ» = Acc.Write-Store(Pacc,
STORE;_1, j — 1, (ct;,0)), w; = Update(Pacc, Wj—1, inp;, j — 1, acc-aux;) for 1 < j < fipp, and sets

wo = Wy, 59 = STORE,

inp ? inp *

It then computes (Pj,vg) < Itr.Setup(1*, 7).
Finally, it computes an obfuscation P < Ckt.Obf(1*, Prog-sim{tmf, tmf,.,t*, res, Pacc, Pir, Kg,

K4, Haux, haux ) where Prog-sim is defined in Figure 3. This program is padded to be of the same size
as Prog (defined in Figure [32).

Let r4 = F(K4,0), (SKo, VKg) = Spl.Setup(1*;74) and o¢ = Spl.Sign(SK 4, (vo, ctet, wo, 0)). It outputs
Enc = (P, Wo, Vo, 00, 80).

Theorem 8.1. Assuming SKE is IND-CPA secure, iO is a secure indistinguishability obfuscator, F' is a selec-
tively secure puncturable PRF, Itr is an iterator satisfying Definitions U and IO, Acc is an accumulator
satisfying Definitions C3, T8, L1 and T8, S is a splittable signature scheme satisfying security Definitions
0, €32, C3 and T4, SSB is a somewhere statistically binding scheme satisfying Definition BT, the above
scheme is a secure succinct partial randomized encoding scheme satisfying Definition [Z.

The security proof is included in Appendix O (we include the full proof for completeness, the majority
of which is borrowed from [KTWTH]).
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Program Prog-sim

Constants: Tape movement functions tmf,tmf,,,, Time bound t* € N, Output res, Public parameters
for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, K4 € K, SSB Hash
function H,ux and hash value haux.

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym

aux?

encrypted state ct in, accumulator value wi, € {0, l}é’*cc7 Iterator value vin, signature oin, accumulator proof
7, SSB proof mau, auxiliary value sym,,.

1.
2.
3.

Let pos;, = tmf(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmf(t).
If t > t*, output L.

Verifications
(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos,,,, ) = 0 or f-w > ¢, output L.
(b) If SSB.Verify(Haux, Raux, POS,yys SYM,ue, Taux) = 0, output L.

)
)
(c) Let F(Ka,t—1)=rs.4. Compute (SKa, VK4, VK4 rj) = Spl.Setup(1*;rs 4).
(d) Let min = (in, Ctst,in, Win, POS;y, ) If Spl.Verify(VK 4, min, oin) = 0 output L.

Simulated Output
(a) If t =t*, output res.

(b) Compute (re1,7t2,703) = F(Kg,t), sk = SKESetup(1*;711), Cctymont =
SKE.Enc(sk’, erase; 74,2) and ctetour = SKE.Enc(sk’, erase®t; 1y 3).

Update accumulator, iterator and compute new signature

(a) Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If weuy = Reject, output L.
(b) Compute vour = ltr.Iterate(Pir, vin, (Ctst,in, Win, POS;y,))-

(c) Let F(Ka,t) =7 4. Compute (SKl, VK/y, VK4 ) < Spl.Setup(1*; 7% 4).

(d) Let Mout = (Uouthst,outy Wout, Posout) and Oout — Sp|5|gn(SKi47 mout)-

. OUtPUt POS;,,; Ctsym,out; Ctst,out; Wout s Vouts Tout -

Figure 13: Program Prog-sim
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A Secure Multiparty Computation in the Random Oracle Model

Parts of this section have been taken from [Gol04], with modifications for the random oracle model using
[LinT7, WeeOd, Niel?] as references.

A multi-party protocol is cast by specifying a random process that maps pairs of inputs to pairs of outputs
(one for each party). We refer to such a process as a functionality. The security of a protocol is defined
with respect to a functionality f. In particular, let n denote the number of parties. A non-reactive n-party
functionality f is a (possibly randomized) mapping of n inputs to n outputs. A multiparty protocol in the
programmable random oracle model with security parameter A\ for computing a non-reactive functionality f
is a protocol running in time poly(A) where there are parties Py, ..., P, with inputs (z1,...,z,) respectively,
and additionally there is one other party RO which implements a random oracle functionality and which
any party can query. It satisfies the following correctness requirement: if all run an honest execution of
the protocol, then the joint distribution of the outputs y1,...,y, of the parties is statistically close to
f(xl, . ,J)n).

A reactive functionality f is a sequence of non-reactive functionalities f = (f1,..., fr) computed in a
stateful fashion in a series of phases. Let z] denote the input of P; in phase j, and let s/ denote the state
of the computation after phase j. Computation of f proceeds by setting ,50 equal to the empty string and
then computing (y1,...,vy%,s7) « f;(s?= 1, 2], ..., 2%) for j € [¢], where y! denotes the output of P; at the
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end of phase j. A multi-party protocol computing f also runs in ¢ phases, at the beginning of which each
party holds an input and at the end of which each party obtains an output. (Note that parties may wait to
decide on their phase-j input until the beginning of that phase.) Parties maintain state throughout the entire
execution. The correctness requirement is that, in an honest execution of the protocol, the joint distribution
of all the outputs {y7,... ,yfl}gzl of all the phases is statistically close to the joint distribution of all the
outputs of all the phases in a computation of f on the same inputs used by the parties.

Defining Security. The security of a protocol (with respect to a functionality f) is defined by comparing
the real-world execution of the protocol with an ideal-world evaluation of f by a trusted party. More
concretely, it is required that for every adversary A, which attacks the real execution of the protocol, there
exists an adversary Sim, also referred to as a simulator, which can achieve the same effect in the ideal-world.
Since we are in the programmable random oracle model, in the ideal world we allow the simulator to answer
oracle queries however it chooses. Let’s denote x = (z1,...,Z,).

The real execution In the real execution of the n-party protocol 7 for computing f is executed in the
presence of an adversary A. The honest parties follow the instructions of w. The adversary A takes as input
the security parameter k, the set I C [n] of corrupted parties and the inputs of the corrupted parties. A
sends all messages in place of corrupted parties and may follow an arbitrary polynomial-time strategy. The
adversary and all other parties can interact with the random oracle RO.

The interaction of A with a protocol m defines a random variable REAL, 4ro ;(k,x) whose value is
determined by the coin tosses of the adversary and the honest parties. This random variable contains the
output of the adversary (which may be an arbitrary function of its view) as well as the outputs of the honest
parties. We let REAL, 4ro ; denote the distribution ensemble {REAL, 4ro r(k,X)}ren,(x,z)ef0,1}+-

The ideal execution . An ideal execution for a function f proceeds as follows, with an adversary Sim
which attempts to mimic the behavior of A. Note that in the ideal execution, there is no explicit random
oracle and instead, Sim can internally emulate all queries made to the random oracle.

e Send inputs to the trusted party: The parties send their inputs to the trusted party, and we let
x} denote the value sent by P;.

e Trusted party sends output to the adversary: The trusted party computes f(zf,...,al) =
(y1,...,yn) and sends {y; }ics to the adversary Sim.

e Adversary instructs trusted party to abort or continue: This is formalized by having the
adversary send either a continue or abort message to the trusted party. In the latter case, the trusted
party sends to each uncorrupted party P; its output value y;. In the former case, the trusted party
sends the special symbol | to each uncorrupted party.

e Outputs: Sim outputs an arbitrary function of its view, and the honest parties output the values
obtained from the trusted party.

The interaction of Sim with the trusted party defines a random variable IDEALf sim(k,x) as above,
and we let IDEALy, sin = {IDEALy, sim 1(k,X)}ren,(x)efo,13+ Where the subscript ” L” indicates that the
adversary can abort computation of f. We emphasize that the exclusion of the random oracle in the ideal
world is intentional; adding it would give Sim no extra power.

Having defined the real and the ideal worlds, we now proceed to define our notion of security.

Definition A.1. Let k be the security parameter. Let f be an n-party randomized functionality, and
be an n-party protocol for n € N. We say 7 t-securely computes f with abort in the presence of malicious
adversaries if for every PPT adversary A there exists a polynomial time adversary Sim such that for any
I C [n] with |I| <t and any PPT distinguisher D the following quantity is negligible:

|Pr[D(REAL ro a0 1 (k,x)) = 1] — Pr[D(IDEAL;, sim(k,x)) = 1]].
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Note that since we are in the programmable random oracle model where the distinguisher D doesn’t get
access to the random oracle.

B Further Preliminaries

B.1 Puncturable Pseudorandom Functions

We use the definition of puncturable PRFs given in [SWT4], given as follows.
A puncturable family of PRFs F' is given by a triple of turing machines PPRF.KeyGen, PPRF.Puncture,
and F, and a pair of computable functions n() and m(), satisfying the following conditions:

e Functionality preserved under puncturing: For every PPT adversary A such that A(1*) outputs
aset S C {0,1}"™) then for all z € {0,1}*™) where = ¢ S, we have that:

A
Pr {F(K,x) — F(Kg,7) | K < PPRF.KeyGen(1%), | ] 1

Kgs < PPRF.Puncture(K, S

e Pseudorandom at punctured points: For every PPT adversary (A;, As) such that A;(1*) outputs
aset S C {0,1}™N and state o, consider an experiment where K < PPRF.KeyGen(1*) and Kg <
PPRF.Puncture(XK, S). Then we have

|Pr [A2(0, Ks, S, F(K, 8)) = 1] = Pr [A2(0, K5, 5,U,,, 1)) = 1]| = negl(})

where F(K,S) denotes the concatenation of F'(K,z) for all x € S in lexicographic order and U,
denotes the uniform distribution over ¢ bits.

B.2 Somewhere Statistically Binding Hash

parameterized by polynomials g, £hash, fopen, consists of algorithms Gen-Enf, Open, Verify with the following
syntax.

Gen-Enf(1*, L,i): The setup algorithm takes as input security parameter A (in unary), input length L (in
binary) and index i € {1,..., L} (in binary). It outputs a polynomial time hash function H : {0, 1}* —
{0, 1}*nesn whose description is at most £g, (\) bits long.

Open(H, z, j): The opening algorithm takes as input the description of a hash function H, string x € {0, 1}
and an index j € {1,...,L}. It outputs an opening 7 € {0, 1}%open.

Verify(H, h, j, u, 7): The verification algorithm takes as input a hash function H, a hash value h € {0, 1}/nash
index j € {1,..., L}, bit u € {0,1} and a proof 7 € {0, 1}¢eren. It outputs 0/1.

Definition B.1. An SSB hash scheme SSB = (Gen, Open, Verify), parameterized by g, fhash; fopen, is said
to be secure if it satisfies the following correctness, statistically binding and index hiding properties:

e Correctness: Forall A € N, L < 2* indicesi,j € {1,..., L}, string x € {0,1}L,if H < Gen-Enf(1*, L, 1)
and m < Open(H, z,j), then Verify(H, H(z), j, z[j],7) = 1.

e Somewhere Statistically Binding Property: For any security parameter A € N, L < 2*, index i €
{1,..., L}, there does not exist hash value h, distinct values u # «' and openings m, 7’ such that
Verify(H, h, i, u, ) = Verify(H, h,i,u’, 7).

e Index Hiding Property: For every PPT algorithm A = (A;, As), there exists a negligible function
negl(+) such that for all A € N, Pr[l < Expt-SSBssg_a()\)] < 1/2 + negl()\), where Expt-SSB is defined
in Figure [4.
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Experiment Expt-SSBssg, 4()\)

o (L, ig,i1,0) + Ai1(1*). If L > 2*, experiment outputs a uniformly random bit.
o b+ {0,1}, H < Gen-Enf(1*, L, ).
o b+ Ax(H,o). If b=1b', experiment outputs 1.

Figure 14: Index Hiding Experiment for SSB Hash

B.3 Indistinguishability Obfuscation for Circuits

Let C be a class of boolean circuits. An obfuscation scheme for C consists of two algorithms Ckt.Obf, Ckt.Eval
with the following syntax.

Ckt.Obf(C € C,1*): The obfuscation algorithm is a PPT algorithm that takes as input a circuit C' € C,
security parameter A (in unary). It outputs an obfuscated circuit C.

th.EvaI(a‘, x): The evaluation algorithm is a PPT algorithm takes as input an obfuscated circuit 5, an
input « € {0,1}*, and outputs y € {0,1, L}.

Definition B.2. An obfuscation scheme O = (Ckt.Obf, Ckt.Eval) is said to be a secure indistingushability
obfuscator for C if it satisfies the following correctness and security properties:

e Correctness: For every security parameter A € N, input length n € N, circuit C' € C that takes n bit
inputs, input = € {0,1}", Ckt.Eval(Ckt.Obf(C,1%),x) = C(x).

e Security: For every PPT adversary A = (A1, Ay), there exists a negligible function negl(:) such that
for all security parameters A € N, Pr[l - Expt-iO-cktp _4(A)] — 1/2 < negl(A), where Expt-iO-ckt is
defined in Figure [3.

Experiment Expt-iO-ckto, 4(X)

— (Co,C1,0) + Al(l)\)

— If |Cy| # |Ci|, or if either Cy or C; have different input lengths, then the experiment outputs a
uniformly random bit.

Else, let n denote the input lengths of Co, Ci. If there exists an input z € {0,1}" such that Co(z) #
C1(z), then the experiment outputs a uniformly random bit.

— b+ {0,1}, C + Ckt.Obf(Cs, 1*).
— b As(0,C).
— Experiment outputs 1 if b = ¥’, else it outputs 0.

Figure 15: Security Experiment for Indistinguishability Obfuscation

B.4 Succinct Randomized Encodings

The notion of succinct randomized encodings was introduced by the works of [BGLF15, KLWTH, CHIVIS).
In a randomized encoding scheme, we have an encoding algorithm and a decoding algorithm. The encoding
algorithm takes as input a Turing machine M, an input x and outputs an encoding of (M, z). The decoding
algorithm can use this encoding to compute M (z). Here, it is important that the time to encode only
depends on the size of M, x and the security parameter. In particular, it must be independent of the running
time of M on input z. In addition to the encoding algorithms being succinct, we will also require a succinct
stmulator. While the previous works did not require this property, the construction of [KLWTH] satisfies this
property.

Let M be a family of oblivious boolean Turing machines. A randomized encoding scheme for M consists
of algorithms Encode and Decode with the following syntax.
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Encode((M,tmf(+)),z,T,1*): The encoding algorithm is a PPT algorithm that takes as input an oblivious
Turing machine M with tape movement function tmf(-), input z, security parameter A (in unary) and
time bound 7' < 2* (in binary). It outputs an encoding M, of size poly(|M]|,|z|,log T, \).

Decode(]\A/I;): The decoding algorithm takes as input an encoding M, and outputs y € {0,1, L}.

Definition B.3. Let M be a family of Turing machines. A randomized encoding scheme SRE =
(Encode, Decode) is said to be a succinct randomized encoding scheme if it satisfies the following correctness,
efficiency and security properties.

e Correctness: For every machine M € M with tape movement function tmf(-), input x € {0,1}*,
security parameter A and T,

Decode(Encode((M, tmf(-)),z,T,1*)) = TM(M, z,T).

o Efficiency: There exist polynomials p; and ps such that for every machine M € M, z € {0,1}*, T € N
and A € N, the time to encode M, ¢ Encode((M,tmf(-)),x,T,1%) is bounded by pi(M,z,logT,\),
and the time to decode M, is bounded by min(Time(M,x),T) - p2(A,log T).

e Security: For every PPT adversary A = (A1, Ay), there exists a PPT simulator S such that
for all PPT distinguishers D, there exists a negligible function negl(-) such that for all A € N,
Pr[l « D(Expt-SRE-Realsgre, 4 (N))] — Pr[l < D(Expt-SRE-ldealsre _4,5(\))] < negl()), where Expt-SRE-Real and
Expt-SRE-Ideal are defined in Figure M@. Moreover, the running time of S is bounded by some
polynomial ps(|M|, |z1|,log T, \).

Experiments Expt-SRE-Realocre, 4(A) and Expt-SRE-ldealocre, 4,5 ()

Expt-SRE-Realsre, 4 (A): Expt-SRE-Idealsgg, 4,5 (N):
- (M tmf()), 2, T, 0) + A1 (1*).® - (M, tmf(), z, T, 0) « A1 (1*). ®
- M « Encode((M,tmf(-))z, T, 1*). - Let t* = min(T, Time(M, z)) and b* = TM(M, z,T).

- Experiment outputs AQ(M7 o). - M <+ 5(1|M‘7 1|m|vt*7 b, tmf(-), 1>\)-!

o - Experiment outputs As(M, o).
The adversary A1 outputs an oblivious Turing machine M with
tape movement function tmf(-).

%The adversary A1 outputs an oblivious Turing machine M with tape move-
ment function tmf(-).
Note that since S is a polynomial time simulator, the running time of S is
polynomial in |[M]|, |z|, A, log T.

Figure 16: Simulation Security Experiments for randomized encodings

C Primitives from [KLWT5|

C.1 Notations

For our partial randomized encoding scheme, we will use the following notations/conventions for Turing
machines. We will assume the Turing machine has a worktape and an ‘auxiliary-input’ tape. Both these
tapes have a header, which is initially positioned at index 0 and moves left/right (denoted by —1/ 4 1
respectively). The transition function ¢ takes as input the current state, symbol located at the head positions
of the tape and aux-tape respectively, and outputs the new state, the new symbol to be written on tape (at
the head position), and the movement for the tape header and aux-tape header respectively. More formally,
it is defined as follows.
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Turing machines A Turing machine is a 7-tuple M = (Q, Xtape; Zinp; 9, 40, Gaces ¢rej) With the following
semantics:

- @ is the set of states with start state go, accept state gacc and reject state gye;.
- Yinp is the set of inputs symbols

- Ytape is the set of tape symbols. We will assume Y., C Xiape and there is a special blank symbol
‘e Ztape \ Einp-

-0 Q X Ziape X Linp = Q X Liape X {+1, —1} x {41, —1} is the transition function.

We will assume the computation begins with the work-tape containing the actual input z, the aux-tape
contains the auxiliary input xs, both heads positioned at index 0, and the starting state being ¢y. The
computation ends when the state reaches either gacc or grej. If it reaches gacc, then the machine M accepts
(2, Zaux), and if it reaches grej, it rejects (z, Taux).

C.2 iO-Compatible Primitives

In this section, we will define extensions of some cryptographic primitives that makes them ‘compatible’ with
indistinguishability obfuscation. Here, we define the syntax and security notions for these primitives. Their
constructions can be found in [KLWTH)].

C.2.1 Splittable Signatures

A splittable signature scheme is a normal signature scheme, augmented by some additional algorithms that
produce alternative signing and verification keys with differing capabilities. More precisely, there will be ‘all
but one’ keys that work correctly except for a single message m*, and there will be ‘one’ keys that work
only for m*. There will also be a reject-verification key that always outputs reject when used to verify a
signature.

Syntax A splittable signature scheme S for message space M consists of the following algorithms:

Spl.Setup(1*) The setup algorithm is a randomized algorithm that takes as input the security parameter A
and outputs a signing key SK, verification key VK and reject-verification key VK.

Spl.Sign(SK, m) The signing algorithm is a deterministic algorithm that takes as input a signing key SK and
a message m € M. It outputs a signature o.

Spl.Verify(VK, m, o) The verification algorithm is a deterministic algorithm that takes as input a verification
key VK, signature o and a message m. It outputs either 0 or 1.

Spl.Split(SK, m*) The splitting algorithm is randomized. It takes as input a secret key SK and a message
m* € M. Tt outputs a signature oone = Spl.Sign(SK, m*), a one-message verification key VKqpe, an
all-but-one signing key SK,1,, and an all-but-one verification key VK,p,-

Spl.Sign-abo(SKapo, m) The all-but-one signing algorithm is deterministic. It takes as input an all-but-one
signing key SK,p, and a message m, and outputs a signature o.

Correctness Let m* € M be any message. Let (SK, VK, VK,¢j) < Spl.Setup(1*) and (Gone; VKone, SKabo, VKabo)
Spl.Split(SK, m*). Then, we require the following correctness properties:

1. For all m € M, Spl.Verify(VK, m, Spl.Sign(SK, m)) = 1.
2. For all m € M, m # m*, Spl.Sign(SK, m) = Spl.Sign-abo(SK,p,, m).
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3. For all o, Spl.Verify(VKqne, m*, o) = Spl.Verify(VK, m*, o).

4. For all m # m* and o, Spl.Verify(VK, m, o) = Spl.Verify(VKapo, m, o).

5. For all m # m* and o, Spl.Verify(VKope, m, o) = 0.

6. For all o, Spl.Verify(VKapo, m*,0) = 0.

7. For all o and all m € M, Spl.Verify(VK,j, m,0) = 0.
Security We will now define the security notions for splittable signature schemes. Each security notion is
defined in terms of a security game between a challenger and an adversary A.
Definition C.1 (VK,; indistinguishability). A splittable signature scheme S is said to be VK, indistin-
guishable if any PPT adversary A has negligible advantage in the following security game:

Exp-VK,(1*, S, A):

1. Challenger computes (SK, VK, VK,¢j) < Spl.Setup(1*) .Next, it chooses b < {0,1}. If b = 0, it sends
VK to A. Else, it sends VK,;.
2. A sends its guess b'.

A wins if b =1,

We note that in the game above, A never receives any signatures and has no ability to produce them.
This is why the difference between VK and VK, cannot be tested.

Definition C.2 (VK indistinguishability). A splittable signature scheme S is said to be VKgpe indistin-
guishable if any PPT adversary A has negligible advantage in the following security game:

Exp-VKone(1%, S, A):

1. A sends a message m* € M.

2. Challenger computes (SK, VK, VK,) < Spl.Setup(1?). Next, it computes (0one; VKone, SKabo,
VKabo) < Spl.Split(SK, m*). It chooses b + {0,1}. If b =0, it sends (oone; VKone) to A. Else, it sends
(0one;s VK) to A.

3. A sends its guess b'.

A wins if b =b'.

We note that in the game above, A only receives the signature oone on m*, on which VK and VK.
behave identically.

Definition C.3 (VK.,,, indistinguishability). A splittable signature scheme S is said to be VKgp,
indistinguishable if any PPT adversary A has negligible advantage in the following security game:

Exp-VKapo (11, S, A):

1. A sends a message m* € M.

2. Challenger computes (SK, VK, VK,) < Spl.Setup(1?). Next, it computes (0one; VKone, SKabo,
VKabo) < Spl.Split(SK, m*). It chooses b « {0,1}. If b = 0, it sends (SKapo, VKabo) to A. Else, it
sends (SKapo, VK) to A.

3. A sends its guess b'.

A wins if b=10'.
We note that in the game above, 4 does not receive or have the ability to create a signature on m*. For

all signatures A can create by signing with SK,po, VKabo and VK will behave identically.
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Definition C.4 (Splitting indistinguishability). A splittable signature scheme S is said to be splitting
indistinguishable if any PPT adversary A has negligible advantage in the following security game:

Exp-Spl(1*, S, A):

1.
2.

3.

A sends a message m* € M.

Challenger computes (SK, VK, VK,) < Spl.Setup(1*), (SK', VK', VKy;) « Spl.Setup(1*). Next,
it computes (oone, VKone, SKabo, VKabo) < Spl.Split(SK,m*), (0l,e, VK e, SKipo, VKin,) <
Spl.Split(SK’',m*). . Tt chooses b < {0,1}. If b = 0, it sends (oone, VKone, SKabo, VKabo) to A.
Else, it sends (02,,¢, VKJ e, SKabo, VKabo) to A.

A sends its guess b'.

A wins if b= b,

In the game above, A is either given a system of ogne, VKone, SKabo, VKabo generated together by one
call of Spl.Setup or a “split” system of (o7, VK. ..., SKabo, VKabo) where the all but one keys are generated
separately from the signature and key for the one message m*. Since the correctness conditions do not link
the behaviors for the all but one keys and the one message values, this split generation is not detectable by
testing verification for the 0., that A receives or for any signatures that A creates honestly by signing with
SI<abo~

C.2.2 Positional Accumulators

A positional accumulator for message space M consists of the following algorithms.

Acc.Setup(1*,T) — (P, accy, STORE) The setup algorithm takes as input a security parameter A in
unary and an integer 7' in binary representing the maximum number of values that can stored. It
outputs public parameters P, an initial accumulator value accy, and an initial storage value STORE.

Acc.Setup-Enforce-Read(1*, T', (my, INDEX}), . . ., (my, INDEX ), INDEX*) — (P, acco, STOREg):  The
setup enforce read algorithm takes as input a security parameter A in unary, an integer T in binary
representing the maximum number of values that can be stored, and a sequence of symbol, index
pairs, where each index is between 0 and T'— 1, and an additional INDEX* also between 0 and T'— 1. It
outputs public parameters P, an initial accumulator value accg, and an initial storage value STOREy.

Acc.Setup-Enforce-Write(1*, T, (my, INDEX} ), . . ., (my, INDEXy)) — (P, accy, STOREg): The setup en-
force write algorithm takes as input a security parameter X\ in unary, an integer 7" in binary representing
the maximum number of values that can be stored, and a sequence of symbol, index pairs, where each
index is between 0 and T'— 1. It outputs public parameters P, an initial accumulator value accy, and
an initial storage value STORE.

Acc.Prep-Read(P, STORE;,,, INDEX) — (m,7): The prep-read algorithm takes as input the public pa-
rameters P, a storage value STORE;,, and an index between 0 and T — 1. It outputs a symbol m (that
can be €) and a value 7.

Acc.Prep-Write(P, STORE;;,, INDEX) — aux: The prep-write algorithm takes as input the public param-
eters P, a storage value STORE;,, and an index between 0 and 7' — 1. It outputs an auxiliary value
aux.

Acc.Verify-Read (P, acc;y, Myead, INDEX, ) — {True, False}: The verify-read algorithm takes as input
the public parameters P, an accumulator value acc;,, a symbol, m,¢.q, an index between 0 and 7' — 1,
and a value m. It outputs True or False.
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e Acc.Write-Store(P, STORE;,,, INDEX, m) — STORE,,;: The write-store algorithm takes in the public
parameters, a storage value STORE;,, an index between 0 and T — 1, and a symbol m. It outputs a
storage value STORE ;-

e Update(P, acc;y,, Muyrite, INDEX, au) — acCyyt Or Reject: The update algorithm takes in the public
parameters P, an accumulator value acc;,, a symbol m,, e, and index between 0 and 7" — 1, and an
auxiliary value aux. It outputs an accumulator value acc,,; or Reject.

In general we will think of the Acc.Setup algorithm as being randomized and the other algorithms as
being deterministic. However, one could consider non-deterministic variants.

Correctness We consider any sequence (mj,INDEXj),..., (mg,INDEXg) of symbols mq,...,m; and
indices INDEXy, ..., INDEX; each between 0 and T — 1. We fix any P,accy, STOREy < Acc.Setup(1*,T).
For j from 1 to k, we define STORE; iteratively as STORE; := Acc.Write-Store(P, STORE;_1, INDEX;, m;).
We similarly define auz; and acc; iteratively as aux; := Acc.Prep-Write(P,STORE,_1,INDEX,) and

acc; = Update(P,acc;_1,m;, INDEX;, auz;). Note that the algorithms other than Acc.Setup are determin-
istic, so these definitions fix precise values, not random values (conditioned on the fixed starting values
P, accp, STOREy).

We require the following correctness properties:

1. For every INDEX between 0 and T — 1, Acc.Prep-Read(P, STORE, INDEX) returns m;, 7, where ¢ is the
largest value in [k] such that INDEX,; = INDEX. If no such value exists, then m; = e.

2. For any INDEX, let (m, 7) < Acc.Prep-Read(P, STORE, INDEX). Then Acc.Verify-Read(P, accy, m, INDEX, 71) =
True.

Remarks on Efficiency In our construction, all algorithms will run in time polynomial in their input
sizes. More precisely, Acc.Setup will be polynomial in A and log(T"). Also, accumulator and 7 values should
have size polynomial in A and log(T"), so Acc.Verify-Read and Update will also run in time polynomial in A
and log(T). Storage values will have size polynomial in the number of values stored so far. Acc.Write-Store,
Acc.Prep-Read, and Acc.Prep-Write will run in time polynomial in A and 7.

Security Let Acc = (Acc.Setup, Acc.Setup-Enforce-Read, Acc.Setup-Enforce-Write, Acc.Prep-Read,
Acc.Prep-Write, Acc.Verify-Read, Acc.Write-Store, Update) be a positional accumulator for symbol set M.
We require Acc to satisfy the following notions of security.

Definition C.5 (Indistinguishability of Read Setup). A positional accumulator Acc is said to satisty indistin-
guishability of read setup if any PPT adversary .A’s advantage in the security game Exp-Setup-Acc(1*, Acc, A)
is at most negligible in A, where Exp-Setup-Acc is defined as follows.

Exp-Setup-Acc(1*, Acc, A)

1. Adversary chooses a bound 7' € ©(2*) and sends it to challenger.

2. A sends k messages my, ..., mi € M and k indices INDEXq, ...
indexAy, € {0,...,T — 1} to the challenger.

3. The challenger chooses a bit b. If b = 0, the challenger outputs (P,accy, STOREq) < Acc.Setup(1*, 7).
Else, it outputs (P,acco, STOREg) < Acc.Setup-Enforce-Read(1*, T, (my, INDEX} ), . . ., (my, INDEX},)).

4. A sends a bit b'.

3

A wins the security game if b = b'.

Definition C.6 (Indistinguishability of Write Setup). A positional accumulator Acc is said to sat-
isfy indistinguishability of write setup if any PPT adversary A’s advantage in the security game
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Exp-Setup-Acc(1*, Acc, A) is at most negligible in A, where Exp-Setup-Acc is defined as follows.

Exp-Setup-Acc(1*, Acc, A)

1. Adversary chooses a bound 7' € ©(2*) and sends it to challenger.
2. A sends k messages my, ..., mi € M and k indices INDEXj, ...,
indexAy, € {0,...,T — 1} to the challenger.
3. The challenger chooses a bit b. If b = 0, the challenger outputs (P,accy, STOREq) < Acc.Setup(1*, 7).
Else, it outputs (P,acco, STOREg) < Acc.Setup-Enforce-Write(1*, T, (my, INDEX} ), . . ., (my, INDEX},)).
4. A sends a bit b'.

A wins the security game if b = b'.

Definition C.7 (Read Enforcing). Consider any A € N, T € ©(2*), m1, ..., mj € M, INDEXy, ..., INDEXy €
{0,...,T — 1} and any INDEX* € {0,...,T —1}.

Let (P,acco, STORE() <+ Acc.Setup-Enforce-Read(1*, T, (m1, INDEX1), ..., (my, INDEXy), INDEX*). For j
from 1 to k, we define STORE; iteratively as STORE; := Acc.Write-Store(P, STORE;_1,INDEX;,m;). We
similarly define auz; and acc; iteratively as aux; := Acc.Prep-Write(P,STORE;_1,INDEX;) and acc; :=
Update(P, accj_1, m;, INDEX;, auz;). Acc is said to be read enforcing if Acc.Verify-Read(P, accy, m, INDEX*,
) = True, then either INDEX* ¢ {INDEXy, ..., INDEX;} and m = ¢, or m = m, for the largest i € [k] such
that INDEX; = INDEX*. Note that this is an information-theoretic property: we are requiring that for all
other symobls m, values of 7 that would cause Acc.Verify-Read to output True at INDEX* do no exist.

Definition C.8 (Write Enforcing). Consider any A € N, T € ©(2*), my,...,mj € M, INDEXy,...,INDEX} €
{0,...,T — 1}. Let (P,accy,STOREg) < Acc.Setup-Enforce-Write(1*, T, (my,INDEX}), ..., (my, INDEXy)).
For j from 1 to k, we define STORE; iteratively as STORE; := Acc.Write-Store(P, STORE;_1, INDEX;, m;).
We similarly define aux; and acc; iteratively as aux; := Acc.Prep-Write(P, STORE,;_1,INDEX;) and acc; :=
Update(P,accj_1,m;, INDEX;, auz;). Accis said to be write enforcing if Update(P, accy_1, my, INDEXy, aux) =
acCyyt # Reject, for any aux, then acc,,; = accg. Note that this is an information-theoretic property: we
are requiring that an auzx value producing an accumulated value other than acc; or Reject does not exist.

C.2.3 [Iterators

In this section, we define the notion of cryptographic iterators. A cryptographic iterator essentially consists
of a small state that is updated in an iterative fashion as messages are received. An update to apply a new
message given current state is performed via some public parameters.

Since states will remain relatively small regardless of the number of messages that have been iteratively
applied, there will in general be many sequences of messages that can lead to the same state. However, our
security requirement will capture that the normal public parameters are computationally indistinguishable
from specially constructed “enforcing” parameters that ensure that a particular single state can be only be
obtained as an output as an update to precisely one other state, message pair. Note that this enforcement
is a very localized property to a particular state, and hence can be achieved information-theoretically when
we fix ahead of time where exactly we want this enforcement to be.

Syntax Let ¢ be any polynomial. An iterator Z with message space My = {0,1}¥}) and state space Sy
consists of three algorithms - Itr.Setup, Itr.Setup-Enforce and ltr.Iterate defined below.

ltr.Setup(1*, T') The setup algorithm takes as input the security parameter A (in unary), and an integer
bound T (in binary) on the number of iterations. It outputs public parameters P and an initial state

v € Sx.
Itr.Setup-Enforce(1*, 7, m = (my,...,mz)) The enforced setup algorithm takes as input the security pa-
rameter A (in unary), an integer bound 7' (in binary) and k messages (mq,...,my), where each

m; € {0, 1}€()‘) and k is some polynomial in A. It outputs public parameters P and a state vy € S.
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Itr.Iterate(P, vin,m) The iterate algorithm takes as input the public parameters P, a state vj,, and a message
m € {0,1}*N . Tt outputs a state vou € Sh.

For simplicity of notation, we will drop the dependence of ¢ on A. Also, for any integer k < T,
we will use the notation Itr.Iteratek(P,vo,(ml,...,mk)) to denote ltr.lterate(P,vx_1,mg), where
v; = ltr.lterate(P,v;_1,m;) forall 1 < j <k —1.

Security Let Z = (Itr.Setup, Itr.Setup-Enforce, Itr.Iterate) be an interator with message space {0,1}* and
state space Sx. We require the following notions of security.

Definition C.9 (Indistinguishability of Setup). An iterator Z is said to satisfy indistinguishability of Setup
phase if any PPT adversary A’s advantage in the security game Exp-Setup-Itr(1*,Z, A) at most is negligible
in A, where Exp-Setup-Itr is defined as follows.

Exp-Setup-ltr(1*,Z, A)
1. The adversary A chooses a bound T' € ©(2*) and sends it to challenger.
. A sends k messages m1,...,my € {0,1}¢ to the challenger.
3. The challenger chooses a bit b. If b = 0, the challenger outputs (P,vg) « ltr.Setup(1*,T). Else, it
outputs (P, vg) < ltr.Setup-Enforce(1*, T, 1%, m = (m1,...,mz)).
4. A sends a bit V'.
A wins the security game if b = b'.

Definition C.10 (Enforcing). Consider any A € N, T € ©(2*), k < T and myq,...,my, € {0,1}*. Let
(P,vg) « Itr.Setup-Enforce(1*, T, m = (my, ..., my)) and v; = ltr.lterate’ (P, vg, (m1,...,m;)) forall 1 < j <
k. Then, Z = (ltr.Setup, Itr.Setup-Enforce, Itr.Iterate) is said to be enforcing if

N

v = ltr.lterate(P, v, m’) = (v',m’) = (vg—_1,mx).

Note that this is an information-theoretic property.

D Proof of Simulation Security for Succinct Partial Randomized
Encodings

Proof of Theorem B : We will prove this theorem via a sequence of hybrid experiments. First, let us
consider the top-level hybrid experiments.

Hyb, This hybrid corresponds to the real world security experiment. The challenger honestly chooses
(Haux, haux) < Preprocess(1*, z3), computes Enc < Encode(1*, M, T, z, (H,ux, haux)). It sends Enc to A and
A outputs its view «.

Hyb, Let ¢* = min(7T, Time (M, (z,z2))) and b* = TM (M, (x, 22),T). In this hybrid, the challenger outputs
an obfuscation of Prog-1{t*, K4, Kg,b*}™ (defined in Figure [7) as part of the encoding. This program is
similar to Prog, however, for input ¢ > t*, it outputs L. At ¢t = t*, it outputs b*.

Next, we define a sequence of hybrids Hyb, ; and Hybj ;, where 1 < i < t*. Let erase be a symbol not
present in Yipe. ' '

Hyb,; 1In this hybrid, the challenger outputs an obfuscation of Prog-2-i{i,t*, Kg, Ka,b*} as part of the
encoding. Prog-2-i also rejects on input ¢t > t*, and outputs b* on t* if the signature is the correct one. For
t < i, its input output behavior is similar to that of Prog. However, for ¢ < ¢ < t*, on receiving a valid
signature, it simply outputs encryptions of erase as the encryption of the state and symbol. It accumulates
and iterates accordingly.

17Note that this program has other constants hardwired, which are dropped for simplicity of notations
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Prog-1

Constants: Turing machine M = (Q, Ztape, 0, G0, Gace, Grej, tmf1, tmfz), time bound T, Public parameters
for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, K4 € K, SSB Hash
function Haux and hash value hayx, 0™, t".

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym,,,
encrypted state cte in, accumulator value win € {0, 1}ZA°°, Iterator value vin, signature oin, accumulator proof
m, SSB proof mau, auxiliary value sym, .
1. Let pos;, = tmfwi(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfyik(t).
2. If t > t*, output L.

3. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, ) = 0 or f-w > ¢, output L.

(b) If SSB.Verify(Haux, haux; POS, s SYM,,, Taux) = 0, output L.
(c) Let F(Ka,t—1)=rs.4. Compute (SKa, VK4, VK4 ) = Spl.Setup(1*; s 4).
(d) Let min = (Vin, Ctst,in, Win, POS;, ). If Spl.Verify(VK 4, min, oin) = 0 output L.

4. Computing next state and symbol (encrypted)

(a) If t =¢*, output b™.
(b) Let (rew,1,7e-w,2,Te-w,3) = F(Kg,l-w), skew = SKE.Setup(l/\; Tew,a1), Sym =
SKE.Dec(sk¢-w, Ctsym,in)-

(¢) Let (re—1,1,7¢—1,2,7¢—1,3) = F(Kg,t — 1), sk = SKE.Setup(l)‘7 r¢—1,1), st = SKE.Dec(skst, Ctet,in)-
(d) Let (st’,sym’, ) = (st,sym,sym_,.).

) If stout = grej output 0. Else if stout = gace output 1.

) Compute (r¢,1,7¢,2,7,3) = F(KE,t), sk’ = SKE.Setup(1*; 7} 1), Cteym,out = SKE.Enc(sk’, sym’; r¢,2)
and cte,out = SKE.Enc(sk’,st’; s 3).

5. Update accumulator, iterator and compute new signature

(a) Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,,, acc-aux). If wous = Reject, output L.
(b) Compute vour = Itr.Iterate(Pir, vin, (Ctst,in, Win, POS;y ))-

(c) Let F(Ka,t) =7 4. Compute (SK’, VK'y, VK/s ) < Spl.Setup(1*;7% 4).

(d) Let mout = (Vout, Ctst,out, Wout, POSy,;) and cout = Spl.Sign(SK'y, mout)-

6. OutPU»t pPos;,,, <:tsym,ouh Ctst,out, Wout , Vouts Tout -

Figure 17: Prog-1

Hyb'Q,i In this hybrid, the challenger runs M for ¢ — 1 steps and computes the state st* and symbol sym*
written at (i —1)*" step. Next, it computes (r;_1,1,7i-12,7i-13) = F(Kg,i—1), sk = SKE.Setup(1*; 7;_1 1),
cty = SKE.Enc(sk,sym*;7;_1 2) and cty = SKE.Enc(sk, st*;r;_1 3). It then computes the obfuscation of W; =
Prog'-2-i{i,t*, K, K a,cty, ctz, b*} (defined in Figure [), which has the ciphertexts ct; and cty hardwired.
On input corresponding to step ¢ — 1, W; checks if the signature is valid, and if so, it outputs ct; and cts
without decrypting.

Hyb; This corresponds to the ideal world. Note that the obfuscated program in the hybrid experiment
Hyb, ; corresponds to the ideal world. The challenger, in this experiment, only requires |M]|, tmf, tmf,,x,
Haux, haux = Haux(x2), t* and res to compute Prog-(1,a), and all these are given as inputs to the simulator.

Analysis Let Adv’ denote the advantage of adversary A in hybrid Hyb,, and Adv:ff the advantage of A
in Hyb/,.

Lemma D.1. Assuming O is a secure indistinguishability obfuscator, F' is a selectively secure puncturable
PRF, Itr is an iterator satisfying Definitions 9 and 10, Acc is an accumulator satisfying Definitions T3,
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Prog-2-i

Constants: Index i, Turing machine M = (Q, iape, 9, G0, acc, Grej, tmf1, tmfz), time bound T, Public
parameters for accumulator Pac, Public parameters for Iterator Py, Puncturable PRF keys Kg, Ka € K,
SSB Hash function Haux and hash value hayx, b*,t".

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym,,,
encrypted state cte in, accumulator value win € {0, 1}ZA°°, Iterator value vin, signature oin, accumulator proof
m, SSB proof mau, auxiliary value sym, .
1. Let pos;, = tmfwi(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfyik(t).
2. If t > t*, output L.

3. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, ) = 0 or f-w > ¢, output L.

(b) If SSB.Verify(Haux, haux; POS, s SYM,,, Taux) = 0, output L.
(c) Let F(Ka,t—1)=rs.4. Compute (SKa, VK4, VK4 ) = Spl.Setup(1*; s 4).
(d) Let min = (Vin, Ctst,in, Win, POS;, ). If Spl.Verify(VK 4, min, oin) = 0 output L.

4. Computing next state and symbol (encrypted)

(a) If t =t*, output b™.

(b) If i < t < t*, compute (r¢1,74,2,743) = F(Kg,t), sk = SKE.Setup(lA:r;J), Ctoym,out =
SKE.Enc(sk’, erase; r¢,2) and ctet,out = SKE.Enc(sk’, erase; ¢ 3).
Else do the following:

i. Let (Tewi,Tewz2 Tews) = F(Kg,l-w), skew = SKE.Setup(1*;7ew,1), sym =
SKE.Dec(sk¢-w, Ctsym,in)-
it. Let (re—1,1,7me—12,7t-13) = F(Kg,t — 1), ske = SKESetup(1*,r4_11), st =

SKE.Dec(skst, Ctst,in)-

iii. Let (st’,sym’, 8) = &(st,sym,sym,_,).

iv. If stout = grej output 0. Else if stout = gacc output 1.

v. Compute (ry1,742,703) = F(Kg,t), sk’ = SKESetup(1*;r},), Cctymout =
SKE.Enc(sk’, sym’; 7 2) and ctst,out = SKE.Enc(sk’,st’; 7 3).

5. Update accumulator, iterator and compute new signature

a) Compute wour = Acc.Update(Pacc, Win, (Ctsym out, t), POS;,, acc-aux). If wous = Reject, output L.
ym, in

(b) Compute vour = Itr.Iterate(Pir, Vin, (Ctst,in, Win, POS;y,))-

(c) Let F(Ka,t) =7 4. Compute (SK%, VK'y, VK/s ) < Spl.Setup(1*; 7% 4).

(d) Let mout = (Vout, Ctst,out, Wout, POSy,;) and cout = Spl.Sign(SK'y, mous)-

6. OUtpU.t POS;,,, Ctsym,out, Ctst,out, Wout, Vouts Tout -

Figure 18: Prog-2-i

B, C7 and 1, S is a splittable signature scheme satisfying security Definitions C, T2, C3 and C4
and SSB is a somewhere statistically binding scheme satisfying Definition B, for any PPT adversary A,
Adv’ — AdvY < negl()).

The proof of this lemma is contained in Section .

Claim D.1. Assuming O is a secure indistinguishability obfuscator, for any adversary A, Adv}4 — Advi"t* <
negl(\).

Proof. We note that the programs Prog-1 and Prog-2-t* are functionally identical. [ |
Lemma D.2. Assuming iO is a secure indistinguishability obfuscator, F' is a selectively secure puncturable

PRF, Itr is an iterator satisfying Definitions £ and 0, Acc is an accumulator satisfying Definitions 3,
[, C and T8, S is a splittable signature scheme satisfying security Definitions T, T2, C3 and 3,
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Prog’-2-i

Constants: Index ¢, Turing machine M = (Q, Xiape, 0, 40, Gacc, grej, tmf1, tmf2), time bound T, Public
parameters for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, Ka € K,
SSB Hash function H,ux and hash value haux, b*,t*, ct1, cto.

Input: Time t € [T], encrypted symbol and last-write time (ctsym,in,¢-w), auxiliary tape symbol sym,,,,
encrypted state ct in, accumulator value wi, € {0, 1}@*“7 Iterator value vin, signature oin, accumulator proof

m, SSB proof T, auxiliary value sym,,.

1. Let pos;, = tmfwk(t — 1), pos,,, = tmfaux(t — 1) and pos_,, = tmfwi(t).
2. If t > t*, output L.

3. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos,,,, ) = 0 or f-w > ¢, output L.
(b) If SSB.Verify(Haux, Raux, POS,yys SYMaye, Taux) = 0, output L.

(c) Let F(Ka,t—1)=rs.4. Compute (SKa, VK4, VK4 rj) = Spl.Setup(1*; s 4).
(d) Let min = (Vin, Ctst,in, Win, POS;y, ) If Spl.Verify(VK 4, min, oin) = 0 output L.

4. Computing next state and symbol (encrypted)

(a) If t =t*, output b*.

(b) If i < t < t*, compute (re1,7¢2,7e3) = F(Kg,t), sk = SKE.Setup(1*;711), Ctymout =
SKE.Enc(sk’, erase; r¢,2) and ctst,ous = SKE.Enc(sk’, erase; 74,3).
Else if t =17 — 1, set cteym,out = ct1 and cts,ous = Cto.
Else do the following:

i Let (Tewi,Tew2 Tews) = F(Kg f-w), skew = SKE.Setup(1*;7ew1), sym =
SKE.Dec(sk¢-w, Ctsym,in)-
ii. Let (Tt—l,l,Tt—l,Q,Tt—1,3) = F(KE,t — 1), skey = SKE.Setup(lA,rt,Ll), st =

SKE.Dec(skst, Ctst,in)-

iii. Let (st’,sym’, 8) = d(st,sym,sym,,,).

iv. If stout = grej output 0. Else if stout = @acc output 1.

v. Compute (r,1,7¢,2,7¢3) = F(Kg,t), sk = SKE.Setup(lk;ré,l)7 Ctoymout =
SKE.Enc(sk’, sym’; 7 2) and ctst,out = SKE.Enc(sk’,st’; 7 3).

5. Update accumulator, iterator and compute new signature

(a) Compute woue = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If wous = Reject, output L.
(b) Compute vour = Itr.Iterate(Pier, vin, (Ctst,in, Win, POS;y,))-
(c) Let F(Ka,t) =7 4. Compute (SK/x, VK/y, VK4 ) < Spl.Setup(1*; 7% 4).

(d) Let mout = (Uouthst,out: Wout, posout) and oous = 5P|5|gn(SKf4, mout)-

n’

6. OUtpUt pos;,,, Ctsym,out, Ctst,out, Wout, Vout, Tout -

Figure 19: Prog’-2-i
and SSB is a somwhere statistically binding scheme satisfying Definition B, for any PPT adversary A,
Advy' — Adv 7 < negl(\).
The proof of this lemma is contained in Section 1.

Lemma D.3. Assuming O is a secure indistinguishability obfuscator, F' is a selectively secure puncturable
PRF, SKE is IND-CPA secure, for any adversary A, Advj’Z - Advi{z_1 < negl(A).

The proof of this lemma is contained in Section [D23.
Lemma D.4. Assuming iO is a secure indistinguishability obfuscator, F' is a selectively secure puncturable

PRF, SKE is IND-CPA secure, for any adversary A4, Advi‘ — Advi{1 < negl(\).

The proof of this lemma is contained in Section D
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D.1 Proof of Lemma D1
Proof Outline We will first define hybrid experiments Hy:, H.,,, and Haport.

Hybrid H;,; In this hybrid, the challenger first receives M, (z1,22) from the adversary. It computes
t* = min(T, Time (M, (z1,x2))), and chooses an SSB hash H,x enforcing at tmf,(t* —2). Next, it computes
haux = Haux(z2) and sets ek = (Hayx, haux)-

It then computes the correct message my~_1 output by Prog at time t* — 1 (here, ‘message’ refers to the
tuple signed by the program Prog. This consists of the iterator value, encryption of state, accumulator value
and position on worktape where the new encrypted symbol is written). Next, it outputs an obfuscation of
Pt = Poi{t*, Kg, Ka, Kg,my«_1} (defined in Figure BO) which has my~_;1 hardwired. It accepts only ‘A’
type signatures. However, at t = t* — 1, it checks if the outgoing message is ms+_1. If so, it outputs an ‘A’
type signature, else it outputs a ‘B’ type signature.

Program P,

Constants: Turing machine M = (Q, Ztape; 9, @0, Gace, Grej, tMfwik, tmfauy), time bound 7', Public parameters
for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, K4 € K, SSB Hash
function Haux and hash value haux, t*, m+—1.

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym,,
encrypted state ctetin, accumulator value win € {0, l}ZACC, Iterator value vin, signature oin, accumulator proof
7, SSB proof T, auxiliary value sym,,,.
1. Let pos;, = tmfyx(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfyi(t).
2. Verifications
(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, ) = 0 or f-w > ¢, output L.
(b) If SSB.Verify(Haux, Raux, POS,yys SYMaye, Taux) = 0, output L.
(c) Let F(Ka,t—1)=rs.4. Compute (SKa, VK, VK4 ) = Spl.Setup(1*; s 4).
(d) Let min = (Vin, Ctet,in, Win, POS;y, )- If Spl.Verify(VK 4, min, oin) = 0 output L.

3. Computing next state and symbol (encrypted)

(a) Let (rewni,Tewsz,Tews) = F(Kg,f-w), skew =  SKE.Setup(1*;7¢w,1), sym =
SKE.Dec(sk¢-w, Ctsym,in)-

(b) Let (re—1,1,7t-1,2,7t-1,3) = F(Kg,t—1), skee = SKE.Setup(1*,7;_1.1), st = SKE.Dec(skqt, Ctst in)-
(c) Let (st’,sym’, ) = (st,sym,sym_,.).

(d) If stout = grej output 0. Else if stout = Gacc output 1.

(e) Compute (r¢,1,7¢,2,7,3) = F(Kp,t), sk = SKE.Setup(1*; 7} 1), Ctsym,out = SKE.Enc(sk’, sym’; 74,2)

and ctst,out = SKE.Enc(sk’, st’;74,3).
4. Update accumulator, iterator and compute new signature

(a) Compute wout = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If wous = Reject, output L.
) Compute vour = ltr.Iterate(Pir, vin, (Ctst,in, Win, POS;y ) )-
(c) Let F(Ka,t) =7’ 4. Compute (SKlx, VK/y, VK4 ) < Spl.Setup(1*; 7% 4).
) Let Mout = (’Uouthst,out, Wout POSOHC)-
Ift =t" — 1 and mout = Me=—1, oout = Spl.Sign(SK'y, mout).
Else if t = t* — 1 and mout # Me=—1, Tout = Spl.Sign(SK'z, mMout )-
Else, oout = Spl.Sign(SK's, Mout)-

5. Output POS;,,, Ctsym,out, Ctst,out, Wout, Vouts Tout -

Figure 20: Program P,

Hybrid H/,, This hybrid is similar to H;,, except that the challenger also computes b* =

TM(M, (z,x2),T). The hash function H,, is enforcing at ¢* — 1, and the challenger outputs an ob-
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fuscation of P}, = Pl .{t*,Kg, Ka, Kg,my_1,b*} (defined in Figure EO). This program is identical to
P;nt, except for inputs corresponding to ¢t = t*. At t = t*, the program verifies the validity of signature, and
then outputs b* (which it has hardwired). It does not decrypt the ciphertexts and compute the final output.

/
Program P},

Constants: Turing machine M = (Q, Ztape; 3, @0, Gace, Grej, tMfwk, tmfauy), time bound 7', Public parameters
for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, Ka € K, SSB Hash
function Haux and hash value hayx, me=—1, b".

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym,,
encrypted state ctetin, accumulator value win € {0, l}éA“, Iterator value vin, signature oi,, accumulator proof
7, SSB proof T, auxiliary value sym,,,.

1. Let pos;, = tmfywi(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfwi ().
2. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-w), pos;,, ) = 0 or f-w > ¢, output L.
(b) If SSB.Verify(Haux, Raux, POS,yys SYMaye, Taux) = 0, output L.

(c) Let F(Ka,t—1)=rs.4. Compute (SKa, VK, VK4 ) = Spl.Setup(1*; s 4).
(d) Let min = (Vin, Ctst,in, Win, POS;, )- If Spl.Verify(VK 4, min, oin) = 0 output L.

3. Computing next state and symbol (encrypted)

(a) If t =t*, output b™.
(b) Let (Tew1,Tew2 Tews) = F(Kg,f-w), skew =  SKESetup(1*;7p41), sym =
SKE.Dec(sk-w, Ctsym,in)-

(¢) Let (re—1,1,7e—1,2,7¢—1,3) = F(Kg,t — 1), sk = SKE.Setup(l)‘, r¢—1,1), st = SKE.Dec(skst, Ctet,in)-
(d) Let (st’,sym’, 8) = (st,sym,sym_,.)-

(e) If stout = grej output 0. Else if stous = Gacc Output 1.

(f) Compute (7¢,1,7¢,2,7,3) = F(Kg,t), sk’ = SKE.Setup(1*; Tt1)s Ctoym,out = SKE.Enc(sk’, sym’; 74 2)

and cte,out = SKE.Enc(sk’,st’; s 3).
4. Update accumulator, iterator and compute new signature

(a) Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;y,, acc-aux). If wous = Reject, output L.
) Compute vour = Itr.Iterate(Pir, vin, (Ctst,in, Win, POSy,))-
(c) Let F(Ka,t) =1 4. Compute (SK’s, VK'y, VK4 ) < Spl.Setup(1*; 7% 4).
) Let mout = (Vout, Ctst,out, Wout, POSqyut ) -
Ift =t — 1 and mout = Mex—1, Tour = Spl.Sign(SK'y, mout )-
Else if t = t* — 1 and Mmout 7 Me*—1, Tous = Spl.Sign(SK'g, mout)-
Else, oout = Spl.Sign(SK'4, mout)-

5- OutPUt posin, Ctsym,out7 Ctst,out, Wout y Vout; Oout -
. N 7
Figure 21: Program P,

Hybrid Hupor¢ In this hybrid, the challenger outputs an obfuscation of Ppore{t*, Ka, Kg,b*} (defined in
Figure E2). This program is similar to P, ,, except that it does not output ‘B’ type signatures.

Let Advfft, Advj{”7 Adv%’ort be the advantages of an adversary A in H;nt, H.,, and Hgport respectively.
Recall Adv?4 and Adv}4 denote A’s advantage in Hyb, and Hyb,; respectively.

Lemma D.5. Assuming O is a secure indistinguishability obfuscator, F' is a selectively secure puncturable
PRF, Itr is an iterator satisfying Definitions CU and CI0, Acc is an accumulator satisfying Definitions 3,
1, €3 and T3, S is a splittable signature scheme satisfying security Definitions C, 32, 3 and 43,
SSB is a somewhere statistically binding hash function satisfying Definition B, |Adv® — Adv'{"| < negl()).

Proof. The proof of this lemma is very similar to the corresponding proof in [KEWT4] (Lemma B.1), except

61



Program P,port

Constants: Turing machine M = (Q, Ztape, 0, G0, Gace; Grej, tMfwi, tmfaux), time bound T, Public parameters
for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, K4 € K, SSB Hash
function Haux and hash value hayx, me=—1, b*.

Input: Time t € [T], encrypted symbol and last-write time (ctsym,in,¢-w), auxiliary tape symbol sym,,,,
encrypted state ct in, accumulator value wi, € {0, 1}ZACC7 Iterator value vin, signature oin, accumulator proof

7, SSB proof mau, auxiliary value sym,,.

1. Let pos;, = tmfwi(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfwi(t).

2. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, 7) = 0 or f-w > ¢, output L.

(b) If SSB.Verify(Haux, Raux, POS,yy; SYM,yy, Taux) = 0, output L.
)
)

(c) Let F(Ka,t—1)=1rg,a. Compute (SKa, VK4, VK4 ) = SpI,Setup(l)‘;rs,A).
(d) Let min = (Vin, Ctst,in, Win, pos;, ). 1f Spl.Verify(VK 4, min, oin) = 0 output L.

3. Computing next state and symbol (encrypted)

(a) If t =t*, output b".
(b) Let  (rew1,7ewe,rews) = F(Kp,b-w), skew = SKESetup(1%;rewa), sym =
SKE.Dec(sk¢-w, Ctsym,in)-

(C) Let (7‘171,177}71,2, Tt71,3) = F(KE,t— 1)7 sket = SKE.Setup(lX, Tt7171), st = SKE.DGC(SI(M7 Ctst,in)-
(d) Let (st',sym’,3) = (st,sym,sym,,).

(e) If stout = grej output 0. Else if stout = gacc output 1.

(f) Compute (r¢,1,7¢,2,7¢,3) = F(Kg,t), sk’ = SKE.Setup(lA; Ti1), Cteym,out = SKE.Enc(sk’, sym’; 7y 2)

and ctet,out = SKE.Enc(sk’,st’; 7 3).
4. Update accumulator, iterator and compute new signature

(a) Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,,, acc-aux). If weuy = Reject, output L.
(b) Compute vour = Itr.Iterate(Pier, vin, (Ctst,in, Win, POS;y,))-
(c) Let F(Ka,t) =7 4. Compute (SK/x, VK/y, VK4 ) < Spl.Setup(1*; 7% 4).

(d) Let mout = (Vout, Ctst,out, Wout, POSyys) and cout = Spl.Sign(SK'y, mout).

in»

5. OutPUt POSin, Ctsym,out; Ctst,out, Wout , Vout, Oout -

Figure 22: Program P, port

for the SSB part. Therefore, in this section, we will give an outline of the proof, consisting of the outer

We will first define intermediate hybrids Hy, H; and Ha j o, H2 ;1 and Hy ;o for 0 < j < t*.
Hybrid Hy The challenger outputs Py = Prog{t*, Kg, Ka}.

Hybrid H; The challenger outputs P, = P1{t*, Kg, K4, Kp} (defined in Figure 23). This is similar to
Prog-1 defined in Figure . This program has PRF key Kp hardwired and accepts both ‘A’ and ‘B’ type
signatures for ¢ < t*. If the incoming signature is of type «, then so is the outgoing signature.

Next, we define 3t* intermediate hybrid experiments Hs j o, Ha j1,H 2 for 1 <j <t* — 1.

Hybrid Hj ;o In this hybrid, the challenger sets the SSB hash function to be binding at the aux-tape
position read by the Turing machine at step j. Given machine M and input (z1,z3), the challenger first
computes pos,,, = tmfau(j — 1), and then uses pos,,, to sample H,y < SSB.Gen(1*, 1172l pos, ). Tt sets
haux = Haux(z2). The remaining experiment is identical to Ha j_1,2 (if j = 1, then the remaining experiment
is same as Hy).
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Py

Constants: Turing machine M = (Q, Ztape, 0, G0, Gace; Grej, tMfwk, tmfauy), time bound 7', Public parameters
for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, Ka, Kp € K, SSB
Hash function H.,x and hash value hau.

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym,,,
encrypted state ctet,in, accumulator value win € {0, 1}“‘6, Iterator value vin, signature oin, accumulator proof
7, SSB proof T, auxiliary value sym,,,.

1. Let pos;, = tmfyx(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfyi(t).

2. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, ) = 0 or f-w > ¢, output L.

(b) If SSB.Verify(Haux, haux; POS, s SYM, ., Taux) = 0, output L.

(c) Let F(Ka,t—1)=rgs.4. Compute (SKa, VK4, VK4 ) = Spl.Setup(1*; s 4).
(d) Let F(Kp,t—1)=rsp. Compute (SKg, VK5, VK5 ) = Spl.Setup(1*;7s,5).
(e) Let F(Kp,t) =% 5. Compute (SKjz, VK3, VK’ ;) — Spl.Setup(1*; 7% ).

(f) Let min = (Vin, Ct* in, Win, POS;,) and o =*-".

If Spl.Verify(VK A, Min, oin) = 1 set a =*A’.

If « =~ and t > t* output L.

If « = ‘=" and Spl.Verify(VK g, min, oin) = 1 set a =*B’.
If a = ‘-7 output L.

3. Computing next state and symbol (encrypted)

(a) Let (rewni,Tewsz, Tews) = F(Kg,f-w), skew =  SKE.Setup(1*;7¢w,1), sym =
SKE.Dec(ske-w, Ctsym,in)-
) Let (Tt—1,177"t—1,2, Tt71,3) = F(KE,t— 1), skst = SKE.Setup(lA, Tt71’1), st = SKE.DeC(Skst7 Ctst’in).
(c) Let (st',sym’, ) = (st,sym,sym,,.).
) If stout = grej output 0. Else if stout = gace Output 1.
) Compute (74,1, 7¢,2,74,3) = F(Kg,t), sk’ = SKE.Setup(1*; T41)s Cleym,out = SKE.Enc(sk’, sym’; ¢ 2)
and ctet,out = SKE.Enc(sk’,st’; 7 3).

4. Update accumulator, iterator and compute new signature

(a) Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If weuy = Reject, output L.
(b) Compute vour = Itr.Iterate(Pir, vin, (Ctst,in, Win, POS;y,))-

(c) Let F(Ka,t) =7 4. Compute (SK/s, VK/y, VK4 ) < Spl.Setup(1*; 7% 4).

(d) Let mout = (Vouts Ct out, Wouts POSyys) and goue = Spl.Sign(SKL,, mout ).

5. OUtpUt POos;,,, Ctsym,out, Ctst,out, Wout, Vout, Tout -

Figure 23: P,

Hybrid Hs ;1 In this hybrid, the challenger outputs an obfuscation of P, ; = P ;{j,t*, Kg,Ka,Kp, m;}.
This circuit, defined in Figure B4, accepts ‘B’ type signatures only for inputs corresponding to j+1 < ¢ < ¢*—1.
It also has the correct output message for step j - m; hardwired. If an input has j +1 <t < t* — 1, then
the output signature, if any, is of the same type as the incoming signature. If ¢ = j, the program outputs an
‘A’ type signature if mqou = mj, else it outputs a ‘B’ type signature.

Hybrid Hjj» In this hybrid, the challenger outputs an obfuscation of P ; = Py {j,t*, Kg, Ka, K, m;}.
This circuit, defined in Figure 3, accepts ‘B’ type signatures only for inputs corresponding to j+2 < ¢ < t*—1.
It also has the correct input message m; for step j + 1 hardwired. If £ = j 4+ 1 and m;, = m; it outputs an
‘A’ type signature, else it outputs a ‘B’ type signature. If an input has j +2 <t < t* — 1, then the output
signature, if any, is of the same type as the incoming signature.

Analysis
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Py

Constants: Turing machine M = (Q, Ztape, 0, G0, Gacc; Grej, tMfwk, tmfauy), time bound 7', Public parameters
for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, Ka, Kp € K, SSB
Hash function Haux and hash value hau, index j, message m;.

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym,,,
encrypted state ctet,in, accumulator value win € {0, 1}“‘6, Iterator value vin, signature oin, accumulator proof
7, SSB proof T, auxiliary value sym,,,.
1. Let pos;, = tmfyx(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfyi(t).
2. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, ) = 0 or f-w > ¢, output L.

(b) If SSB.Verify(Haux, haux; POS, s SYM, ., Taux) = 0, output L.

(c) Let F(Ka,t—1)=rgs.4. Compute (SKa, VK4, VK4 ) = Spl.Setup(1*; s 4).
(d) Let F(Kp,t—1)=rsp. Compute (SK5, VK5, VK5 ) = Spl.Setup(1*;7s,5).
(e) Let F(Kp,t) =% 5. Compute (SKjz, VK3, VK’ j) — Spl.Setup(1*; 7% ).

(f) Let min = (Vin, Ct* in, Win, PoS;,) and a =*-".

If Spl.Verify(VK 4, Min, oin) = 1 set a =‘A’.

If a =-"and (t > t* or t < j) output L.

If « = ‘" and Spl.Verify(VK g, min, oin) = 1 set o =*B’.
If « = ‘-’ output L.

3. Computing next state and symbol (encrypted)

(a) Let (rewni,Tewsz, Tews) = F(Kg,f-w), skew =  SKE.Setup(1*;7¢w,1), sym =
SKE.Dec(sk¢-w, Ctsym,in)-

(b) Let (Tt—1,177"t—1,2, Tt71,3) = F(KE,t— 1), skst = SKE.Setup(lA, Tt71’1), st = SKE.DeC(Skst7 Ctst’in).
(c) Let (st',sym’, ) = (st,sym,sym,,.).

(d) If stout = grej output 0. Else if stout = gacc output 1.

(e) Compute (14,1,7¢,2,74,3) = F(Kg,t), sk’ = SKE.Setup(lA; T41)s Cleym,out = SKE.Enc(sk’, sym’; ¢ 2)

and ctet,out = SKE.Enc(sk’,st’; 7 3).
4. Update accumulator, iterator and compute new signature

(a) Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If weuy = Reject, output L.
) Compute vout = ltr.Iterate(Pitr, vin, (Ctst,in, Win, POSy,))-
(c) Let F(Ka,t) =7 4. Compute (SK/s, VK/y, VK4 ) < Spl.Setup(1*; 7% 4).
) If t = j and mouy = My, Tous = Spl.Sign(SK's, mMout )
Else if t = j and mout # mj, dous = Spl.Sign(SK'g, mout)-
Else oout = Spl.Sign(SKL,, mout)-

5- OUtPUt POSim Ctsym,out; Ctst,out, Wout y Vouts Oout -

Figure 24: P, ;

Claim D.2. Assuming iO is a secure indistinguishability obfuscator, F' is a secure puncturable PRF and S
is a splittable signature scheme satisfying Definition T, for any PPT adversary A, |Adv?4 — Adv}4| < negl(A).

The proof of this claim is similar to the proof of Claim B.1 in [KTWT4].

Claim D.3. Let 0 < j < t* — 2. Assuming (O is a secure indistinguishability obfuscator, Itr is an
iterator satisfying indistinguishability of Setup (Definition C) and is enforcing (Definition CT0), Acc
is an accumulator satisfying indistinguishability of Read/Write Setup (Definitions CH and CH) and is
Read/Write enforcing (Definitions T2 and C8) and SSB satisfies Definition B, for any PPT adversary
A, A0 — Advi | < negl(N).

Proof. This proof requires a sequence of sub-sub-hybrids, similar to the proof of Claim B.4 (which is similar
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/
P,

Constants: Turing machine M = (Q, Ztape, 0, G0, Gace; Grej, tMfwk, tmfaux), time bound T, Public parameters
for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, Ka, Kp € K, SSB
Hash function Ha.ux and hash value hayu, index j, message m;.

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym,,,
encrypted state cte,in, accumulator value win € {0, 1}4’*“7 Iterator value vin, signature oin, accumulator proof
7, SSB proof ma.u, auxiliary value sym,,.
1. Let pos;, = tmfyw(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfwi(t).
2. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos,,, ) = 0 or f~-w > ¢, output L.

(b) If SSB.Verify(Haux, Raux, POS,y; SYM,uy, Taux) = 0, output L.

(c) Let F(Ka,t—1)=rg 4. Compute (SKa, VK4, VK rj) = SpI.Setup(lk;rs,A)A
(d) Let F(Kp,t—1) =rs,p. Compute (SK5, VK5, VK5 ) = Spl.Setup(1*;7s,5).
(e) Let F(Kp,t) =r% 5. Compute (SKiz, VK3, VK’ ;)  Spl.Setup(1*; 7% ).

(f) Let min = ('UimCt*,iru Win, pOSin) and a =¢-".

If Spl.Verify (VK a, min, oin) = 1 set a =‘A’.
Ifa=“-"and (t >t" ort <j+ 1) output L.

If o = ‘- and Spl.Verify(VK g, min, 0in) = 1 set o =B’.
If a = ‘-’ output L.

3. Computing next state and symbol (encrypted)

(a) Let (rewni,Tewsz, Tews) = F(Kg,f-w), skew =  SKE.Setup(1*;7¢w1), sym =
SKE.Dec(sk¢-w, Ctsym,in)-

(b) Let (re—1,1,7t—-1,2,7t-1,3) = F(Kg,t — 1), ske = SKE.Setup(1*,7:_1.1), st = SKE.Dec(skst, Ctst,in).-
(c) Let (st',sym’,3) = (st,sym,sym,,).

(d) If stout = grej output 0. Else if stout = gacc output 1.

(e) Compute (r¢,1,7¢,2,7¢,3) = F(Kg,t), sk’ = SKE.Setup(1*;7} 1), Ctoym,out = SKE.Enc(sk’, sym’; 7 2)

and ctet,out = SKE.Enc(sk’,st’; 7 3).

4. Update accumulator, iterator and compute new signature

(a) Compute wout = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If wous = Reject, output L.
(b) Compute vour = ltr.Iterate(Pir, Vin, (Ctst,in, Win, POS;,))-

(c) Let F(Ka,t) =7 4. Compute (SK/4, VK/y, VK4 ) < Spl.Setup(1*; 7% 4).

(d) Ift = j+ 1 and min = m;, dous = Spl.Sign(SK'y, mout ).

Else if t = j + 1 and min # m;, oout = Spl.Sign(SK'z, Mout ).
Else oout = Spl.Sign(SK.,, mout)-

5. Output POS;y, Ctsym,ouh Ctst,out, Wout s Vout; Tout -

Figure 25: P; ;

to the proof of Lemma 6.3, described in Section A.3) in [KLWT4]. However, we also require the SSB enforcing
property here. Therefore, we will describe the sub-sub-hybrids at a high level here.

Hybrid h;: In this hybrid, the challenger uses ‘read enforced’ setup for the accumulator. The challenger
computes the first fi,, + j — 1 ‘correct tuples’ for the accumulator. Let enf = ((inp[0],0),..., (inp[linp —
1, linp — 1), (Ctsym,w,1,POSg); - - - 5 (Ctsym w,j> POS;—1)).  The challenger computes (Pacc,wo, S@ﬁo) —
Acc.Setup-Enforce-Read (1%, T, enf, pos;_1). The remaining steps are same as in the previous hybrid.

This hybrid is indistinguishable from H; ;¢ because the accumulator satisfies Definition 3.

Hybrid hy In this hybrid, the challenger uses program P,, which is similar to P ;_;. However, in addition
to checking if mj, = m;_1, it also checks if (vout, Ctst out, Ctsym,ous) = (¥, Ctst,j; Ctoym. ;)
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Hybrids h; and hs are indistinguishable because the programs P, and PQ’, ; are functionally identical. Here,
we use the fact that since the accumulator and SSB are read-enforcing, if mi, = m;_1, then (symg;,Stout) =

(symjv Stj).

Hybrid h; In this hybrid, the challenger uses normal setup instead of read-enforced setup.
Since the accumulator satisfies Definition T3, hy and hz are computationally indistinguishable.

Hybrid h4 In this hybrid, the challenger ‘write enforces’ the accumulator. As in hybrid Hy, the challenger
computes the first £in, +j ‘correct tuples’ to be accumulated. Let sym,, ;, pos;, be the symbol output and the
position after the k*" step. The challenger computes (Pacc, o, s/tgr/eo) < Acc.Setup-Enforce-Write(1*, T, enf),
where enf = ((inp[()], 0)7 ceey (inp[ginp - ]-], ginP - ]-)v (Ctsym,w,h p050)7 ceey (CtsymﬂU,jv posj—1)7 (Ctsym7w»j+17 pOSj)).
The remaining computation is same as in previous step.

Hybrids hs and h4 are computationally indistinguishable because accumulator satisfies Definition .

Hybrid hs In this experiment, the challenger outputs an obfuscation of Ps, which is similar to P,. However,
on input where ¢ = j, before computing signature, it also checks if wous = w;41. Therefore, it checks whether
Min = Mj—1 and Moy, = M.

Hybrids h4 and hs are computationally indistinguishable because the programs P, and Ps are functionally
identical. If min = m;_1 and (Vout, Clst,out; Ctsym,out) = (Vj, Clet,j, Ctoym 5), then win = w;_1. Therefore, using
the write-enforcing property, we get that wou = w;.

Hybrid hg This experiment is similar to the previous one, except that the challenger uses normal setup
for accumulator instead of ‘enforcing write’.
Hybrids hs and hg are computationally indistinguishable because accumulator satisfies Definition C8.

Hybrid h; This experiment is similar to the previous one, except that the challenger uses enforced setup for

iterator instead of normal setup. It first computes Pacc, wo, STOREq as in the previous hybrid. Next, it com-

putes the first j ‘correct messages’ for the iterator. Let enf = ((ctst,0, w0, P0Sy), - - -, (Ctst,j—1,w;j—1,P0OS;_1))-

It computes (Py,vg) < Itr.Setup-Enforce(1*, T, enf). The remaining hybrid proceeds as the previous one.
Hybrids hg and h; are indistinguishable because of iterator’s indistinguishability of setup.

Hybrid hg In this experiment, the challenger outputs an obfuscation of Pg, which is similar to P5, except
that it only checks if mout = m;.

Hybrids h7 and hg are indistinguishable because the programs Ps; and Ps are functionally identical (the
argument is identical to the proof of Claim A.28 in [KLWT4]).

Hybrid hg This experiment is identical to Hy ;1. It is indistinguishable from hg because of iterator’s setup
indistinguishability property.
[

Claim D.4. Let 0 < j <t* — 1. Assuming O is a secure indistinguishability obfuscator, F' is a selectively
secure puncturable PRF and S is a splittable signature scheme satisfying definitions T, T2, CZ3 and 4,
for any PPT adversary A, |Adv”! — Adv’’?| < negl()).

The proof of this claim is similar to the proof of Claim B.3 in [KLWT4|.

Claim D.5. Assuming SSB satisfies Definition B, for any PPT adversary A, |Advi{j’2 — Advi{jﬂ’o| <
negl(\).
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Proof. Note that the only difference between these two hybrid experiments is the index used for SSB setup.
In Hs j 2, the SSB is enforcing at tmf,u.(j — 1), while in Hs ;11 0, it is enforcing at tmf,,«(j). Using the index
hiding property, we can argue that these two hybrids are computationally indistinguishable.

Lemma D.6. Assuming O is a secure indistinguishability obfuscator, F' is a selectively secure puncturable
PRF, Itr is an iterator satisfying Definitions CU and 10, Acc is an accumulator satisfying Definitions T3,
@, C and 8, S is a splittable signature scheme satisfying security Definitions Cl, C3, C3 and €4 and
SSB satisfies Definition B, [Adv’y — Adv:f‘"t\ < negl()).

Proof. To prove this lemma, we will define a sequence of hybrid experiments and show that they are com-
putationally indistinguishable.

Hybrid Hy In this experiment, the challenger outputs an obfuscation of Py = P, {t*, Kg, Ka, Kp,
mt*,l}.

Hybrid H; In this hybrid, the challenger first computes the constants for program P; as follows:

1. PRF keys K4 and Kp are punctured at t* — 1 to obtain Ka{t* — 1} < F.Puncture(K4,t* — 1) and
Kp{t* — 1} + F.Puncture(Kp,t* —1).

2. Let r. = F(Ka,t* — 1), (SK¢,VKe,VKeyey) = Spl.Setup(1*;r¢), rp = F(Kp,t* — 1),
(SKp, VKp, VKp rej) = Spl.Setup(1*;7p).

It then outputs an obfuscation of P, = Py {t*, Kg, Ka{t* — 1}, Kg{t* — 1}, VK¢, SK¢,SKp, ms=—1}
(defined in PH). P; is identical to Py on inputs corresponding to ¢ # ¢* — 1,¢*. For ¢t = t* — 1, it uses the
hardwired signing keys. For ¢ = t*, it uses the hardwired verification key.

Hybrid H; In this hybrid, r¢ and rp are chosen uniformly at random; that is, the challenger computes
(SK¢, VK¢) « Spl.Setup(1*) and (SKp, VKp) « Spl.Setup(1?*).

Hybrid H; In this hybrid, the challenger computes constrained secret/verification keys. It computes
splittable signature keys (0¢ one; VK¢ ones SKc abos VK abo) <— SpI.Split(SK¢, my«—1) and (0p ones VKD one;
SKp,abos VKD abo) < Spl.Split(SKp, m¢«—1). It then outputs an obfuscation of P; = Pi{t*, Kg, Ka{t*—1},
Kp{t* — 1}, VK¢ one, 0C.0ne; SKp.abo, Mi=—1}. Note that this program is identical to P;, except that
VK¢ one, 0C,one and SKp apo are used instead of VK¢, SK¢ and VKp, and SK¢, VK¢, SKp, VKp are not
hardwired in this program.

Hybrid H; In this hybrid, the challenger chooses Pacc,wg, STOREq using Acc.Setup-Enforce-Read. It en-
forces the accumulator at position tmf(t* — 1), and then uses Pacc, wg, STOREg, and proceeds as in previous
experiment.

Hybrid Hs In this hybrid, the challenger enforces the SSB hash function at position tmf,,(t* — 1).

Hybrid Hg In this hybrid, the challenger first computes b* = Mp(z). It then outputs an obfuscation of
Ps = Ps{t*, Pace, K, Ka{t* — 1}, Kp{t* — 1}, VK¢ one, 0C,0nes SKD abos My»—1,0%} (defined in Figure 272).
This program differs from P; for inputs corresponding to ¢ = t*. Instead of decrypting, computing the next

state and then encrypting, the program uses the hardwired output b*.

Hybrid H; In this experiment, the challenger uses normal setup for Acc (that is, Acc.Setup) instead of
Acc.Setup-Enforce-Read.
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Py

Constants: Turing machine M = (Q, Ztape, 0, G0, Gace; Grej, tMfwk, tmfauy), time bound 7', Public parameters
for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, Ka, Kp € K, SSB
Hash function Haux and hash value hayux, t*, me+—1, VKo, SKe, SKp.

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym,,,
encrypted state ctet,in, accumulator value win € {0, 1}“‘6, Iterator value vin, signature oin, accumulator proof
7, SSB proof T, auxiliary value sym,,,.

1. Let pos;, = tmfyx(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfyi(t).
2. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, ) = 0 or f-w > ¢, output L.

(b) If SSB.Verify(Haux, haux; POS, s SYM, ., Taux) = 0, output L.

(c) Tft #t* let 75,4 = F(Ka{t" — 1}, —1). Compute (SKa, VK4, VK4 1) = Spl.Setup(1*;75,4).
Else VK4 = VK¢.

(d) Ift £ t* — 1, let 5 4 = F(Ka{t" — 1},1). Compute (SK/x, VK'y, VK4 ;) < Spl.Setup(1*; 7% 4).

(e) Ift £t —1, 7% 5 = F(Kp{t" —1},t). Compute (SKz, VK’z, VK ;) < Spl.Setup(1*; 7 ).

(f) Let min = (Vin, Ct* in, Win, pos,, ). If Spl.Verify(VK, min, oin) = 0 output L.

3. Computing next state and symbol (encrypted)

(a) Let (rewni,Tewsz,Tews) = F(Kg,f-w), skew =  SKE.Setup(1*;7¢w,1), sym =
SKE.Dec(ske-w, Ctsym,in)-
) Let (re—1,1,7¢—1,2,74—1,3) = F(Kg,t — 1), skee = SKE.Setup(1*,7:_1,1), st = SKE.Dec(skst, Ctst in)-
(c) Let (st',sym’, 3) = (st,sym,sym,,.).
(d) If stout = grej output 0. Else if stout = Gacc output 1.

) Compute (7¢,1,7¢,2,7,3) = F(Kp,t), sk’ = SKE.Setup(1*; 7 1), Ctsym,out = SKE.Enc(sk’, sym’; 7t 2)
and ctst,out = SKE.Enc(sk’, st’;7¢,3).

4. Update accumulator, iterator and compute new signature

(a) Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,,, acc-aux). If weuy = Reject, output L.
) Compute vour = Itr.Iterate(Pir, vin, (Ctst,in, Win, POS;y,))-
) Let F(Ka,t) =7 4. Compute (SK/x, VK'y, VK4 ) < Spl.Setup(1*; 7% 4).
) Let mout = (Uouthst,outy Wout, P050u¢)~
) If t =t" — 1 and mout = Me*—1, our = SpL.Sign(SKc, mout )-
Else if t = t* — 1 and mout # Myx—1 dout = Spl.Sign(SKp, mout )-
Else oout = Spl.Sign(SK'4, mout)-

5. OUtpUt POos;,,, Ctsym,out, Ctst,out, Wout, Vout, Tout -

Figure 26: P,

Hybrid Hg This hybrid is identical to H
p

wnt*

ne- 10 this experiment, the challenger outputs an obfuscation of

Analysis Let Adv’ denote the advantage of adversary A in hybrid H,.

Claim D.6. Assuming O is a secure indistinguishability obfuscator, for any PPT A, |Adv?4 — Adv}4| <
negl(\).

Proof. The only difference between Py and P, is that Py uses puncturable PRF keys K 4, K, while P; uses
keys Ka{t* — 1}, Kp{t* — 1} punctured at t* — 1. It also has the secret key/verification key pair (SK¢, VK¢)
hardwired, which is computed using F (K 4,t* — 1) and the secret key (SKp) computed using F(Kp,t* —1).
From the correctness of puncturable PRF's, it follows that the two programs have identical functionality, and
therefore their obfuscations are computationally indistinguishable.
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Ps

Constants: Turing machine M = (Q, Ztape, 0, G0, Gace; Grej, tMfwk, tmfauy), time bound 7', Public parameters
for accumulator Pac, Public parameters for Iterator Py,, Puncturable PRF keys Kg, Ka, Kp € K, SSB
Hash function Ha,ux and hash value hau, t*, mi+—1, VK¢, SKe, SKp, hardwired output b*.

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym

aux?

encrypted state ctet,in, accumulator value win € {0, 1}“‘6, Iterator value vin, signature oin, accumulator proof

7, SSB proof maux, auxiliary value sym

aux*

1. Let pos;, = tmfyx(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfyi(t).

2. Verifications

If Acc.Verify-Read(Pacc, Win, (Ctsym,in, -w), pos;,, 7) = 0 or £-w > t, output L.

If SSB.Verify(Haux, Raux, POSayuys SYM, s Taux) = 0, output L.

Ift #t*, let rga = F(Ka{t* —1},t — 1). Compute (SKa, VK4, VK4 ) = Spl.Setup(1*; 75, 4).
Else VK4 = VK.

Ift #£t* —1,let g 4 = F(Ka{t" — 1},t). Compute (SKs, VK4, VK/y o) < Spl.Setup(1*; 7% 4).
Ift £t — 1,755 = F(Kp{t" — 1},t). Compute (SK’, VK3, VK5 ;) < Spl.Setup(1*; 7% 5).
Let min = (Vin, Ct* in, Win, pos;, ). If Spl.Verify(VKa, min, oin) = 0 output L.

3. Computing next state and symbol (encrypted)

If t =¢*, output b*.

Let  (Teew,1,Te-w,2,T-w,3) = F(Kg,l-w), skew = SKE.Setup(l/\; Tew,a1), Sym =
SKE.Dec(sk¢-w, Ctsym,in)-

Let (re—1,1,7¢—1,2,7¢-1,3) = F(Kg,t — 1), ske = SKE.Setup(l)‘7 r¢—1,1), st = SKE.Dec(skst, Ctet,in)-
Let (st’,sym’, 8) = &(st,sym,sym_).

If stous = grej output 0. Else if stout = gacc output 1.

Compute (7¢,1,7¢,2,7¢,3) = F(Kp,t), sk’ = SKE.Setup(1*;7}.1), Ctsym,out = SKE.Enc(sk’,sym’; 7¢,2)
and cte,out = SKE.Enc(sk’,st’; 7 3).

4. Update accumulator, iterator and compute new signature

Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If wouy = Reject, output L.
Compute vout = Itr.Iterate(Pir, vin, (Ctst,in, Win, POS;y))-

Let F(Ka,t) =15 4. Compute (SK'y, VK4, VK4 ;) < Spl.Setup(1*; 7% 4).

Let Mout = (Vout, Ctst,out, Wout, POS,y4 )-

If t =t* — 1 and mout = My=—1, Tour = SpI.Sign(SKc, mout ).

Else if t = ¢* — 1 and mout 7 Me=—1 oout = Spl.Sign(SKp, mout)-

Else oout = Spl.Sign(SK/y, mous)-

5. OutPU»t pPos;,,, <:tsym,ouh Ctst,out, Wout , Vouts Tout -

Figure 27: Py

Claim D.7. Assuming F' is a selectively secure puncturable PRF, for any PPT A, |Adv}A fAdv?A| < negl(\).

Proof. The proof of this claim follows from the selective security of puncturable PRF F.

Claim D.8. Assuming iO is a secure indistinguishability obfuscator and S satisfies VKqpe indistinguishability

(Definition C2), for any PPT A, |[Adv’ — Adv?| < negl(\).

Proof. In order to prove this claim, we consider an intermediate hybrid program in which only the con-
strained secret keys ocone and SKp abo are hardwired, while VK¢ is hardwired as the verification key.
Using the security of 1O, we can argue that the intermediate step and Hs are computationally indistinguish-
able. Next, we use VK indistinguishability to show that the intermediate step and Hs are computationally

indistinguishable.
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Claim D.9. Assuming Acc satisfies indistinguishability of Read Setup (Definition C3), for any PPT A,
|Adv® — Adv?| < negl()).

Proof. The proof of this claim follows from Read Setup indistinguishability (Definition C3). [ |

Claim D.10. Assuming SSB satisfies Definition B, for any PPT A, \Advj — Adv‘:’4| < negl(\).

Proof. The proof of this claim follows from the index-hiding security of SSB. Note that the only difference
between H4 and Hj is the index to which the SSB hash function is binding. In Hy, the SSB hash is binding
to position tmf,,.(t* —2) (note that it is binding to position tmf,(t* — 2) in Hy,e, and the SSB setup does
not change from H;,; to Hy). In Hj, it is binding to tmf,(t* — 1). Using the index-hiding security of SSB,
it follows that these two hybrids are computationally indistinguishable.

Claim D.11. Assuming ¢O is a secure indistinguishability obfuscator, for any PPT A, |Advf’4 — /—\dv?4| <
negl(A).

Proof. Note that Pac. and SSB are appropriately enforced, and VK¢ one accepts only signatures for m«_i.
As a result, if VK¢ one accepts the signature, then mi, = my_; and hence ctg jn = Ctgt-—1. Next, since
PPAcc is read enforcing, Ctymin = Ctsym,t<—1, and since SSB is enforcing at t* — 1, sym, . = T2 tmf ., (- —1)-
Therefore, * . =;+, which implies that the output is b*.

Claim D.12. Assuming Acc satisfies indistinguishability of Read Setup (Definition C3), for any PPT A,
|AdVE — Adv’j| < negl()).

Proof. The proof of this claim follows from Read Setup indistinguishability (Definition ). [ |

Claim D.13. Assuming O is a secure indistinguishability obfuscator, F' is a selectively secure puncturable
PRF and S satisfies VKope indistinguishability (Definition C2), for any PPT A, |Adv’ — Adv% | < negl()).

This step is the reverse of the step from Hj to Hz. Therefore, using similar intermediate hybrid experi-
ments, a similar proof works here as well.
|

Lemma D.7. Assuming ¢O is a secure indistinguishability obfuscator, F' is a selectively secure puncturable
PRF, Itr is an iterator satisfying Definitions £ and 0, Acc is an accumulator satisfying Definitions L3,
4, C and TR, S is a splittable signature scheme satisfying security Definitions T, C2, T3 and T4 and
SSB satisfies Definition B, \Adv:fl"t — Adv%°| < negl(\).

The proof of this lemma is almost identical to the proof of Lemma [OF.

Lemma D.8. Assuming O is a secure indistinguishability obfuscator, F' is a selectively secure PRF and S
satisfies VK, indistinguishability (Definition ), for any PPT adversary A, |Advi‘b°” — /-\dvil\ < negl(\).

This proof is similar to the proof of Lemma B.4 in [KLWT4)].
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Wint

Constants: Index i, Turing machine M = (Q, Zape, 9, g0, Gacc, Grej, tmf1, tmf2), time bound T', Public pa-
rameters for accumulator Pacc, Public parameters for Iterator Py, Puncturable PRF keys Kg, Ka, Kp € K,
SSB Hash function H,ux and hash value hau, b*,t", m;_o.

Input: Time t € [T], encrypted symbol and last-write time (cCteym,in,¢-w), auxiliary tape symbol sym,,,
encrypted state ct in, accumulator value wi, € {0, l}é’*cc7 Iterator value vin, signature oin, accumulator proof
m, SSB proof maux, auxiliary value sym

1. Let pos;, = tmfux(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfuwi(t).
2. If t > t*, output L.
3. Verifications
(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos,,,, ) = 0 or f-w > ¢, output L.
(b) If SSB.Verify(Haux, Raux, POS,yys SYMaye, Taux) = 0, output L.
(c) Let F(Ka,t—1)=rs.4. Compute (SKa, VK4, VK4 rj) = Spl.Setup(1*;rs 4).
(d) Let F(Kp,t—1)=rsp. Compute (SKg, VKg, VK5 ) = Spl.Setup(1*;7s,5).
(e)

4. Computing next state and symbol (encrypted)

Let min = (Vin, Ctst,in, Win, POs;, ). 1f Spl.Verify(VK 4, min, oin) = 0 output L.

(a) If t = t*, output b*.

(b) If i < t < t*, compute (r¢1,74,2,7,3) = F(Kg,t), sk’ = SKE.Setup(lA;ré,l), Ctsym,out =
SKE.Enc(sk’, erase; r¢,2) and ctet,ous = SKE.Enc(sk’, erase; 74,3).
Else do the following:

i. Let (Tew,1,7ew2 Tews) = F(Kg,lw), skew = SKESetup(1*;7ewi), sym =
SKE.Dec(sk¢-w, Ctsym,in)-
ii. Let (re—11,me-12,70-13) = F(Kg,t — 1), ske = SKESetup(1*,r; 11), st =

SKE.Dec(skst, Ctst,in )-

iii. Let (st’,sym’,3) = &(st,sym,sym_, ).

iv. If stout = grej output 0. Else if stout = @acc output 1.

v. Compute (ri1,742,703) = F(Kg,t), sk = SKESetup(1*;r}1), Cctymout =
SKE.Enc(sk’, sym’; 7 2) and ctst,out = SKE.Enc(sk’,st’; 7 3).

5. Update accumulator, iterator and compute new signature

(a) Compute woue = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If wous = Reject, output L.

(b) Compute vour = ltr.Iterate(Pier, vin, (Ctst,in, Win, POS;y,))-
(c) Let F(Ka,t) =7’ 4. Compute (SKl, VK/y, VK4 ) < Spl.Setup(1*; 7% 4).
(d) Let Mout = (’Uouthst,out, Wout Posout)-

If t =1 — 2 and Mmout = Mi—2, Tous = Spl.Sign(SK's, Mout ).
Else if t =4 — 2 and mout = Mi—2, dout = Spl.Sign(SK'z, mout)-
Else oout = Spl.Sign(SK'y, mout)-

6. Output POS;;,, Ctsym,out, Ctst,out,; Wout, Vout; Tout -

Figure 28: W,

D.2 Proof of Lemma X2

Proof Outline We will first define intermediate programs W,; = Prog-2-i;,:{i, t*, Kg, Ka, Kp, m;—2}
(defined in Figure E8) and W/ , = Prog’-2-i;,:{i, t*, Kg, Ka, Kp, m;_a,cty,cta} (defined in 29). Both the
programs have the correct message for the (i —2)* step - m;_» hardwired, and also have a PRF key Kp for
‘B’ type signatures. In addition, W}, , also has ciphertexts ct; and cty hardwired. These are encryptions of
the state and symbol output at (i — 1)** step, computed as described in hybrid Hyb/27i.

Let H;,: be a hybrid experiment in which the challenger first enforces the SSB hash, and then outputs an

obfuscation of Wiy, along with other elements of the encoding. Similarly, let H/,, be the hybrid experiment
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!

int
Constants: Index i, Turing machine M = (Q, Ziape, 9, g0, Gacc, Grej, tmf1, tmfa), time bound T, Public pa-
rameters for accumulator Pacc, Public parameters for Iterator Py, Puncturable PRF keys Kg, Ka, Kp € K,
SSB Hash function H,.x and hash value haux, b*,t*, m;_2, ciphertexts cty, cto.

Input: Time t € [T], encrypted symbol and last-write time (ctsym,in,¢-w), auxiliary tape symbol sym,,,,
encrypted state ct in, accumulator value wi, € {0, 1}@*“7 Iterator value vin, signature oin, accumulator proof

m, SSB proof T, auxiliary value sym,,.

1. Let pos;, = tmfwk(t — 1), pos,,, = tmfaux(t — 1) and pos_,, = tmfwi(t).
2. If t > t*, output L.

3. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos,,,, ) = 0 or f-w > ¢, output L.
(b) If SSB.Verify(Haux, Raux, POS,yys SYMaye, Taux) = 0, output L.

(c) Let F(Ka,t—1)=rs.4. Compute (SKa, VK4, VK4 ) = Spl.Setup(1*; s 4).
(d) Let F(Kp,t—1) =rg . Compute (SKp, VKp, VK3 rj) = Spl.Setup(l/\;rs,B).
(e) Let min = (Vin, Ctst,in, Win, pos,, ). If Spl.Verify(VK 4, min, oin) = 0 output L.

4. Computing next state and symbol (encrypted)

(a) If t =t*, output b™.

(b) If i < t < t*, compute (re1,7t,2,713) = F(Kg,t), sk = SKE.Setup(1*;711), Ctymout =
SKE.Enc(sk’, erase; r¢,2) and ctet,ous = SKE.Enc(sk’, erase; 74,3).
Else if t =i — 1, set ctsym,out = Ct1, Clst,out = Cta.
Else do the following:

i Let (rew,1,7ewz2,Tew3) = F(Kg,l-w), skew = SKE.Setup(lA;w.W’l)7 sym =
SKE.Dec(sk¢-w, Ctsym,in)-
ii. Let (re-11,me-12,70-13) = F(Kg,t — 1), ske = SKESetup(1*,r, 11), st =

SKE.Dec(skst, Ctst,in)-

iii. Let (st’,sym’, 8) = &(st,sym,sym,__ ).

iv. If stout = grej output 0. Else if stout = gacc output 1.

v. Compute (ry1,742,703) = F(Kg,t), sk = SKESetup(1*;7},), ctymout =
SKE.Enc(sk’, sym’; 7 2) and ctst,out = SKE.Enc(sk’,st’; 7 3).

5. Update accumulator, iterator and compute new signature

(a) Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If wous = Reject, output L.
) Compute vour = ltr.lterate(Pi, vin, (Ctst,in, Win, POS;y))-
(c) Let F(Ka,t) =7’ 4. Compute (SKl, VK'y, VK4 ) < Spl.Setup(1*; 75 4).
) Let Mout = (Vout, Ctst,out, Wout, POSqyt ) -
If t =4 — 2 and Mmout = Mi—2, Tout = Spl.Sign(SK'4, mout)-
Else if t =i — 2 and mous = Mi—2, Tour = Spl.Sign(SK's, mout)-
Else oout = Spl.Sign(SK'y, mous)-

6. Output POS;;,, Ctsym,out, Ctst,out; Wout, Vout; Tout -

Figure 29: W/,

in which the challenger enforces the SSB hash and then outputs W/, ,. For any PPT adversary A, let Advi{i,

Advff"t, Adv:f‘"t, Advﬁ’“’1 denote the advantage of A in Hyb, ;, Hpny, Hj,,; and Hyb’u respectively.

Lemma D.9. Assuming O is a secure indistinguishability obfuscator, F' is a selectively secure puncturable
PRF, Itr is an iterator satisfying Definitions £ and 0, Acc is an accumulator satisfying Definitions L3,
CH, Cd and L3, S is a splittable signature scheme satisfying security Definitions C, T2, 3 and T4 and
SSB satisfies Definition B, \Advi{Z — Adv'{| < negl()).

Proof. The proof of this lemma is along the same lines as the proof of Lemma [DH. We will define similar
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hybrid experiments here.
Hybrid Hy The challenger outputs Py = Prog-2-i{i, t*, Kg, K4}
Hybrid H; The challenger outputs P, = Pi{i, t*, Kg, Ka,Kp}. This program has PRF key Kp

hardwired and accepts both ‘A’ and ‘B’ type signatures for ¢ < i — 2. If the incoming signature is of type «,
then so is the outgoing signature. It is defined in Figure BI.

Py

Constants: Index i, Turing machine M = (Q, Ziape, 9, g0, Gacc, Grej, tmf1, tmf2), time bound T, Public pa-
rameters for accumulator Pac, Public parameters for Iterator P, Puncturable PRF keys Kg, Ka, K € K,
SSB Hash function H,ux and hash value haux, b*,t*.

Input: Time ¢t € [T], encrypted symbol and last-write time (Ctsym,in,¢-w), auxiliary tape symbol sym,,
encrypted state cts in, accumulator value wi, € {0, 1}5’*“, Iterator value vin, signature oin, accumulator proof

m, SSB proof T, auxiliary value sym,,.

1. Let pos;, = tmfwik(t — 1), pos,,, = tmfaux(t — 1) and pos_,, = tmfwi(t).
2. If t > t*, output L.

3. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, ) = 0 or f-w > ¢, output L.

) If SSB.Verify(Haux, Raux, POS,yys SYMau; Taux) = 0, output L.

(c) Let F(Ka,t—1)=rs.4. Compute (SKa, VK4, VK4 ) = Spl.Setup(1*; s 4).
(d) Let F(Kp,t—1) =rg,p. Compute (SKp, VK5, VK3 rj) = Spl.Setup(l/\; rS,B).
) Let min = (Vin, Ctst,in, Win, POS;,) and o = ‘A’.

If Spl.Verify(VKa, min, 0in) = 0 and ¢ > i — 1, output L.

Else if Spl.Verify(VK 4, min, 0in) = 0 set a = ‘B’.

If o = ‘B’ amd Spl.Verify(VK g, min, 0in) = 0 output L.

4. Computing next state and symbol (encrypted)

(a) If t =t*, output b*.

(b) If i < t < t*, compute (re,1,7t,2,713) = F(Kg,t), sk = SKE.Setup(1*;711), Ctymout =
SKE.Enc(sk’, erase; r¢,2) and ctet,ous = SKE.Enc(sk’, erase; 74,3).
Else do the following:

i Let (Pew1,7ew2,7ews) = F(Kg,t-w), skew =  SKESetup(1%;7ew,1), sym =
SKE.Dec(sk¢-w, Ctsym,in)-
ii. Let (Tt—l,l,rtfl,Q,thl,B) = F(KE,t — 1), skey = SKE.Setup(lA,rt,Ll), st =

SKE.Dec(skst, Ctst,in)-

iii. Let (st’,sym’, 8) = d(st,sym,sym,,,).

iv. If stout = grej output 0. Else if stout = gacc output 1.

v. Compute (r1,7t2,7¢3) = F(Kg,t), sk = SKE.Setup(lX;r{,l)7 Ctoymout =
SKE.Enc(sk’, sym’; 7 2) and ctst,out = SKE.Enc(sk’,st’;73).

5. Update accumulator, iterator and compute new signature

(a) Compute wout = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If wous = Reject, output L.
(b) Compute vour = ltr.Iterate(Pir, Vin, (Ctst,in, Win, POS;,))-

(c) Let F(Ka,t) =7 4. Compute (SK/4, VK/y, VK4 ) < Spl.Setup(1*; 7% 4).

(d) Let F(Kp,t) =rs 5. Compute (SKj, VK, VK ;) < Spl.Setup(1*; 7% ).

(e) Let mout = (Vout, Ctstouts Wout, POSey;) and dous = Spl.Sign(SKY,, mout ).

in»

6. Output POS;;,, Ctsym,out, Ctst,out; Wout, Vout; Tout -

Figure 30: Py
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Next, we define 2(i — 1) intermediate circuits - P j, P; ; for 0 < j <i—2.

Hybrid H,; In this hybrid, the challenger outputs an obfuscation of P ; = P, ;{i,j,t*, Kg, Ka, Kp,m;}.
This circuit, defined in Figure B, accepts ‘B’ type signatures only for inputs corresponding to j+1 < ¢ < i—2.
It also has the correct output message for step j - m; hardwired. If an input has j 4+ 1 <t < ¢ — 2, then the
output signature, if any, is of the same type as the incoming signature.

P,

Constants: Index ¢, Turing machine M = (Q, Xape, 0, G0, Gacc; Grej, tmf1,tmf2), time bound T, Public pa-
rameters for accumulator Pacc, Public parameters for Iterator Py, Puncturable PRF keys Kg, Ka, Kp € K,
SSB Hash function Haux and hash value hau, b*,t*, tuple m;.

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym,,
encrypted state cte in, accumulator value win € {0, 1}ZA°°, Iterator value vin, signature oin, accumulator proof
m, SSB proof mau, auxiliary value sym, .
1. Let pos;, = tmfwi(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfyi(t).
2. If t > t*, output L.

3. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, ) = 0 or f-w > ¢, output L.

(b) If SSB.Verify(Haux, hauxs POS, s SYM, ., Taux) = 0, output L.

(c) Let F(Ka,t—1)=rgs.4. Compute (SKa, VK4, VK4 ) = Spl.Setup(1*; s 4).
(d) Let F(Kp,t—1)=rsp. Compute (SK5, VK5, VK5 ) = Spl.Setup(1*;7s,5).
(e) Let min = (Vin, Clst,in, Win, Posy,) and o = ‘A’

If Spl.Verify(VK 4, min,oin) =0 and (¢t < j or t > i — 1), output L.
Else if Spl.Verify(VK A, Min, 0in) = 0 set o = ‘B’.
If a = ‘B’ amd Spl.Verify(VK g, min, 0in) = 0 output L.

4. Computing next state and symbol (encrypted)

(a) If t =t*, output b*.

(b) If 4 < ¢t < t*, compute (r¢1,7e,2,7t,3) = F(Kg,t), sk’ = SKE.Setup(lk;r,'g,l), Ctoym,out =
SKE.Enc(sk’, erase; r¢,2) and ctet,ous = SKE.Enc(sk’, erase; 74,3).
Else do the following:

i. Let (rew,1,7ew2,Tew3) = F(Kg,l-w), skew = SKE.Setup(lk;m_W,l), sym =
SKE.Dec(ske-w; Cteym,in)-
ii. Let (re—11,7e—12,7t-1,3) = F(Kg,t — 1), ske = SKE.Setu;;(lA,qﬂz—1,1)7 st —

SKE.Dec(skst, Ctst,in)-

iii. Let (st’,sym’, 8) = &(st,sym,sym,,.).

iv. If stout = grej output 0. Else if stout = gace output 1.

v. Compute (ri,1,7t2,7¢3) = F(Kg,t), sk = SKE.Setup(lA;ral), Ctoymout =
SKE.Enc(sk’, sym’; 7+ 2) and ctet,out = SKE.Enc(sk’,st’; r¢.3).

5. Update accumulator, iterator and compute new signature

Compute wout = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If wour = Reject, output L.

Compute vour = Itr.Iterate(Pier, vin, (Ctst,in, Win, POS;,))-

) in»

)

Let F(Ka,t) =15 4. Compute (SK'y, VK4, VK4 /) < Spl.Setup(1*; 7% 4).
S, srej S,

) Let F(Kp,t) =r% 5. Compute (SKz, VK/z, VK5 ;) < Spl.Setup(1*; 7% ).

) Let Mout — (Uouthst,outy Wout, Posout)-

If t = j and Mmous = M, Tous = Spl.Sign(SK'y, mout)-

Else if t = j and mout # My, Tout = Spl.Sign(SK'5, mout)-

Else oout = Spl.Sign(SKL,, mout)-

6. OUtPUt POS;,,, Ctsym,out, Ctst,out, Wout, Vout; Tout -

Figure 31: Ps ;
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Hybrid Hj ; In this hybrid, the challenger outputs an obfuscation of Py ; = Py {3, j,t*, Kg, Ka, Kp,m;}.
This circuit, defined in Figure B2, accepts ‘B’ type signatures only for inputs corresponding to j+2 < ¢t < i—2.
It also has the correct input message for step j 41 - m; hardwired. If ¢ = j 4+ 1 and m;, = m; it outputs an
‘A’ type signature, else it outputs a ‘B’ type signature. If an input has j 4+ 2 <t < i — 2, then the output
signature, if any, is of the same type as the incoming signature.

/
P,

Constants: Index ¢, Turing machine M = (Q, Xape, 0, G0, Gacc; Grej, tmf1,tmf2), time bound T, Public pa-
rameters for accumulator Pacc, Public parameters for Iterator Py, Puncturable PRF keys Kg, Ka, Kp € K,
SSB Hash function Haux and hash value haux, b*, t*, tuple m;.

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym,,,
encrypted state ctetin, accumulator value win € {0, l}ZACC, Iterator value vin, signature oi,, accumulator proof
7, SSB proof T, auxiliary value sym,,,.
1. Let pos;, = tmfyx(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfwi ().
2. If t > t*, output L.

3. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, ) = 0 or f-w > ¢, output L.

(b) If SSB.Verify(Haux, Raux, POS,yy; SYM,uy, Taux) = 0, output L.

(c) Let F(Ka,t—1)=rg 4. Compute (SKa, VK4, VK rj) = Spl.Setup(lA;rs,A).
(d) Let F(Kp,t—1) =rsp. Compute (SK5, VK5, VK5 ) = Spl.Setup(1*;7s,5).
(e) Let min = (Vin, Ctst,in, Win, POS;,) and a = ‘A’.

If Spl.Verify(VKa, min, 0in) =0 and (t < j+1or¢>14—1), output L.
Else if Spl.Verify(VK A, Min, 0in) = 0 set a = ‘B’.
If a = ‘B’ amd Spl.Verify(VK g, min, 0in) = 0 output L.

4. Computing next state and symbol (encrypted)

(a) If t =t*, output b*.

(b) If 4+ < t < t*, compute (r¢1,7e,2,74,3) = F(Kg,t), sk’ = SKE.Setup(lA;r,'g,l), Ctoym,out =
SKE.Enc(sk’, erase; r¢,2) and ctst,ous = SKE.Enc(sk’, erase; 74,3).
Else do the following:

i. Let (rew,1,7ew2,Tews3) = F(Kg,l-w), skew = SKE.Setup(lA;rg_W,l), sym =
SKE.Dec(sk¢-w, Ctsym,in)-
ii. Let (7‘,5_1,1,7”,5_1,2,7’}_173) = F(KE,t — 1), skey = SKE.Setup(l)‘,rt_lyl), st =

SKE.Dec(skst, Ctst,in)-

iii. Let (st’,sym’, 8) = &(st,sym,sym,, ).

iv. If stous = grej output 0. Else if stout = gace output 1.

v. Compute (ri,1,7t2,7¢3) = F(Kg,t), sk = SKE.Setup(l)‘;réﬂl), Ctoymout =
SKE.Enc(sk’, sym’; 7.2) and ctst,out = SKE.Enc(sk’,st’;7.3).

5. Update accumulator, iterator and compute new signature

Compute wout = Acc.Update(Pacc, Win, (Ctsym,out, t), pos
Compute voy = Itr.lterate(Py, vin, (Ctst,in, Win, POS;y))-

) acc-aux). If wout = Reject, output L.
)

c; Let F(Ka,t) =15 4. Compute (SK/y, VK/s, VK/y )  Spl.Setup(1*; 7% 4).
)

in»

Let F(Kp,t) =7 5. Compute (SKz, VK3, VK3 ) < Spl.Setup(1*; 7% 5).
Let mout = (Uouh Ctst,out; Wout, p050u¢)~

If t =j+ 1 and min = m;, oout = Spl.Sign(SK'y, mout)-

Else if t = j + 1 and min # m;, oout = Spl.Sign(SK'z, mout ).

Else oout = Spl.Sign(SKL,, mout)-

6. OUtpUt POS;,,, Ctsym,out, Ctst,out, Wout, Vout; Tout -

Figure 32: P; ;
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Analysis Let Adv? denote the advantage of adversary A in hybrid H,.

Claim D.14. Assuming O is a secure indistinguishability obfuscator, F' is a xsecure puncturable PRF and
S is a splittable signature scheme satisfying Definition T, AdeA — Adv}4 < negl(\).

Proof. The proof of this claim is similar to the proof of Claim [OD=2. [ |

Claim D.15. Assuming 7O is a secure indistinguishability obfuscator, Advi‘ — Advi{o < negl()).

Proof. Note that P, and P» have identical functionality. [ |

Claim D.16. Let 0 < j <1 — 2. Assuming ¢O is a secure indistinguishability obfuscator, F' is a selectively
secure puncturable PRF and S is a splittable signature scheme satisfying definitions T, T2, 3 and 4,
Adv’’ — Adv 7 < negl()).

Proof. The proof of this claim is similar to the proof of Claim [D4. [ |

Claim D.17. Let 0 < j <14 — 3. Assuming O is a secure indistinguishability obfuscator, Itr is an iterator
satisfying indistinguishability of Setup (Definition ) and is enforcing (Definition CI0), and Acc is an
accumulator satisfying indistinguishability of Read/Write Setup (Definitions CZ3 and IC8) and is Read /Write

enforcing (Definitions T2 and L) and SSB satisfies Definition BT, Adv 27 — Adv%/*! < negl()).

Proof. This transition is similar to the transition from Hs jo to Ha ji1.1, and therefore the proof of this
claim is similar to the proof of Claim D and Claim DO=3. [ |

Claim D.18. Assuming iO is a secure indistinguishability obfuscator, Advi{i_2 — Adv{ < negl(\).

Proof. Note that P ;_o and Wj,; are functionally identical circuits, and the SSB hash is also enforcing at
the same position in both hybrids. [ |

Lemma D.10. Assuming iO is a secure indistinguishability obfuscator, F' is a selectively secure puncturable
PRF, Itr is an iterator satisfying Definitions C9 and CT0, Acc is an accumulator satisfying Definitions 3,
C1, C and 8, S is a splittable signature scheme satisfying security Definitions Cl, C3, C=3 and €4 and
SSB satisfies Definition B, [Adv’y" — Adv:f‘m\ < negl(A).

Proof. The proof of this lemma is similar to the proof of Lemma [D@. To prove this lemma, we will define a
sequence of hybrid experiments and show that they are computationally indistinguishable.

Hybrid Hy In this experiment, the challenger outputs an obfuscation of Py = W;,,; = Prog-2-i{i, t*, Kg,
Ka, Kp, mi_o}.

Hybrid H; In this hybrid, the challenger first computes the constants for program P; as follows:

1. PRF keys K4 and Kp are punctured at ¢ — 2 to obtain Ka{i — 2} < F.Puncture(K 4,7 — 2) and
Kp{i— 2} «+ F.Puncture(Kpg,i — 2).

2. Let Te = F(KA,Z'72), (SKc,VKc,VKcJeJ') = SpI.Setup(l)‘; Tc), rp = F(KB,’L'72), (SKD,VKD,VKDJej) =
Spl.Setup(1*;7rp).

It then outputs an obfuscation of Py = Pi{i,t*, Kg, Ka{i—2}, Kp{i—2}, VK¢ one, SK¢,one;s SKD abo, Mi—2 }
(defined in B3). P; is identical to Py on inputs corresponding to ¢ # i — 1,7 — 2. However, for ¢ — 2, its
output signature is computed using either SK¢ or SKp. For inputs corresponding to t =i — 1, it uses VK¢
for the verification.
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Py

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym
encrypted state ctet,in, accumulator value win € {0, 1}“‘6, Iterator value vin, signature oin, accumulator proof
7, SSB proof maux, auxiliary value sym

aux*

1. Let pos;, = tmfyx(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfyi(t).
2. If t > t*, output L.

3. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, ) = 0 or f-w > ¢, output L.
(b) If SSB.Verify(Haux, Raux, POS,yy; SYM,uy, Taux) = 0, output L.

Constants: Index i, Turing machine M = (Q, Xtape, 9, g0, Gacc, Grej, tmf1, tmf2), time bound T', Public pa-
rameters for accumulator Pacc, Public parameters for Iterator Py, Puncturable PRF keys Kg, Ka, Kp € K,
SSB Hash function H,u and hash value haux, b*,t*, m;—2, VK¢, oc, SKp.

aux?

(c) Ift#i—1,let rs,a = F(Ka{i—2},t—1). Compute (SKa, VKa, VK4 rj) = Spl.Setup(lA;rs,A).

Else VK4 = VK¢ one.

(d) Ift #i—2, let rs 4 = F(Ka{i —2},t). Compute (SK'x, VK4, VK/4 ;) + Spl.Setup(1*; 7% 4).

(e) Ift #£i—2, 73 =F(Kp{i—2},t). Compute (SKz, VK5, VK/3 1) < Spl.Setup(1*; 7% 5).
(f) Let min = (Vin, Ctst,in, Win, POS;, ). 1f Spl.Verify(VK 4, Min, 0in) = 0 output L.

4. Computing next state and symbol (encrypted)

(a) If t = t*, output b*.

(b) If i < t < t*, compute (re,1,7,2,713) = F(Kg,t), sk = SKE.Setup(1*;7}1), Ctsym,out
SKE.Enc(sk’, erase; r¢,2) and ctet,ous = SKE.Enc(sk’, erase; 74,3).
Else do the following:

i. Let (Tew1,7ew2 Tews) = F(Kg,tw), skew = SKE.Setup(1*;7ew,1), sym
SKE.Dec(sk¢-w, Ctsym,in)-
it. Let (re—11,7me-12,7t-13) = F(Kg,t — 1), ske = SKESetup(1* r;_11), st

SKE.Dec(skst, Ctst,in )-

iii. Let (st’,sym’, 8) = d(st,sym,sym,,,).

iv. If stout = grej output 0. Else if stout = @acc output 1.

v. Compute (re1,7e2,73) = F(Kg,t), sk = SKESetup(1*;7/1), Ctsymout
SKE.Enc(sk’, sym’; 7 2) and ctst,out = SKE.Enc(sk’,st’; 7 3).

5. Update accumulator, iterator and compute new signature

(a) Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If weuy = Reject, output L.

) Compute vout = ltr.Iterate(Pitr, vin, (Ctst,in, Win, POS;, ) )-
c¢) Let F(Ka,t) =% 4. Compute (SK/y, VK4, VK4 ;) < Spl.Setup(1*; 7% 4).
d) Let mout = (Vout, Ctst,outs Wout, POSyyt)-
) Ift =i — 2 and mouwt = Mi—2, oout = Spl.Sign(SKc, mout)-
Else if t =4 — 2 and mouy # Mi—2 oout = Spl.Sign(SKp, mout)-
Else oout = Spl.Sign(SKy, mout)-

6. OutPUt posinu <:tsym,ouh Ctst,ouh Wouty Vouty Oout -

Hybrid H,

— SpISpIIt(SKD, mi,g).

Figure 33: P,

7

In this hybrid, r¢ and rp are chosen uniformly at random; that is, the challenger computes
(SK¢, VK¢) « Spl.Setup(1*) and (SKp, VKp) < Spl.Setup(1?).

Hybrid Hs In this hybrid, the challenger computes constrained secret/verification keys. It com-
putes (UC,oneaVKC,oneuSKC,ameKC,abo) «— Sp|~Sp|it(SK07mi72) and (JD,one7VKD,one7SKD,ameKD,abo)
It then outputs an obfuscation of P; = Pi{i,t*, Kg, Ka{i — 2}, Kp{i —
2}, VK¢ one, 0C,0nes SK D abo, Mi—2}. Note that SK¢, VK¢, SKp, VKp are not hardwired in this program.




Hybrid H; In this hybrid, the challenger chooses Pacc, wg, STORE( using Acc.Setup-Enforce-Read. It then
uses Pacc, wo, STORE, and proceeds as in previous experiment. It outputs an obfuscation of Py{%,t*, Pacc,
KE7 KA{i - 2}7 KB{i - 2}a VKC,onea 0C,one; SKD,aboa mi—2}~

Hybrid Hs; In this hybrid, the challenger makes SSB hash enforcing at tmfau, (i —2). It receives M, (z1, z2)
from A, sets pos,,, = tmfau(i — 2), chooses H,, < SSB.Gen(1?*, 112l POS, ). 1t computes hayx = Haux(z2)
and sets ek = (Haux, haux). The remaining experiment is same as Hy.

Hybrid Hg In this hybrid, the challenger first computes ciphertexts ct; and cty as described in Hyb’z’i.

It then outputs an obfuscation of Py = Ps{i,t*, Pace, Kg, Kaf{i — 2}, Kp{i — 2}, VK¢ one, 0C,0ne;
SKp,abo, Mi—2,Ct1,cta} (defined in Figure BA). This program differs from P; for inputs corresponding to
t = i — 1. Instead of decrypting, computing the next state and then encrypting, the program uses the
hardwired ciphertexts.

Hybrid Hg In this experiment, the challenger uses normal setup for Acc (that is, Acc.Setup) instead of
Acc.Setup-Enforce-Read.

Hybrid H; In this experiment, the challenger outputs an obfuscation of W/

int*

Analysis Let Adv? denote the advantage of adversary A in hybrid H,.

Claim D.19. Assuming iO is a secure indistinguishability obfuscator, for any PPT A, |Adv — Advy| <
negl(\).

Proof. In hybrid Hy, program Py is used, while in H;, program Pj is used. The only difference between the
two programs is that P uses punctured PRF keys K4{i—2} and Kp{i—2}. It also has the secret/verification
keys computed using F(K 4,7 —2) and F(Kp,i—2). As a result, using correctness of puncturable PRFs, it
follows that the two programs have identical functionality. Therefore, by security of {0, their obfuscations
are computationally indistinguishable. [ |

Claim D.20. Assuming F is a selectively secure puncturable PRF, for any PPT A, |Adv} —Adv%| < negl()).

Proof. The proof of this claim follows from the selective security of puncturable PRF F. [ |

Claim D.21. Assuming O is a secure indistinguishability obfuscator and S satisfies VKone indistinguisha-
bility (Definition C2), for any PPT A, |[Adv’ — Adv®| < negl(\).

Proof. In order to prove this claim, we consider an intermediate hybrid program in which only the con-
strained secret keys ocone and SKp abo are hardwired, while VK¢ is hardwired as the verification key.
Using the security of 1O, we can argue that the intermediate step and Hs are computationally indistinguish-
able. Next, we use VKo indistinguishability to show that the intermediate step and Hs are computationally
indistinguishable. [ |

Claim D.22. Assuming Acc satisfies indistinguishability of Read Setup (Definition C3), for any PPT A,
|Adv® — Adv¥| < negl()).

Proof. The proof of this claim follows from Read Setup indistinguishability (Definition C3). [ |

Claim D.23. Assuming SSB satisfies Definition B, for any PPT A, \Advj — Advf4| < negl(\).
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Ps

Input: Time ¢t € [T], encrypted symbol and last-write time (Cteym,in,¢-w), auxiliary tape symbol sym
encrypted state ctet,in, accumulator value win € {0, 1}“‘6, Iterator value vin, signature oin, accumulator proof
7, SSB proof maux, auxiliary value sym

aux*

1. Let pos;, = tmfyx(t — 1), pos,,, = tmfaux(t — 1) and pos,,, = tmfyi(t).
2. If t > t*, output L.

3. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos;,, ) = 0 or f-w > ¢, output L.
(b) If SSB.Verify(Haux, Raux, POS,yy; SYM,uy, Taux) = 0, output L.

Constants: Index i, Turing machine M = (Q, Xtape, 9, g0, Gacc, Grej, tmf1, tmf2), time bound T', Public pa-
rameters for accumulator Pacc, Public parameters for Iterator Py, Puncturable PRF keys Kg, Ka, Kp € K,
SSB Hash function H,u and hash value haux, b*,t*, mi—2, VK¢, oc, SKp, ciphertexts cty, cta.

aux?

(c) Ift#i—1,let rsa = F(Ka{i—2},t—1). Compute (SKa, VKa, VK4 rj) = Spl.Setup(1*;75,4).

Else VKA = VKC,one~

(d) Ift#i—2, let 75 4 = F(Ka{i —2},t). Compute (SK'x, VK4, VK/ ;) < Spl.Setup(1*; 7% 4).

(e) It #£i—2, 753 =F(Kp{i—2},t). Compute (SKz, VK5, VK3 1) < Spl.Setup(1*; 7% 5).
(f) Let min = (Vin, Ctst,in, Win, POS;, ). 1f Spl.Verify(VK 4, Min, 0in) = 0 output L.

4. Computing next state and symbol (encrypted)

(a) If t = ¢, output b*.

(b) If i < t < t*, compute (r¢1,74,2,73) = F(Kg,t), sk’ = SKE.Setup(lA;ri’l), Ctsym,out
SKE.Enc(sk’, erase; r¢,2) and ctet,ous = SKE.Enc(sk’, erase; 74,3).
Else if t =7 — 1 set ctsym,out = ct1 and ctst,ous = Cta.
Else do the following:

i. Let (rew,1,7ew2,Tew3) = F(Kg,l-w), skew = SKE.Setup(lA;rg_W’l)7 sym
SKE.Dec(sk¢-w, Ctsym,in)-
ii. Let (re—11,7t-12,7t-13) = F(Kg,t — 1), sk¢ = SKE.Setup(1*,7_11), st

SKE.Dec(skst, Ctst,in )-

iii. Let (st’,sym’, 8) = &(st,sym,sym,_, ).

iv. If stout = grej output 0. Else if stout = gace output 1.

v. Compute (ry1,7¢2,73) = F(Kp,t), sk = SKESetup(1*;7}1), Ctsymout
SKE.Enc(sk’, sym’; 7 2) and ctst,out = SKE.Enc(sk’,st’; 7 3).

5. Update accumulator, iterator and compute new signature

(a) Compute wous = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;y,, acc-aux). If wouy = Reject, output L.

in’

) Compute vour = ltr.Iterate(Pitr, vin, (Ctst,in, Win, POS,))-

(c) Let F(Ka,t) =7 4. Compute (SK’s, VK'y, VK/s ) < Spl.Setup(1*; 7% 4).
) Let mout = (Vout, Ctst,out, Wout, POSqyt)-

) If t =i — 2 and mous = Mi—2, dous = Spl.Sign(SKc, mout)-

Else if t =i — 2 and mout 7 Mi—2 dout = Spl.Sign(SKp, mout).

Else oout = Spl.Sign(SK/y, mous).

6. Output POS;,,, Ctsym,out, Ctst,out, Wout, Vout; Tout -

Figure 34: Ps
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Proof. Note that the only difference between H4 and Hj is the enforcing index for SSB hash. In Hy, the
hash is enforcing at tmf,, (¢ —3), while in Hj, it is enforcing at tmf,,,(i —2). Using the index hiding property
of SSB, we can argue that these two hybrids are computationally indistinguishable.

Claim D.24. Assuming O is a secure indistinguishability obfuscator, for any PPT A, |Adv® — Advy| <
negl(A).




Proof. We need to argue that the programs output in hybrids Hs and Hg are functionally identical. Let
P, and P, denote these two programs. Note that the only difference is corresponding to input tuples with
t=i—1. In P, for t =i —1, after the verification step, the ciphertexts ctsym in and cts in are decrypted, the
new state and symbol are computed, which are then encrypted. In Hg, the challenger computes the ‘correct’
state and symbol corresponding to ¢ = ¢ — 1. It encrypts them (deterministic encryption using a PRF key),
and hardwires the ciphertexts. If t =i — 1 and the verifications pass, then the program P, does not decrypt
input ciphertexts; instead it sets Ctsym,ous and cts oue to be the hardwired ciphertexts cty, cto.
At time step t = ¢ — 2, both programs output ‘A’ type signatures for the correct message m;_o. Threfore,
at time ¢ = ¢ — 2, there is exactly one input tuple that is accepted, which is m;_o, and hence mi, = m;_o,
which implies cteym in is the correct state’s encryption. Since the SSB hash and accumulator are appropriately
enforced, sym,,, and Ctsym in are the correct symbols input to P;. As a result, the new state/symbol are
also the correct state/symbol respectively, and hence P; outputs cty,cta. Therefore, both programs have
identical behavior on all inputs.
H

Claim D.25. Assuming Acc satisfies indistinguishability of Read Setup (Definition C3), for any PPT A,
|AdV% — AdvS | < negl()).

Proof. This step is reverse of the step from Hj3 to Hy. [ |

Claim D.26. Assuming O is a secure indistinguishability obfuscator, F' is a selectively secure puncturable

PRF and S satisfies VKqne indistinguishability (Definition C2), for any PPT A, |Adv’ — Adv® | < negl()\).
This step is the reverse of the step from Hj to Hz. Therefore, using similar intermediate hybrid experi-

ments, a similar proof works here as well. [ |

Lemma D.11. Assuming iO is a secure indistinguishability obfuscator, F' is a selectively secure puncturable
PRF, Itr is an iterator satisfying Definitions CU and CI0, Acc is an accumulator satisfying Definitions 3,
1, €3 and T3, S is a splittable signature scheme satisfying security Definitions C, 32, 3 and 43,

Adv i — Adv 27| < negl(\).
The proof of this lemma is similar to the proof of Lemma [O.

Combining Lemma D9, Lemma D10 and Lemma DT, we get our desired proof for Lemma [D2.

D.3 Proof of Lemma 3

We will first define hybrids Hy, ..., Hs, where H; corresponds to Hyb;,i and Hj corresponds to Hyb, ;_;.
Hybrid Hy This corresponds to Hyb'zyi.

Hybrid H; In this hybrid, the challenger punctures the PRF key Kg on inputs corresponding to t = ¢ — 1.
It outputs an obfuscation of program W; = Prog’-2-i-1{i,t*, Kg{i — 1}, K a,cty,cta} where Prog'-2-i-1 is
defined in Figure B3. Note that the only difference between Prog’-2-i and Prog’-2-i-1 is that the latter uses
a punctured PRF key Kg{i — 1} instead of Kg.

Hybrid H, In this hybrid, the challenger computes sk < Setuppkg(1*) using true randomness. Also,
the ciphertexts ct; and cty are computed using true randomness; that is, ct; < SKE.Enc(sk,sym*) and

cty < SKE.Enc(sk, st*).

Hybrid Hs In this hybrid, the challenger sets ct; = SKE.Enc(sk, erase) and cty = SKE.Enc(sk, erase).
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Prog’-2-i-1

Constants: Index ¢, Turing machine M = (Q, Ztape, 0, G0, Gacce, Grej, tmf1, tmf2), time bound T', Public param-
eters for accumulator Pac, Public parameters for Iterator Py, Puncturable PRF keys Kg{i — 1}, Ka € K,
SSB Hash function H,ux and hash value haux, b*,t*, ct1, cto.

Input: Time t € [T], encrypted symbol and last-write time (ctsym,in,¢-w), auxiliary tape symbol sym,,,,
encrypted state ct in, accumulator value wi, € {0, 1}@*“7 Iterator value win, signature oin, accumulator proof

m, SSB proof T, auxiliary value sym,,.

1. Let pos;, = tmfwk(t — 1), pos,,, = tmfaux(t — 1) and pos_,, = tmfwi(t).
2. If t > t*, output L.

3. Verifications

(a) If Acc.Verify-Read(Pacc, Win, (Ctsym,in, &-W), pos,,,, ) = 0 or f-w > ¢, output L.
(b) If SSB.Verify(Haux, Raux, POS,yys SYMaye, Taux) = 0, output L.

(c) Let F(Ka,t—1)=rs.4. Compute (SKa, VK4, VK4 rj) = Spl.Setup(1*; s 4).
(d) Let min = (Vin, Ctst,in, Win, POS;y, ) If Spl.Verify(VK 4, min, oin) = 0 output L.

4. Computing next state and symbol (encrypted)

(a) If t =t*, output b*.
(b) If 4 <t < t* compute (r¢,1,74,2,7,3) = F(Ke{i—1},t), sk = SKE.Setup(lA;r,'g,l), Ctoym,out =
SKE.Enc(sk’, erase; r¢,2) and ctst,ous = SKE.Enc(sk’, erase; 74,3).
Else if t =14 — 1 set Cteym,out = ct1 and cts out = Cta.
Else do the following:
i. Let (fewi,Tew2,Tews) = F(Kp{i—1},6-w), skew = SKE.Setup(1*;7pw1), sym =
SKE.Dec(sk¢-w, Ctsym,in)-
ii. Let (Tt71,1,7't7172,’r’t71,3) = F(KE{I - 1},t — 1), skey = SKE.Setup(lA,rt,Ll), st =
SKE.Dec(skst, Ctst,in)-
iii. Let (st’,sym’, 8) = d(st,sym,sym,,,).
iv. If stout = grej output 0. Else if stout = @acc output 1.
v. Compute (re1,7e2,73) = F(Kp{i—1},t), sk = SKE.Setup(1*;7,1), ctymout =
SKE.Enc(sk’, sym’; 7 2) and ctst,out = SKE.Enc(sk’,st’;73).

5. Update accumulator, iterator and compute new signature

(a) Compute woue = Acc.Update(Pacc, Win, (Ctsym,out, t), POS;,, acc-aux). If wous = Reject, output L.
(b) Compute vour = Itr.Iterate(Pier, vin, (Ctst,in, Win, POS;y,))-

(c) Let F(Ka,t) =7 4. Compute (SK/x, VK/y, VK4 ) < Spl.Setup(1*; 7% 4).

(d) Let mout = (Uouthst,out: Wout, posout) and oous = 5P|5|gn(SKf4, mout)-

6. OUtpUt pos;,,, Ctsym,out, Ctst,out, Wout, Vout, Tout -

Figure 35: Prog’-2-i-1

Hybrid H; In this hybrid, the challenger computes the ciphertexts using pseudorandom strings gen-
erated using F(Kpg,-). More precisely, the challenger computes (r;-1,1,7i-1,2,7i-13) = F(Kg,i — 1),
skSKE.Setup(l/\;ri,Ll), ct; = SKE.Enc(sk, erase; 7;_1,2) and cty = SKE.Enc(sk, erase; 7;_1 3).

Hybrid H; This corresponds to Hyby ;_;.

D.3.1 Analysis

Claim D.27. Assuming 7O is a secure indistinguishability obfuscator, for any PPT adversary A, Adv?4 —
Advl; < negl(\).

Proof. To prove this claim, it suffices to show that Wy and W; are functionally identical. The crucial
observation for this proof is the fact that F(Kg,i — 1) is not used anywhere in program W;. For inputs
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corresponding to t > i — 1, both programs don’t use F(Kpg,i — 1) since the programs do not decrypt for
t >i¢—1. For t =i — 1, the ciphertexts ct; and cty are hardwired. For t < ¢ — 1, note that it only
computes F(Kg,7) for 7 < i — 1. As a result, F(Kg,-) is not evaluated at input ¢ — 1, and therefore, it is
safe to puncture Kg on input ¢ — 1 without affecting functionality. The rest follows from the correctness of
puncturable PRFs. [ |

Claim D.28. Assuming F'is a selectively secure puncturable PRF, for any PPT adversary A, Advi—Advi <
negl(\).

Proof. The proof of this claim is similar to the proof of Claim ?7?; it follows from the selective security of
puncturable PRF F. [ |

Claim D.29. Assuming PKE is IND-CPA secure, for any PPT adversary A, Adv% — Adv® < negl(\).

Proof. Note that the secret key sk is not required in both hybrids Hy and Hjz. Suppose there exists an
adversary A that can distinguish between Hy and Hj3 with advantage e. Then we can construct a PPT
algorithm B that breaks the IND-CPA security of SKE with advantage e. The reduction algorithm interacts
with A4 and computes sym*, st*. It sends mgo = (sym*,st*) and m, = (erase, erase) as the challenge message
pairs, and receives a ciphertext pair (cty,cta). B can now perfectly simulate Hs or Hs for A, depending on
whether (cty, cty) are encryptions of mg or my. This completes our proof. [ |

Claim D.30. Assuming F' is a selectively secure puncturable PRF, for any PPT adversary A, Advi\—Advj <
negl(A).

Proof. This step is the reverse of the step from H; to Hs; its proof also follows from selective security of
puncturable PRFs. [ |

Claim D.31. Assuming 7O is a secure indistinguishability obfuscator, for any PPT adversary A, Advi\ -
Adv5 < negl(\).

Proof. The only difference between the programs used in the two hybrids is that one uses a punctured
key Kg{i — 1}, while the other uses Kg. Using the correctness of puncturable PRFs, we can argue that
they are functionally identical. As a result, from the security of ¢{O, their obfuscations are computationally
indistinguishable. [ |

D.4 Proof of Lemma [0’ 4

Proof. The only difference between hybrid Hyb, ; and Hyb; is with respect to the encoding of the input. In
the former case, the challenger computes encryption of input z; (followed by hashing using accumulator,
signing etc.), while in the latter case, the challenger computes encryption of erasel®t!. To prove this lemma,
we will introduce two hybrid experiment H; and Hs.

The experiment H; is similar to Hyb, ;, except that the obfuscated program uses a punctured PRF key
Kg{0} for outputting encryptions, and it has encryption of starting state and starting symbol hardwired.
Since this program does not compute F(Kg,0), these two programs are functionally identical, and hence
the hybrid experiments Hyb, ; and H are computationally indistinguishable.

In experiment Ho, the challenger computes uses a truly random string instead of F(Kg,0). Using the
PRF security, we can argue that H; and Hy are computationally indistinguishable.

Finally, using the security of the encryption scheme, we can show that Hs and Hybs are computationally
indistinguishable. This concludes our proof.

|
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